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xoplayer2/extractor/mp4/TrackEncryp
tionBox.java
com/mbridge/msdk/playercommon/e
xoplayer2/extractor/ogg/VorbisUtil.ja
va
com/mbridge/msdk/playercommon/e
xoplayer2/extractor/ts/AdtsReader.jav
a
com/mbridge/msdk/playercommon/e
xoplayer2/extractor/ts/H265Reader.ja
va
com/mbridge/msdk/playercommon/e
xoplayer2/extractor/ts/Id3Reader.java
com/mbridge/msdk/playercommon/e
xoplayer2/extractor/ts/PesReader.java
com/mbridge/msdk/playercommon/e
xoplayer2/extractor/wav/WavHeaderR
eader.java
com/mbridge/msdk/playercommon/e
xoplayer2/mediacodec/MediaCodecl
nfo.java
com/mbridge/msdk/playercommon/e
xoplayer2/mediacodec/MediaCodecR
enderer.java
com/mbridge/msdk/playercommon/e
xoplayer2/mediacodec/MediaCodecU
til java
com/mbridge/msdk/playercommon/e
xoplayer2/metadata/id3/Id3Decoder.j
ava
com/mbridge/msdk/playercommon/e
xoplayer2/offline/DownloadManager.j
ava
com/mbridge/msdk/playercommon/e
xoplayer2/offline/DownloadService.ja
va
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com/mbridge/msdk/playercommon/e
xoplayer2/source/chunk/BaseMediaC
hunkOutput.java
com/mbridge/msdk/playercommon/e
xoplayer2/source/chunk/ChunkSampl
eStream.java
com/mbridge/msdk/playercommon/e
xoplayer2/source/chunk/ChunkedTra
ckBlacklistUtil.java
com/mbridge/msdk/playercommon/e
xoplayer2/text/cea/Cea708Decoder.ja
va
com/mbridge/msdk/playercommon/e
xoplayer2/text/cea/CeaUtil.java
com/mbridge/msdk/playercommon/e
xoplayer2/text/dvb/DvbParser.java
com/mbridge/msdk/playercommon/e
xoplayer2/text/ssa/SsaDecoder.java
com/mbridge/msdk/playercommon/e
xoplayer2/text/subrip/SubripDecoder.
java
com/mbridge/msdk/playercommon/e
xoplayer2/text/ttml/TtmIDecoder.java
com/mbridge/msdk/playercommon/e
xoplayer2/text/webvtt/WebvttCue.jav
a
com/mbridge/msdk/playercommon/e
xoplayer2/text/webvtt/WebvttCuePar
ser.java
com/mbridge/msdk/playercommon/e
xoplayer2/upstream/DefaultDataSour
ce.java
com/mbridge/msdk/playercommon/e
xoplayer2/upstream/DefaultHttpData
Source.java
com/mbridge/msdk/playercommon/e
xoplayer2/upstream/Loader.java
com/mbridge/msdk/playercommon/e
xoplayer2/upstream/cache/CachedRe
gionTracker.java
com/mbridge/msdk/playercommon/e
xoplayer2/upstream/cache/SimpleCac
he.java
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com/mbridge/msdk/playercommon/e
xoplayer2/util/AtomicFile.java
com/mbridge/msdk/playercommon/e
xoplayer2/util/EventLogger.java
com/mbridge/msdk/playercommon/e
xoplayer2/util/NalUnitUtil.java
com/mbridge/msdk/playercommon/e
xoplayer2/util/Util.java
com/mbridge/msdk/playercommon/e
xoplayer2/video/DummySurface.java
com/mbridge/msdk/playercommon/e
xoplayer2/video/MediaCodecVideoRe
nderer.java
com/mbridge/msdk/video/module/M
BridgeBaseView.java
com/mbridge/msdk/widget/Feedback
RadioGroup.java
com/moat/analytics/mobile/inm/m.ja
va
com/moat/analytics/mobile/inm/p.jav
a

com/pgl/sys/ces/b.java
com/unity3d/ads/UnityAdsBaseOptio
ns.java
com/unity3d/ads/metadata/InAppPur
chaseMetaData.java
com/unity3d/ads/metadata/MetaDat
a.java
com/unity3d/services/UnityServices.ja
va
com/unity3d/services/ads/UnityAdsl
mplementation.java
com/unity3d/services/ads/adunit/Ad
UnitActivity.java
com/unity3d/services/ads/adunit/Vid
eoPlayerHandler.java
com/unity3d/services/ads/api/AdUnit.
java
com/unity3d/services/ads/api/VideoP
layer.java
com/unity3d/services/ads/api/WebPI
ayer.java
com/unity3d/services/ads/configurati
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on/AdsModuleConfiguration.java
com/unity3d/services/ads/gmascar/a
dapters/ScarAdapterFactory.java
com/unity3d/services/ads/gmascar/br
idges/AdapterStatusBridge.java
com/unity3d/services/ads/gmascar/br
idges/InitializeListenerBridge.java
com/unity3d/services/ads/gmascar/br
idges/MobileAdsBridge.java
com/unity3d/services/ads/gmascar/fi
nder/GMAlnitializer.java
com/unity3d/services/ads/gmascar/fi
nder/ScarVersionFinder.java
com/unity3d/services/ads/video/Vide
oPlayerView.java
com/unity3d/services/ads/webplayer/
WebPlayerView.java
com/unity3d/services/ar/ARUtils.java
com/unity3d/services/ar/view/ARView
Java
com/unity3d/services/ar/view/GLSurf
aceView java
com/unity3d/services/ar/view/Shader
Loader.java
com/unity3d/services/banners/Banne
rView.java
com/unity3d/services/banners/UnityB
anners.java
com/unity3d/services/core/api/Cache
Java
com/unity3d/services/core/api/Device
Info.java
com/unity3d/services/core/api/Intent.
java
com/unity3d/services/core/api/Reque
stjava
com/unity3d/services/core/api/Sdk.ja
va
com/unity3d/services/core/broadcast
/BroadcastEventReceiver.java
com/unity3d/services/core/cache/Cac
heDirectory.java
com/unity3d/services/core/cache/Cac
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heThread.java
com/unity3d/services/core/cache/Cac
heThreadHandler.java
com/unity3d/services/core/configurat
ion/Configuration.java
com/unity3d/services/core/configurat
ion/EnvironmentCheck.java
com/unity3d/services/core/configurat
ion/InitializationNotificationCenter.jav
a
com/unity3d/services/core/configurat
ion/InitializeThread.java
com/unity3d/services/core/connectivi
ty/ConnectivityMonitor.java
com/unity3d/services/core/device/Ad
vertisingld.java
com/unity3d/services/core/device/De
vice java
com/unity3d/services/core/device/Op
enAdvertisingld.java
com/unity3d/services/core/device/Sto
rage.java
com/unity3d/services/core/log/Devic
elLog.java
com/unity3d/services/core/misc/Json
Storage.java
com/unity3d/services/core/misc/Utilit
ies.java
com/unity3d/services/core/misc/View
Utilities.java
com/unity3d/services/core/preferenc
es/AndroidPreferences.java
com/unity3d/services/core/properties
/ClientProperties.java
com/unity3d/services/core/properties
/SdkProperties.java
com/unity3d/services/core/reflection/
GenericBridge.java
com/unity3d/services/core/request/S
DKMetrics.java
com/unity3d/services/core/request/W
ebRequest.java
com/unity3d/services/core/request/W
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ebRequestRunnable.java
com/unity3d/services/core/request/W
ebRequestThread.java
com/unity3d/services/core/sensorinfo
/Sensorlnfolistener.java
com/unity3d/services/core/webview/
WebView.java
com/unity3d/services/core/webview/
WebViewApp.java
com/unity3d/services/core/webview/
bridge/Invocation.java
com/unity3d/services/core/webview/
bridge/NativeCallback.java
com/unity3d/services/core/webview/
bridge/WebViewBridge.java
com/unity3d/services/core/webview/
bridge/WebViewBridgelnterface.java
com/unity3d/services/core/webview/
bridge/WebViewCallback.java
com/unity3d/services/store/core/Stor
eLifecycleListener.java
com/unity3d/services/store/gpbl/brid
ges/CommonJsonResponseBridge.jav
a
com/unity3d/services/store/gpbl/brid
ges/PurchaseBridge.java
com/x8zs/ad/AdManagerEx.java
com/x8zs/ad/AdStubActivity.java
com/x8zs/apkbuilder/ApkBuilder.java
com/x8zs/apkbuilder/parser/ApkParse
rjava
com/x8zs/app/X8Application.java
com/x8zs/app/a.java
com/x8zs/bridge/BridgeService.java
com/x8zs/model/ScheduleService.jav
a

com/x8zs/model/ServerApi.java
com/x8zs/model/X8DataModel.java
com/x8zs/model/a.java
com/x8zs/model/b.java
com/x8zs/morgoo/droidplugin/MyCra
shHandler.java
com/x8zs/morgoo/droidplugin/Plugin

52251 /3£691



A T 1R W B K —— R B & & T B A A

‘B MAk: https://www. zhihuaspace. cn:8888

Helper.java
com/x8zs/morgoo/droidplugin/am/Ba
seActivityManagerService.java
com/x8zs/morgoo/droidplugin/am/M
yActivityManagerService.java
com/x8zs/morgoo/droidplugin/am/R
unningProcesList.java
com/x8zs/morgoo/droidplugin/core/P
luginClassLoader.java
com/x8zs/morgoo/droidplugin/core/P
luginProcessManager.java
com/x8zs/morgoo/droidplugin/hook/
HookFactory.java
com/x8zs/morgoo/droidplugin/hook/
HookedMethodHandler.java
com/x8zs/morgoo/droidplugin/hook/
handle/IPackageManagerHookHand|
e.java
com/x8zs/morgoo/droidplugin/hook/
handle/PluginCallback.java
com/x8zs/morgoo/droidplugin/hook/
proxy/lActivityManagerHook java
com/x8zs/morgoo/droidplugin/hook/
proxy/LibCoreHook java
com/x8zs/morgoo/droidplugin/hook/
proxy/PluginCallbackHook.java
com/x8zs/morgoo/droidplugin/pm/IP
luginManagerlimpl.java
com/x8zs/morgoo/droidplugin/pm/PI
uginManager.java
com/x8zs/morgoo/droidplugin/pm/p
arser/PackageParserApi21.java
com/x8zs/morgoo/droidplugin/pm/p
arser/PackageParserApi22.java
com/x8zs/morgoo/droidplugin/pm/p
arser/PackageParserApi22Preview1.ja
va
com/x8zs/morgoo/droidplugin/stub/
AbstractContentProviderStub.java
com/x8zs/morgoo/droidplugin/stub/
AbstractServiceStub.java
com/x8zs/morgoo/helper/Log.java
com/x8zs/morgoo/helper/Utils.java
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com/x8zs/morgoo/helper/compat/V
MRuntimeCompat.java
com/x8zs/plugin/client/Clientinfo.jav
a
com/x8zs/plugin/mta/MtaManager.ja
va
com/x8zs/plugin/patcher/MonkeyPat
cher.java
com/x8zs/plugin/utils/CrashHandler,j
ava

com/x8zs/plugin/utils/FLog.java
com/x8zs/plugin/utils/HttpUtil.java
com/x8zs/plugin/utils/LogUtil.java
com/x8zs/plugin/utils/PkgUtil.java
com/x8zs/plugin/utils/SLog.java
com/x8zs/plugin/utils/UlUtil.java
com/x8zs/plugin/volley/CacheDispatc
her.java
com/x8zs/plugin/volley/NetworkDispa
tcher.java
com/x8zs/plugin/volley/Request.java
com/x8zs/plugin/volley/VolleyLog.jav
a
com/x8zs/plugin/volley/toolbox/Basic
Network.java
com/x8zs/plugin/volley/toolbox/DiskB
asedCache.java
com/x8zs/plugin/volley/toolbox/Http
HeaderParser.java
com/x8zs/plugin/volley/toolbox/Imag
eRequest.java
com/x8zs/plugin/volley/toolbox/Json
Request.java
com/x8zs/plugins/FloatBallContainer,j
ava
com/x8zs/plugins/FloatWindowMana
ger.java
com/x8zs/plugins/PluginLoader.java
com/x8zs/sandbox/ad/AdManager.ja
va
com/x8zs/sandbox/ad/AdProxyActivit
y.java
com/x8zs/sandbox/ad/AdStubActivity
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Java
com/x8zs/sandbox/ad/content/Conte
ntManager.java
com/x8zs/sandbox/ad/topon/ToponA
dProvider.java
com/x8zs/shell/ApplnstallListener.jav
a
com/x8zs/shell/MainApplication.java
com/x8zs/shell/ProxyApplication.java
com/x8zs/shell/X8MiscApplication.jav
a

com/x8zs/ui/AppDetailActivity.java
com/x8zs/ui/FeedbackActivity.java
com/x8zs/ui/InjectActivity.java
com/x8zs/ui/InstallOrInjectFlowActivit
y.java
com/x8zs/ui/view/AppStateButton.jav
a

d1/b.java

d1/fjava

d1/l.java

d1/m.java

d1/o.java

d1/rjava

e/a.java

gl/ijava

gl/j.java

g4/g.java

h3/b.java

i/p.java

i4/a.java

j4/d.java

k2/h.java

k2/m.java

k2/n.java

[1/a.java

m2/i.java

n1/kjava

00/g.java

02/b.java

o2/f.java

p0/a.java

p1/a.java
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g0/a.java
g0/d.java
r/s.java

rO/a.java
s2/b.java
t0/a.java
t0/f java

t0/g.java
t3/a.java
uO/a.java
u0/c.java
u0/i.java
ul/b.java
u5/g.java
v0/d.java
w/f.java

wO0/e.java
wO/i.java
x0/ajava
x4/k java
z0/f.java
z0/njava
z0/o.java
z5/a.java

H
b=t
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CWE: CWE-3
12: BESZAFfE
BRM=ER
OWASP Top
10: M9: Reve
rse Engineeri
ng

OWASP MAS
VS: MSTG-ST
ORAGE-14

com/applovin/impl/sdk/k.java
com/applovin/mediation/ads/MaxAd
View.java
com/applovin/mediation/ads/MaxInt
erstitialAd.java
com/applovin/mediation/ads/MaxRe
wardedAd.java
com/applovin/mediation/ads/MaxRe
wardedInterstitialAd.java
com/applovin/sdk/AppLovinSdk.java
com/applovin/sdk/AppLovinWebView
Activity.java
com/bykv/vk/openvk/component/vid
eo/a/b/i.java
com/inmobi/media/ar.java
com/inmobi/media/fd.java
com/mbridge/msdk/MBridgeConstan
s.java
com/mbridge/msdk/foundation/db/l.j
ava
com/mbridge/msdk/foundation/entit
y/CampaignEx.java
com/mbridge/msdk/foundation/entit
y/m.java
com/mbridge/msdk/foundation/same
/report/c.java
com/mbridge/msdk/playercommon/e
xoplayer2/drm/DefaultDrmSessionMa
nager.java
com/mbridge/msdk/video/dynview/e

ARSI 22, W RARBCECEAT A R, 3 B Ik 2R AT TEAT I B s L b A 2
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com/mbridge/msdk/videocommon/d
ownload/a.java
com/pgl/sys/ces/c/a.java
com/pgl/sys/ces/c/b.java
com/unity3d/ads/metadata/InAppPur
chaseMetaData.java
com/x8zs/BuildConfig.java
com/x8zs/plugin/apache/commons/I
ogging/LogFactory.java

ul/b.java
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OWASP Top
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OWASP MAS
VS: MSTG-CR
YPTO-6

com/apm/insight/h.java
com/inmobi/media/al.java
com/inmobi/media/ay.java
com/mbridge/msdk/playercommon/e
xoplayer2/source/ShuffleOrder.java
com/mbridge/msdk/playercommon/e
xoplayer2/trackselection/RandomTrac
kSelection.java
com/mbridge/msdk/playercommon/e
xoplayer2/upstream/cache/CachedCo
ntentindex.java
com/mbridge/msdk/thrid/okhttp/OkH
ttpClient.java
com/mbridge/msdk/thrid/okhttp/inte
rnal/ws/RealWebSocket.java
com/mbridge/msdk/thrid/okhttp/inte
rnal/ws/WebSocketWriter.java
com/unity3d/services/core/request/S
DKMetrics.java
com/x8zs/ui/main/SimpleSearchBar.ja
va

o2/f.java

t/i.java
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CWE: CWE-7
9: EWebram|
SR TRPUEETIAN
AL AMEAR
a2 (' FEubR
x')

OWASP Top
10: M1: Impr
oper Platfor
m Usage
OWASP MAS
VS: MSTG-PL
ATFORM-6

com/applovin/impl/adview/b.java
com/mbridge/msdk/advanced/js/Nati
veAdvancedExpandDialog.java
com/mbridge/msdk/click/f.java
com/mbridge/msdk/mbbanner/com
mon/bridge/BannerExpandDialog.java
com/mbridge/msdk/mbbanner/com
mon/c/c.java
com/mbridge/msdk/nativex/view/MB
MediaView.java
com/mbridge/msdk/splash/signal/Spl
ashExpandDialog.java
com/mbridge/msdk/video/bt/module
/MBridgeBTWebView.java
com/mbridge/msdk/video/module/M
BridgeAlertWebview.java
com/mbridge/msdk/video/module/M
BridgeH5EndCardView.java
com/unity3d/services/core/webview/
WebViewApp.java
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CWE: CWE-2
76: ERARUR
ANIEFf
OWASP Top
10: M2: Insec
ure Data Stor
e age

OWASP MAS
VS: MSTG-ST
ORAGE-2

com/apm/insight/entity/d.java
com/apm/insight/l/w.java
com/apm/insight/nativecrash/b.java
com/apm/insight/runtime/o.java
com/bykv/vk/openvk/component/vid
eo/api/e/a.java
com/mbridge/msdk/foundation/same
/report/b/a.java
com/mbridge/msdk/foundation/tools
/s.java

com/pgl/sys/ces/a/a.java
com/unity3d/services/core/cache/Cac
heDirectory.java
com/x8zs/ad/AdManagerEx.java
com/x8zs/model/X8DataModel.java
com/x8zs/model/a.java
com/x8zs/morgoo/droidplugin/MyCra
shHandler.java
com/x8zs/morgoo/helper/Log.java
com/x8zs/plugin/utils/OSUtil java
com/x8zs/ui/SplashActivity.java
com/x8zs/ui/task/BackupFragment ja
va

k2/i.java

12/a.java

o2/f.java

w2/f.java
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CWE: CWE-2
76: BUAR
RIER
OWASP T
PR QIRRINGR S 14 0 M e b ridee/medk /o
R : M2: Insec | com/mbridge/msdk/playercommon/e
% )E%I‘EIIZH}SZ o ure Data Stor | xoplayer2/util/Util.java
Syeailiiv age
OWASP MAS
VS: MSTG-ST
ORAGE-2
com/apm/insight/e/b/a.java
com/apm/insight/e/b/b.java
com/bykv/vk/openvk/component/vid
eo/a/b/b/d.java
com/inmobi/media/gs.java
CWE: CWE-8 com/mbndge/msdk/foundatlon/db/B
9 SQLESH atchReportDao.java
v FHFE SQLite% {éﬁﬁﬁ’ﬂ%ﬁ;ﬁ: com/mbridge/msdk/foundation/db/b.
EEEFAHTIRIGSQLE O java
NEA
16l [RISQLEIAHA iﬁ%ﬁxi com/mbridge/msdk/foundation/db/e.
=Z/= F ,Qr =] N =] 1 .
2555QL; IR N) Jcac;/rz:vmbridge/msdk/foundation/db/g
A ———v— OWASP Top ava '
- — 10: M7: Cli
EEE t(éode CgulaeI?c com/mbridge/msdk/foundation/dow
nload/database/DatabaseHelper.java
y com/x8zs/model/X8DataModel.java
k2/b.java
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CWE: CWE-7
49: Z=FEfEK
gﬁfﬁ?iﬁp com/inmobi/media/o.java
AL IWebtNEISCHL 10: M1: Impr com/unity3d/services/ads/webplayer/
8 ElEE ebView op.er Pl.atfor WebPlayerView.java
R TRER m Usage com/unity3d/services/core/webview/
WebView.java
OWASP MAS
VS: MSTG-PL
ATFORM-7
W/ FRFE SSL Pi
Ay - com/inmobi/media/cs.java
9 nin‘giz‘%“‘;\T I ; MITM \?;/‘V’:/ISSPT?SA'IA\ISE com/mbridge/msdk/thrid/okhttp/inte
It TWORK—4_ rnal/Util.java
CWE: CWE-3 com/applovin/impl/sdk/utils/StringUti
27: fEFEMW | Isjava
BESSAFAEIK, | com/inmobi/media/hk java
SHUZIEE | com/pgl/sys/ces/c.java
= com/unity3d/services/core/device/De
10 SHA-12 1575 OWASP Top vice.java
IPESAISENEES 10: M5: Insuf | j/f.java
ficient Crypt | j2/cjava
ography j2/d.java
OWASP MAS | nO/njava
VS: MSTG-CR | g5/g.java
YPTO-4 x5/b.java
com/mbridge/msdk/advanced/view/a
Java
CWE: CWE-2 | com/x8zs/BuildConfig java
00: (EEtEE com/x8zs/shell/BuildConfig.java
11 |PitFtHEE OWASP MAS | com/x8zs/shell/ProxyApplication.java
VS: MSTG-C com/x8zs/shell/XApp.java
ODE-2 com/x8zs/ui/main/MainActivity.java
s1/ejava

ARSI 22, W RARBCECEAT A R, 3 B Ik 2R AT TEAT I B s L b A 2

=
=

#32m/

\

£69

~



AR5 B EE I B Kk —— R sh % i B AR R ‘B MAk: https://www. zhihuaspace. cn:8888

CWE: CWE-7 com/mbridge/msdk/mbsignalcommo
WebViewlgifz= A= . . n/base/BaseWebView.java
12 - =E | 3 SNEMEHIX : : :
&R e com/unity3d/services/core/webview/
HREERE .
WebView.java
com/apm/insight/Il/v.java
com/bykv/vk/openvk/component/vid
. ) eo/api/e/b.java
CWE CWE‘ 3 com/mbridge/msdk/foundation/dow
o ﬁ\}fHE'}}i nload/resource/MBResourceManager.
THEAFTEIN java
R =
\B‘Lmﬁ'ﬁ?—# com/mbridge/msdk/foundation/tools
MD5E W ;O£WASP Top /SameMD5 java
MD5 2RI . .
13 N 10: M5: Insuf com/mbrldge/msdk/foundatlon/tools
ficient Crypt /njava
oaraph com/x8zs/morgoo/helper/Utils.java
graphy com/x8zs/plugin/utils/MiscUtil.java
OWASP MAS com/x8zs/plugin/utils/PkgUtil java
VS MSTG-CR | 0 P9 grth)
YPTO-4 k2/ijava
o2/f.java
w2/d.java
. OWASP MAS — . :
14 otieTITNAE T VS: MSTG-RE com/apm/insight/nativecrash/b.java
SILIENCE-1
CWE: CWE-9
19: BN
TSR
OWASP Top
EEFHIFEWebView . 10: M1: Impr . . .
15 =E oper Platfor com/applovin/impl/adview/d.java
m Usage
OWASP MAS
VS: MSTG-RE
SILIENCE-2

m ZESEESTR

ARSI 22, W RARBCECEAT A R, 3 B Ik 2R AT TEAT I B s L b A 2 553371/

=
=

£69

\

~



A T 1R W B K —— R B & & T B A A

‘B MAk: https://www. zhihuaspace. cn:8888

CSHdaPEPE~OMUOUIOIAOLLEFOTS <0

R
R |U
P |N
A|P
T | A
HI|T
NX( ,__(, H -
e e STACK C ¥ | (| FORTIFY(&
= SISEE £ ANARY( | RELRO E | 18 | BREInGEE
Hi3) E5ES) S | E | B
O |S
2|0
£z | &
g | &
= |8
) | &
)
AAUE S S5, 0 AR FEAd 1) @, 17 S B B0E R A T3EE AT M B i I At A 2 $3471/4£69



AR A B B k——F 52 e E S AR ‘B MAk: https://www. zhihuaspace. cn:8888
True True Full RELRO N N False Fa
info info info o o Is
i AR | HHEEXNSR n n THEINEE e
0% Xkl | E2BHR | e e BHUNESR
iz WINT—~ | ELRO, REL | in | in | % DOEEREL
g7 HIEE(E, ROFRGO | fo | fo | IETEXT gli
NX{Z | LMEESH | TASESE | = | = | bc WENAR
o X wmdREE | AT ELF Bt | Bt | 2ERER (W0 str
& R | SIS # | # | cpy, getsZH 5
=] XBES. X | FHEE X | X | ) BEHXiam =
7 HeLUEY | ESS2Z RELR | 4 | 4 | HEE., FH A
HA EREpRE] | O H, EBA 2| ' | mEER-DF | B
A | ZABSIE | GOT (.got B | B | ORTIFY_SOUR

| | amea bi-v7a/lib | 17, IHERYEEE | #0.got.plt i% | & | CE=2 FhEH
antitrace.so 15 HERIGINE | E) BiR B | B | 8 XNMEE
G an BRI, iz | R | XJ7F Dart/Flut
& 7 | U | ter ERNERA
AR s B | N
hellc 8| P
ode R | A
AA] BT
waT =7 | H
. )9
R
P
A
T
H
ASANPES 2] 275, i BAZ B AN R, 15 S B B R AT AT PR B LA AR B % 3501/4L6911




A T 1R W B K —— R B & & T B A A

‘B MAk: https://www. zhihuaspace. cn:8888

True True Full RELRO N N False Fa
info info info o o Is
i XATHS | RS n | n | SEHSUER e
D% XHEKRE | Ex2BHER | e | e | BIHTIIER
Hig WINT— | ELRO, REL | in | in | %%, $IEEREL
g7 HIHEE, ROMR GO | fo | fo | BHETEHRT gli
NXf{I | LMEFESHE | TASESS | = | = | bc WENAZ
. X i HIRENE | BEERY ELF | H | 2RE &0 str
s R | SIS # | & | cpy, getsHE 5
=] XBE= X | PHE=. X | X | ) BEHXiam =
FR HoLUES | 222 RELR | 4 | 14 | HeE. (FF AJ
HA EREpRE] | O H, EBA 2| ' | mEER-DF | B
A | ZABSIE | GOT (.got B | B | ORTIFY_SOUR
5 armeabi-v7a/lib | 17, IHERYEEE | #0.got.plt i% | & | CE=2 FhEH
apminsighta.so | 81§ | MERIGNE | WE) #ix | B | B | #. XTTE
G H ICARIE, iz | R | XJ7F Dart/Flut
EZF 7 | U | ter ERNERA
AR s B | N
hellc 8| P
ode R | A
AA] i
AT 27| H
=1
R
P
A
T
H
ARAUMEE 2] 27, WP S AR A ER A e 5, 3 A I R AR FRATT AT I ok Bl A A 3 #53671/3L6971




A T 1R W B K —— R B & & T B A A

‘B MAk: https://www. zhihuaspace. cn:8888

True True Full RELRO N N False Fa
info info info o o Is
i XATHS | RS n | n | SEHSUER e
D% XHEKRE | Ex2BHER | e | e | BIHTIIER
Hig WINT— | ELRO, REL | in | in | %%, $IEEREL
g7 HIHEE, ROMR GO | fo | fo | BHETEHRT gli
NXf{I | LMEFESHE | TASESS | = | = | bc WENAZ
. X i HIRENE | BEERY ELF | H | 2RE &0 str
s R | SIS # | & | cpy, getsHE 5
=] XBE= X | PHE=. X | X | ) BEHXiam =
FR HoLUES | 222 RELR | 4 | 14 | HeE. (FF AJ
HA EREpRE] | O H, EBA 2| ' | mEER-DF | B
A | ZABSIE | GOT (.got B | B | ORTIFY_SOUR
3 armeabi-v7a/lib | 17, IHERYEEE | #0.got.plt i% | & | CE=2 FhEH
apminsightb.so | 81§ | ERIGNE | WE) #ix | B | B | . XTE
G H ICARIE, iz | R | XJ7F Dart/Flut
EZF 7 | U | ter ERNERA
AR s B | N
hellc 8| P
ode R | A
AA] i
AT 27| H
=1
R
P
A
T
H
ARAUMEE 2] 27, WP S AR A ER A e 5, 3 A I R AR FRATT AT I ok Bl A A 3 5 3771/3L6971




A T 1R W B K —— R B & & T B A A

‘B MAk: https://www. zhihuaspace. cn:8888

True True Full RELRO N N False Fa
info info info o o Is
i XATHS | RS n | n | SEHSUER e
D% XHEKRE | Ex2BHER | e | e | BIHTIIER
Hig WINT— | ELRO, REL | in | in | %%, $IEEREL
g7 THIEE(E, ROMR GO | fo | fo | BHETEHRT gli
NXf{I | LMEFESHE | TASESS | = | = | bc WENAZ
. X mHIRERE | KEEHY ELF | H | 2RE &0 str
s R | SIS # | # | cpy, getsZH 5
=] XBE= X | PHE=. X | X | ) BEHXiam =
F HoLUES | 222 RELR | 4 | 14 | HeE. (FF AJ
HA EREpRE] | O H, EBA 2| ' | mEER-DF | B
A | ZABSIE | GOT (.got B | B | ORTIFY_SOUR
4 armeabi-v7a/lib | 17, IHERYEEE | #0.got.plt i% | & | CE=2 FhEH
EncryptorP.so 15 MGG | E) #R B | B | 8 XNMEE
G H BRI, iz | R | XJ7F Dart/Flut
& 7 | U | ter ERNERA
AR s B | N
hellc 8| P
ode R | A
AA] BT
AT 2| H
=1
R
P
A
T
H
ARAUMEE 2] 27, WP S AR A ER A e 5, 3 A I R AR FRATT AT I ok Bl A A 3 % 3811/4L6911




AR A B B k——F 52 e E S AR ‘B MAk: https://www. zhihuaspace. cn:8888
True True Full RELRO N N False Fa
info info info o o Is
i AR | HHEEXNSR n n THEINEE e
0% Xkl | E2BHR | e e BHUNESR
iz WINT—~ | ELRO, REL | in | in | % DOEEREL
g7 HIEE(E, ROFRGO | fo | fo | IETEXT gli
NX{Z | LMEESH | TASESE | = | = | bc WENAR
o X wmdREE | AT ELF Bt | Bt | 2ERER (W0 str
& R | SIS # | # | cpy, getsZH 5
=] XBES. X | FHEE X | X | ) BEHXiam =
7 HeLUEY | ESS2Z RELR | 4 | 4 | HEE., FH A
HA EREpRE] | O H, EBA 2| ' | mEER-DF | B
A | ZABSIE | GOT (.got B | B | ORTIFY_SOUR

g | armea bi-v7a/lib | 17, IHERYEEE | #0.got.plt i% | & | CE=2 FhEH
nmMs.so 15 MERIGE | E) BiR B | B | # X™ME
G an BRI, iz | R | XJ7F Dart/Flut
& 7 | U | ter ERNERA
AR s B | N
hellc 8| P
ode R | A
AA] BT
waT =7 | H
. )9
R
P
A
T
H
ARAUMEE 2] 27, WP S AR A ER A e 5, 3 A I R AR FRATT AT I ok Bl A A 3 2 3971/4L6911




A T 1R W B K —— R B & & T B A A

‘B MAk: https://www. zhihuaspace. cn:8888

True True Full RELRO N N False Fa
info info info o o Is
i XATHS | RS n | n | SHENES e
D% XHEKRE | Ex2BHER | e | e | BIHTIIER
iz WINT— | ELRO, REL | in | in | %%, $IEEREL
g7 THIEE(E, ROMR GO | fo | fo | BHETEHRT gli
NXf{I | LMEFESHE | TASESS | = | = | bc WENAZ
. X mHIRERE | KEEHY ELF | H | 2RE &0 str
& R | SIS # | # | cpy, getsZH 5
=] XBE= X | PHE=. X | X | ) BEHXiam =
F HoLUES | 222 RELR | 4 | 14 | HeE. (FF AJ
HA EREpRE] | O H, EBA 2| ' | mEER-DF | B
o, | ZBlEGEE | GOT (.got B | B | ORTIFY_SOUR
6 armeabi-v7a/lib | 17, IHERYEEE | #0.got.plt i% | & | CE=2 FhEH
pkgparser.so ETE RIS | &) R g2 | B | 8 XMNE
G an BRI, = | R X35 Dart/Flut
& 7 | U | ter ERNERA
AR s B | N
hellc 2P
ode R | A
AA] BT
AT 2| H
=1
R
P
A
T
H
00 00
AR
-5 tEe | BPR
ARAUMEE 2] 27, WP S AR A ER A e 5, 3 A I R AR FRATT AT I ok Bl A A 3 4071/4£6911




AR5 B EE I B Kk —— R sh % i B AR R ‘B MAk: https://www. zhihuaspace. cn:8888

RS LINE I

B 9/30

android.permission.SYSTEM_ALERT WINDOW
android.permission.REQUEST INSTALL PACKAGES
android.permission.GET_TASKS
android.permission.WAKE_LOCK
android.permission.READ_PHONE_STATE
android.permission.ACCESS_COARSE_LOCATION
android.permission.ACCESS_FINE_LOCATION
android.permission.PACKAGE_USAGE_STATS
android.permission.WRITE_SETTINGS

pu
Y,
3

PR 10/46

android.permission.INTERNET

android.permission.ACCESS NETWORK_STATE
android.permission.ACCESS WIFI_STATE
android.permission.CHANGE WIFI_STATE
android.permission.READ EXTERNAL STORAGE
android.permission.WRITE_EXTERNAL STORAGE
android.permission.FOREGROUND SERVICE
android.permission.REORDER TASKS
android.permission.REQUEST IGNORE_BATTERY OPTIMIZATIONS
com.google.android.gms.permission.AD |ID

B CAREEIYT 2R

HISUR,

HEERPR: SXrEEiE EilBameR.

Q fa

7

FRE]
iC i

ARSI 22, W RARBCECEAT A R, 3 B Ik 2R AT TEAT I B s L b A 2 A1 TT/3L69TT



AR5 B EE I B Kk —— R sh % i B AR R ‘B MAk: https://www. zhihuaspace. cn:8888

o=
URL
: da.
anyt
hink
tech
© IPititik: 47.107.73.83
m IP BB
N/ HX: T
da.anythinktech.com AD 2 tekrb: o
escr 8- 30.293650
ipti KE: EO.'I 61583
on: BE:
Malt
rail
AT
Ao
=i
IPiiit: 20.157.16.64
EIZR: Frns
HBIX: Shrinis
ads.inmobi.com e | B tpkr: SN
RS- 1.289987
42E: 103.850281
&E: Google 1]
IPHtietik: 152.199.39.108
EZR: HE
HX: &8
i.L.inmobicdn.net Ze | B ok &5
&EE: 22.285521
8. 114.157692
BE:
Ptk 23.33.33.176
E=R: HA
WX: =
sf16-scmcdn-sg.ibytedtos.com ze | B tairh: R
S 35.689499
2E: 139.692322
&E: Google 1]

ARSI 22, W RARBCECEAT A R, 3 B Ik 2R AT TEAT I B s L b A 2 S542771/3569 1T



A T 1R W B K —— R B & & T B A A

‘B MAk: https://www. zhihuaspace. cn:8888

monetization-support.applovin.com

ZE

iy

IPHiht: 34.110.151.135
B S RERE
HEEX: 2R

Ykt R

4/ 39.099731

43/8: -94.578568

&E: Google #hE

a.applovin.com

iy

IPHtiE: 34.117.147.68
ESR: =F RS ARE
HBEX: 275 E8

tpkr: RS

£EFE: 39.099731

#2fE: -94.578568

&E: Google 1]

rt.applvn.com

=&

iy

IPtitik: 104.17.2.3
B =F B2 ERE
X: 1nFERIE
torh: IHS L

&8 37.775700
42[8: -122.395203

&E: Google #hE

ms.applvn.com

iy

Pl 104.17.2.3
ESR: =F RS ARE
HBEX: hiFtERIE
tarh: IB£LL

&EE: 37.775700
£2[E: -122.395203

&E: Google 1]

d.applvn.com

TE

iy

Ptttk 104.17.1.3
ES: =F B2 ERE
HhX: 1nFERIE
torh: IHS L

&E: 37.775700
42[8: -122.395203

&E: Google #hE

ARSI 22, W RARBCECEAT A R, 3 B Ik 2R AT TEAT I B s L b A 2

4311/

=
=

\

~

69

~



A T 1R W B K —— R B & & T B A A

‘B MAk: https://www. zhihuaspace. cn:8888

i

analytics.rayjump.com =L

IPHtitik: 182.92.120.219
E=: +E

WIX: Jte=

ter: dt=

£EFE: 39.907501

8. 116.397102

BE:

iy

unif-id.ssp.inmobi.com =L

IPHtiit: 20.157.16.64
ESR: =F RS ARE
HX: =R
1573 5 LI T

£ 38.713848
£2fE- -78.159439

&E: Google 1]

iy

assets.applovin.com e

IPHishit: 34.120.175.182
B S RERE
HBEX: ZZERM

Ygkria: R

4/ 39.099731

43/8: -94.578568

&E: Google #hE

api.x8zs.com Ze | B

IPHtiiE: 182.92.120.219
ER: FE

X: 4t

I dte=

#BFE: 39.907501

£2RE- 116.397102
BE:

i

hb.rayjump.com =L

IPititik: 112.126.29.58
E=: +E

WIX: Jte=

tor: dt=

£EE: 39.907501

8. 116.397102
BE:

ARSI 22, W RARBCECEAT A R, 3 B Ik 2R AT TEAT I B s L b A 2



A T 1R W B K —— R B & & T B A A

‘B MAk: https://www. zhihuaspace. cn:8888

crash-metrics.sdk.inmobi.com

ZE

iy

IPHitIE: 34.120.175.182
B 5 R aRE
HbIX: BRI

Ypkirta: HeE%IR

&5 38.713848

£2/8: -78.159439

&E: Google #hE

www.x8speeder.com

iy

IPitiit: 104.21.0.101
ESR: =F RS ARE
HbX: nnFfERIE
tptir: IS L

&E: 37.775700
2[E: -122.395203

&E: Google 1]

api16-endcard-pack-sg.pangle.io

=&

iy

IPitietik: 23.45.50.163
Bz BK

X: R

iairh: e

458 35.689499
4Z[8: 139.692322

&E: Google #hE

www.x8ds.com

i

IPHtiE: 112.126.29.58
ER: FE

HX: S175

tairh: FiE@

£EFE: 32.030296
£2fE- 120.874779

55 2fEtE

px.moatads.com

TE

iy

IPititik: 23.207.173.242
EZ=R: HA

HX: R

I5kh: R

45 35.689499

£2FE: 139.692322

&E: Google #hE

ARSI 22, W RARBCECEAT A R, 3 B Ik 2R AT TEAT I B s L b A 2

#4571/

=
=

\

~

69

~



A T 1R W B K —— R B & & T B A A

‘B MAk: https://www. zhihuaspace. cn:8888

tk.anythinktech.com

ZE

i

Ptk 47.112.186.43
E=: +E

WX: 7%

terh: SR

8. 22.545673
Z[E: 114.068108

55 =fEtE

bds-sg.byteoversea.com

iy

IPitit: 103.136.220.205
ESR: FrimR

WX Finisg

Yk i

£EFE: 1.289987

#2FE- 103.850281

&E: Google 1]

net.rayjump.com

=&

i

IPtitik: 112.126.29.58
E=: +E

WIX: Jte=

ter: dt=

£EE: 39.907501

8. 116.397102
BE:

sdfp-sg.byteoversea.com

iy

IPHiit: 23.45.51.25
E=R: HA

X: =

tar: iR

£EFE: 35.689499
#2/E- 139.692322

&E: Google 1]

www.inmobi.com

TE

iy

IPitistit: 20.81.69.107
ES: =F B2 ERE
WX FEE RN
dpkr: LeRkIR

4EE: 38.713848
= -78.159439

&E: Google #hE

ARSI 22, W RARBCECEAT A R, 3 B Ik 2R AT TEAT I B s L b A 2

4671/

=
=

\

~

69

~



AR5 B EE I B Kk —— R sh % i B AR R ‘B MAk: https://www. zhihuaspace. cn:8888

iy

pangle-global.io e

IPititik: 103.224.182.252
EISR: AT

WIX: 4E=FIT

tokrh: L ERHR

&8 -37.982201

42[8: 145.038940

&E: Google HhE

iy

img.anythinktech.com T

IPHighE: 13.225.131.60
ER: AFHRE

HX: masE

Ire: Icheon

&RE: 37.279179
ZFE: 127.442421

&E: Google 1]

d1tru86qrby720.cloudfront.net TE

iy

IPitishit: 20.81.69.107
EZR: AHRE

HX: 468

tgh: Icheon

&E: 37.279179
Z[E: 127.442421

&E: Google #hE

iy

cn-adxtk.anythinktech.com TE

No Geolocation informati
on available.

cn-adx.anythinktech.com =L

i

IPHtiE: 39.105.168.45
ER: FE

HiX: T

Sgirta: U

4 30.293650
£3/&: 120.161583
&&:

iy

log-mva.isnssdk.com T

IPHtiiE: 23.45.50.192
E=R: HA

WX: 5

teirh: TR

£EFE: 35.689499
£2/E- 139.692322

&E: Google 1]

ARSI 22, W RARBCECEAT A R, 3 B Ik 2R AT TEAT I B s L b A 2

AT TT/FLE9TT



A T 1R W B K —— R B & & T B A A

‘B MAk: https://www. zhihuaspace. cn:8888

cn-da.anythinktech.com =L

i

IPitietik: 47.115.0.205
E=: +E

WX: 7%

terh: SR

8. 22.545673
Z[E: 114.068108
BE:

adxtk.anythinktech.com ze | B

No Geolocation informati

on available.

iy

bds-va.byteoversea.com =L

No Geolocation informati

on available.

policy.rayjump.com Ze | B

IPHtitt: 112.126.23.181

ER: FE

WX: 4=

teh: dtee

£EE: 39.907501
£[E: 116.397102

55 =EE

iy

p16-sign-sg.tiktokcdn.com TZe

IPititik: 23.33.33.75
Bz BK

X: R

ioirh: e

458 35.689499
42[E: 139.692322

&E: Google #hE

i

lazy.rayjump.com e

IPHtiE: 49.71.77.86
ER: FE

X: 4t

I b

#BFE: 39.907501
£2RE- 116.397102
B

ARSI 22, W RARBCECEAT A R, 3 B Ik 2R AT TEAT I B s L b A 2

54811/

=
=

\

~

69

~



A T 1R W B K —— R B & & T B A A

‘B MAk: https://www. zhihuaspace. cn:8888

check.rayjump.com

ZE

i

Ptk 112.126.23.181
E=: +E

WIX: Jte=

ter: dt=

£EE: 39.907501

8. 116.397102
BE:

cdn-adn-https.rayjump.com

i

IPHtiE: 49.71.77.86
ESR: FE

HX: S175

1573 s R 77NN

$ERE: 32.397221
£2/E- 119.435600
B

log.sgsnssdk.com

=&

iy

IPHbtt: 114.108.166.90
E=xR: FRE

HBIX: E/Rteukbyeolsi
takr: &7R

45 37.566311

£2FE: 126.977203

&E: Google #hE

d.applovin.com

iy

IPHtiik: 34.110.179.88
ESR: =F RS ARE
HhX: Z5 8

ik tEREEfR

#EFE: 39.099731

#2fE- -94.578568

&E: Google 1]

cn-tk.anythinktech.com

TE

i

Ptk 47.112.186.43
E=: +E

WX: 7%

(573 SR |

8. 22.545673
4Z[E: 114.068108
BE:

prod-a.applovin.comhttps

a8
|

No Geolocation informati

on available.

ARSI 22, W RARBCECEAT A R, 3 B Ik 2R AT TEAT I B s L b A 2

4911/

=
=

\

~

69

~



A T 1R W B K —— R B & & T B A A

‘B MAk: https://www. zhihuaspace. cn:8888

sf-tb-sg.ibytedtos.com

ZE

iy

IPitihit: 23.33.33.121
Bz BK

X: R

iarh: e

458 35.689499
4Z[E: 139.692322

&EE: Google &

z.moatads.com

iy

IPHEtE: 23.207.173.242
E=R: HA

HX: ZR=

tar: iR

£ 35.689499

£2/E- 139.692322

&E: Google 1]

x8speeder.com

=&

iy

Ptk 172.67.150.221
B =F B2 ERE
HhX: 1nFEREIE

terh: IHS L

&8 37.775700

42[8: -122.395203

&E: Google #hE

cn-api.anythinktech.com

i

IPHiit: 47.112.152.30
ER: FE

WX: %R

IR SR

EE: 22.545673
Z[E: 114.068108
BE:

api.anythinktech.com

TE

i

IPitistit: 47.112.152.30
E=: +E

WX: 7%

(573 SR |

8. 22.545673
2= 114.068108
BE:
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i

configure.rayjump.com =L

Ptk 112.126.23.181
E=: +E

WIX: Jte=

ter: dt=

£EE: 39.907501

8. 116.397102
BE:

iy

telemetry.sdk.inmobi.com T

IPHtiiE: 20.39.59.149
ESR: =F RS ARE
HX: SR
1573 5 LI T

£ 38.713848
£2fE- -78.159439

&E: Google 1]

iy

sdfp-va.byteoversea.com =L

IPkidt: 114.108.166.80
EZR: AHRE

HBIX: E/Rteukbyeolsi
571 =N

$57E: 37.566311

£2FE: 126.977203

&E: Google #hE

schemas.microsoft.com Ze | B

IPitiit: 13.107.213.74
ESR: =F RS ARE
WX ceRstn

7y eSS

. 47.682899

2. -122.120903

&E: Google 1]

iy

config.inmobi.com =

IPithtil: 20.39.59.188
ES: =F B2 ERE
WX FEE RN
dpkr: LeRkIR

4EE: 38.713848
= -78.159439

&E: Google #hE
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a.applvn.com

ZE

iy

IPtitik: 104.17.2.3
ESR: =7 B2 ERE
X 1nFEREIE
torh: IHS L

&E: 37.775700
42[8: -122.395203

&EE: Google &

pagead2.googlesyndication.com

i

IPHiit: 180.163.150.38
ESR: FE

X: i

g B

£EE: 31.224333

2[E: 121.468948

55 2fEtE

If-hs-sg.ibytedtos.com

=&

iy

IPititik: 23.200.75.28
EZR: AHRE

HBIX: E/Rteukbyeolsi
571 =N

$57E: 37.566311

£2FE: 126.977203

&E: Google #hE

p0.ipstatp.com

iy

IPitishit: 18.244.61.44
ESR: =F RS ARE
HhIX: e2m

tplir: FEAtEE

&EE: 47.627499
2. -122.346199

&E: Google 1]

sf16-muse-va.ibytedtos.com

TE

iy

IPkit: 72.246.103.16
ER: AHRE

IR E/Rteukbyeolsi
7)==

$57E: 37.566311

£2FE: 126.977203

&E: Google #hE
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iy

ms.applovin.com =L

IPititik: 34.102.162.219
ESR: =7 B2 ERE
WX 25BN

iprh: tEEEER

£EE: 39.099731

4Z[8: -94.578568

&E: Google HhE

schemas.applovin.com ze | B

No Geolocation informati
on available.

iy

whatwg.org TZe

IPHiht: 165.227.248.76
B A RERE
HBEX: FrZEra

Ykrs: SRR

45/E: 40.858585

£3/8: -74.163605

&E: Google #hE

config.unityads.unitychina.cn =z | &

IPHtiiE: 36.25.253.110
ER: FE

HBEX: T

15 s

#BFE- 30.870550
£2RE- 120.093300
B

iy

config.unityads.unity3d.com =L

IPitishit: 18.67.51.83
ER: AHRE
HX: 468

tgh: Icheon

&E: 37.279179
Z[E: 127.442421

&E: Google #hE

i

adx.anythinktech.com T

IPHtiiE: 39.105.168.45
ER: FE

HOEX: T

tske: o

£6FE: 30.293650
#2RE- 120.161583
B

ARSI 22, W RARBCECEAT A R, 3 B Ik 2R AT TEAT I B s L b A 2

=
=

5553171/3£69

\

~



A T 1R W B K —— R B & & T B A A

‘B MAk: https://www. zhihuaspace. cn:8888

i

ulogs.umengcloud.com =L

IPitit: 223.109.148.177
EZR: HE

WX ST

tokrh: FER

4EFE: 32.061668

428 118.777992

=T =N

iy

applovin.com T

IPitiit: 18.67.51.83
ESR: =F RS ARE
HBIX: 155af=Hr N
tekr: BEHR T

&EFE- 30.271158
£2fE- -97.741699

&E: Google 1]

iy

rt.applovin.com e

IPHtihE: 34.117.147.68
ER: =F R EARE
HBEX: 227588

tpkr: SEFEEm

£EFE: 39.099731

#2fE: -94.578568

&E: Google #hE

vid.applovin.com ze | B

IPitiik: 34.160.64.118
ESR: =F RS ARE
HhX: Z5 8

ik tEREEfR

#EFE: 39.099731

#2fE- -94.578568

&E: Google 1]

& gk

RIHER

PTG
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https://x8speeder.com/
https://www.facebook.com/x8speeder
https://www.x8ds.com/
https://www.iana.org/assignments/media-types/

B3 1ZE-A

e 33.6.8

B5IZE-M

e http://schemas.applovin.com/android/1.0

com/applovin/adview/Ap
pLovinAdView.java

e javascript:al onfailedexpand
e javascript:al onadviewrendered

com/applovin/impl/advie
w/b.java

javascript:al_onclosebuttontapped
javascript:al_onpoststitialdismiss
javascript:al_onbackpressed
javascript:al_onapppaused
javascript:al_onappresumed
javascript:al_muteswitchon
javascript:al_ muteswitchoff
javascript:al onwindowfocuschanged
javascript:al_onpoststitialshow

com/applovin/impl/advie
w/p.java

e javascript:al onclosetapped
e javascript:al onbackpressed

com/applovin/impl/advie
w/w.java

e https://applovin.com

com/applovin/impl/media
tion/debugger/ui/b/a.java

e data:a.data}};function

com/inmobi/media/eg.jav
a

e https://ads.inmobi.com/sdk
e https://i.l.inmobicdn.net/sdk/sdk/500/android/mraid.js
e https://i.l.inmobicdn.net/sdk/sdk/omid/omsdk-v1.js

com/inmobi/media/fd.jav
a

e https://config.inmobi.com/config-server/v1/config/secure.cfg

com/inmobi/media/fk.jav
a
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e https://crash-metrics.sdk.inmobi.com/trace

com/inmobi/media/fn.jav
a

https://config.inmobi.com/config-server/v1/config/secure.cfg

com/inmobi/media/fr.java

https://unif-id.ssp.inmobi.com/fetch

com/inmobi/media/fs.jav
a

https://telemetry.sdk.inmobi.com/metrics

com/inmobi/media/ft.java

http://www.google.com

com/inmobi/media/g.java

https://www.inmobi.com/products/sdk/#downloads

com/inmobi/media/gz.jav
a

http://whatwg.org/c#alphanumeric-ascii-characters
http://whatwg.org/html/webappapis.html#dom-windowbase64
-btoa

. 127.0.0.1 com/mbridge/msdk/adva
o nced/view/a.java

e http://whatwg.org/html/common-microsyntaxes.html#space-c

haracter

¢ http://whatwg.org/html/webappapis.html#dom-windowbase64

-atob com/mbridge/msdk/b/b/

e https://qgist.github.com/atk/1020396 b.java

https://play.google.com/

com/mbridge/msdk/click/
a.java

javascript:window.navigator.vibrate

com/mbridge/msdk/click/
fjava

https://{}hb.rayjump.com
https://analytics.rayjump.com
https://net.rayjump.com
https://configure.rayjump.com
https://d1tru86qrby720.cloudfront.net/hostsetting
https://policy.rayjump.com
https://lazy.rayjump.com
https://check.rayjump.com

com/mbridge/msdk/foun
dation/same/net/g/d.java
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https://play.google.com/store/apps/details?id=
https://play.google.com/

com/mbridge/msdk/foun
dation/tools/t.java

javascript:window.mraidbridge.firereadyevent

com/mbridge/msdk/mbsi
gnalcommon/mraid/a.jav
a

https://play.google.com

com/mbridge/msdk/mbsi
gnalcommon/windvane/
WindVaneWebView java

https://z.moatads.com/'
https://z.moatads.com/

com/moat/analytics/mobi
le/inm/g.java

javascript:%s.dispatchmany

com/moat/analytics/mobi
le/inm/j.java

https://px.moatads.com/pixel.gif?e=0&i=moatsdk1&ac=1

com/moat/analytics/mobi
le/inm/m.java

com/moat/analytics/mobi

e https://z.moatads.com/ le/inm/w.java

e https://bds-va.byteoversea.com

e https://bds-sg.byteoversea.com :

e https://sdfp-va.byteoversea.com com/pgl/a/a/a.java
e https://sdfp-sg.byteoversea.com

javascript:window.nativebridge.receiveevent

com/unity3d/services/ads
/webplayer/WebPlayerVie
w.java

https://config.unityads.unitychina.cn/webview/
https://config.unityads.unity3d.com/webview/

com/unity3d/services/cor
e/properties/SdkPropertie
s.java

3.3.6.8
https://x8speeder.com/?p=94

com/x8zs/BuildConfig.jav
a

3.3.6.8

com/x8zs/apkbuilder/Apk
Builder.java
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https://api.x8zs.com/api/feedback/
https://api.x8zs.com/api/viewsconfig/
https://api.x8zs.com/api/appdetail/?aid=
https://api.x8zs.com/api/carousel/
https://api.x8zs.com/api/getlatestappinfo/
https://api.x8zs.com/api/comconf/
https://api.x8zs.com/api/abnormal/?page=
https://api.x8zs.com/api/search/?q=
https://api.x8zs.com/api/gamesfilter/
https://api.x8zs.com/api/hotacc/
https://api.x8zs.com/api/ranklist/?t=
https://api.x8zs.com/api/runrule/
https://api.x8zs.com/api/latestrelease/?p=
https://api.x8zs.com/api/shellrulev2/
https://api.x8zs.com/api/keywords/
https://api.x8zs.com/api/patchlog/
https://api.x8zs.com/api/notgame/
https://api.x8zs.com/api/apps/

com/x8zs/model/ServerA
pi.java

https://www.facebook.com/x8speeder

com/x8zs/plugin/utils/Soc
ialUtil.java

e https://www.x8ds.com/ com/x8zs/shell/Applnstall

e https://x8speeder.com/ Listener.java

. 3368 cqm/x8zs/she|I/BmldConfl
g.java

. 3368 .corr'l/x8'zs/sheII/ProxyAppI
Ication.java

e 336.8 com/x8zs/shell/XApp.java

https://www.x8ds.com/?p=50
https://x8speeder.com/?p=12

com/x8zs/ui/b.java

3.3.6.8

com/x8zs/ui/main/MainA
ctivity.java

https://ms.applovin.com/
https://ms.applvn.com/

j0/a.java
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e https://assets.applovin.com/gdpr/flow v1/gdpr-flow-1.html
e https://prod-a.applovin.com,https://rt.applovin.com/4.0/pix

https://rt.applvn.com/4.0/pix, https://ms.applovin.com/,https://

ms.applvn.com/

https://ms.applovin.com/

https://ms.applvn.com/

https://a.applovin.com/

https://a.applvn.com/

https://d.applovin.com/

https://d.applvn.com/

https://rt.applovin.com/

https://rt.applvn.com/
https://vid.applovin.com/,https://pdn.applovin.com/,https://im

g.applovin.com/,https://d.applovin.com/,https://assets.applovin.c
om/,https://cdnjs.cloudflare.com/,http://vid.applovin.com/,http://
pdn.applovin.com/,http://img.applovin.com/,http://d.applovin.co
m/,http://assets.applovin.com/,http://cdnjs.cloudflare.com/

j0/b.java

https://monetization-support.applovin.com/hc/en-us/articles/2

36114328-how-can-i-expose-verbose-logging-for-the-sdk

10/0.java

https://api.x8zs.com/api/updateapk/

m2/i.java

https://www.facebook.com/x8speeder

o2/f.java

https://play.google.com/store/apps/details?id=

gl/b.java

e javascript:al muteswitchon

e javascript:al muteswitchoff

e javascript:al onclosebuttontapped

e javascript:al onwindowfocuschanged
e javascript:al onappresumed

e javascript:al onapppaused

e javascript:al onpoststitialdismiss

e javascript.:onbackpressed

w/a.java

e javascript:al_onpoststitialshow

w/b.java
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e javascript:al onpoststitialshow w/e.java

e javascript:al onpoststitialshow w/f.java

e javascript:al_showpostitial

: : . w/g.java
e javascript:al setvideomuted /9]

e https://www.x8ds.com/?p=50

e javascript:al onapppaused

e https://api.x8zs.com/api/runrule/

e http://whatwg.org/html/common-microsyntaxes.html#space-c
haracter

¢ http://whatwg.org/html/webappapis.html#dom-windowbase64
-atob

https://qgist.github.com/atk/1020396
http://whatwg.org/c#alphanumeric-ascii-characters
http://whatwg.org/html/webappapis.html#dom-windowbase64
-btoa

¢ https://pagead2.googlesyndication.com/pagead/gen 204?id=g
mob-apps

javascript:al_onclosebuttontapped

https://ms.applovin.com/

https://{}hb.rayjump.com

https://z.moatads.com/'

3.204

data:a.data}};function
https://px.moatads.com/pixel.gif?e=0&i=moatsdk1&ac=1
javascript:al_muteswitchon

https://a.applovin.com/
https://adx.anythinktech.com/request
https://api.x8zs.com/api/carousel/
javascript:al_setvideomuted
https://api.x8zs.com/api/gamesfilter/
https://cn-da.anythinktech.com/v1/open/da
https://ads.inmobi.com/sdk
https://api.x8zs.com/api/comconf/
https://d1tru86qrby720.cloudfront.net/hostsetting
https://config.unityads.unity3d.com/webview/
https://api.x8zs.com/api/shellrulev2/

10.0.0.200

https://cn-api.anythinktech.com/v1/open/app
javascript:al_onclosetapped
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https://www. zhihuaspace. cn: 8888

www.x8speeder.com

https://unif-id.ssp.inmobi.com/fetch
https://cn-tk.anythinktech.com/v1/open/tk
https://bds-sg.byteoversea.com

https://ms.applvn.com/

javascript:al_onpoststitialdismiss

javascript:al_showpostitial
javascript:window.mraidbridge.firereadyevent
https://assets.applovin.com/gdpr/flow v1/gdpr-flow-1.html
https://cn-adx.anythinktech.com/request
https://rt.applovin.com/

https://bds-va.byteoversea.com

https://a.applvn.com/
https://img.anythinktech.com/gdpr/privacypolicysetting.html
https://configure.rayjump.com
https://cn-api.anythinktech.com/v1/open/area
https://api.anythinktech.com/v1/open/placement

4.1.1.8

https://api.x8zs.com/api/search/?q=

3.3.6.8

https://i.l.inmobicdn.net/sdk/sdk/omid/omsdk-v1.js
https://telemetry.sdk.inmobi.com/metrics
https://cdn-adn-https.rayjump.com/cdn-adn/v2/portal/19/08/2

0/11/06/5d5b63cb457e2.js

https://tk.anythinktech.com/ss/rrd

https://play.google.com/

https://api.x8zs.com/api/hotacc/
javascript:window.navigator.vibrate

javascript:al_ muteswitchoff
https://If-hs-sg.ibytedtos.com/obj/union-platform-i18n/union

platform_gdpr 607 en.html

https://api.x8zs.com/api/keywords/
3.9.0.5

10.0.0.172
https://ulogs.umengcloud.com
https://sdfp-va.byteoversea.com
javascript:al_onfailedexpand
https://api.x8zs.com/api/notgame/
https://rt.applvn.com/
https://d.applovin.com/
https://config.inmobi.com/config-server/v1/config/secure.cfg
https://www.facebook.com/x8speeder
javascript:%s.dispatchmany
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e javascript:.window.nativebridge.receiveevent
e https://cn-adx.anythinktech.com/bid

e https://api.x8zs.com/api/latestrelease/?p=
e https://z.moatads.com/

e 127.0.0.1

e https://applovin.com B 8-S
e https://play.google.com

e https://lazy.rayjump.com

e https://api.x8zs.com/api/updateapk/
e javascript:al onappresumed

e https://pangle-global.io/

e https://plus.google.com/

e http://schemas.applovin.com/android/1.0

e https://cn-tk.anythinktech.com/ss/rrd

e https://api.x8zs.com/api/patchlog/

e javascript.onbackpressed

e https://api.x8zs.com/api/ranklist/?t=
https://prod-a.applovin.com,https://rt.applovin.com/4.0/pix

e https://rt.applvn.com/4.0/pix,https://ms.applovin.com/, https://
ms.applvn.com/

e https://x8speeder.com/?p=12

e javascript:al onpoststitialshow

e https://log-mva.isnssdk.com/service/2/app _log/

e https://p0.ipstatp.com/origin/ad-site-i18n-sg/202011255d0d21
9920adb0fd474eac28

e https://p0.ipstatp.com/origin/v0201/fd71964ced204df586b63b9
d8fa3198a.webp

e https://p16-sign-sg.tiktokcdn.com/v0201/fd71964ced204df586
b63b9d8fa3198a~tplv-noop.image?x-expires=16182237738x-sig
nature=kfdr%2fbhupok2d9%2byonsvOinuemk%3d

e https://api16-endcard-pack-sg.pangle.io/union/endcard/16958
02627329057/?rit=901121365&req_id=68ebda22-9cbd-423f-98ce
-78f571b6308bu5599&ad sdk version=3.6.0.0&o0s=android&lang
=zh&union_imei=702f89a658bd1f189c6e8e24587cd9ce&app ver
sion=%e8%a1%a5%e5%85%85%e4%b8%ad&app _name=&devel
oper_ name=%e8%a1%a5%e5%85%85%e4%b8%ad%ef%bc%8c%
e5%8f%af%ed%ba%8e%e5%ba%94%e7%94%a8%e5%ae%98%e7
%bd%91%e6%9f%a5%e7%9c%8b&is_dsp=false&8Ipt=18&style id=
1535776&comment_num=92&like_ num=109&share_ hum=96

e https://sf16-scmcdn-sg.ibytedtos.com/obj/goofy-sg/ad/pangle
/homepage/ next/static/assets/images/reward.c7cdf2f9.mp4

e javascript:al onadviewrendered

e https://da.anythinktech.com/v1/open/da
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e https://policy.rayjump.com

e javascript:al onbackpressed

e https://www.x8ds.com/?p=1043

e https://www.x8ds.com/?p=1038

e http://x8speeder.com

e https://api.x8zs.com/api/appdetail/?aid=

e https://log.sgsnssdk.com/service/2/app log/

e https://cn-adx.anythinktech.com/openapi/req

e https://api.x8zs.com/api/abnormal/?page=

e https://sf16-muse-va.ibytedtos.com/obj/ad-pattern-va/rendere
r/package va.json

e https://api.anythinktech.com/v1/open/area

e https://i..inmobicdn.net/sdk/sdk/500/android/mraid.js
https://net.rayjump.com

https://x8speeder.com/?p=94
https://cn-api.anythinktech.com/v1/open/placement
https://monetization-support.applovin.com/hc/en-us/articles/2
36114328-how-can-i-expose-verbose-logging-for-the-sdk

¢ https://api.x8zs.com/api/getlatestappinfo/

e https://check.rayjump.com
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	X8 Speeder • v3.3.6.8
	分析日期: 2024-05-02 20:08:27
	概述
	文件名称:
	x8s.apk
	文件大小:
	13.97MB
	应用名称:
	X8 Speeder
	软件包名:
	com.x8zs.ds2
	主活动:
	com.x8zs.ui.SplashActivity
	版本号:
	3.3.6.8
	最小SDK:
	22
	目标SDK:
	26
	加固信息:
	未加壳
	MD5:
	aa37d3a091cd7cb4c81fe778a047cb34
	SHA1:
	691b3692c3f4bd0538d1137388fc9ef916e21964
	436b32ebfad4c27cfbdda65a3dd083b2bce0b076823f40ec494ddc3fbd5d17f0
	SHA256:
	应用程序安全分数:
	32/100 (高风险)
	跟踪器检测:
	9/432
	杀软检测:
	8 个杀毒软件报毒

	分析结果严重性
	20
	26
	1
	2
	22

	四大组件信息
	Activity组件：54个，其中export的有： 12个
	Service组件：6个，其中export的有： 1个
	Receiver组件：0个，其中export的有： 0个
	Provider组件：6个，其中export的有： 0个

	证书信息
	应用权限
	VIRUSTOTAL 扫描
	网络安全配置
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	证书分析
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	0
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	MANIFEST分析
	13
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	源代码分析
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	动态库分析
	滥用权限
	常用: 已知恶意软件广泛滥用的权限。
	其它常用权限: 已知恶意软件经常滥用的权限。
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