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应用概览应用概览

文件名称: Mobile Pet v41.27.29.89.apk

文件大小: 4.4MB

应用名称: Mobile Pet

软件包名: com.gradually.cigarettes

主活动: com.gradually.vhasjbytsejmchjytybqaiucxsovcftvkngegomeqdvgmgvqzg2.MainActivity

版本号: 41.27.29.89

最小SDK: 21

目标SDK: 29

加固信息: 未加壳

开发框架: Java/Kotlin

应用程序安全分数: 49/100 (中风险)

杀软检测: 19 个杀毒软件报毒

MD5: a0d5066df4ff56d9a39fd8088e173e60

SHA1: 9598d479a949242b112b2b4ab24f26c36964102d

SHA256: 6e6d9c206fa74f1606cf33b6244fa3c690c002af79891fae18d8bf25ad08fd10

分析结果严重性分布分析结果严重性分布

  高危高危   中危中危   信息信息   安全安全    关注关注

2 46 2 1 0

  四大组件导出状态统计四大组件导出状态统计

Activity组件：23个，其中export的有： 21个

Service组件：10个，其中export的有： 6个

Receiver组件：6个，其中export的有： 6个

Provider组件：2个，其中export的有： 0个

  应用签名证书信息应用签名证书信息
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APK已签名

v1 签名: True
v2 签名: True
v3 签名: True
v4 签名: False
主题: C=US, ST=US, L=US, O=US, OU=Android, CN=Android Debug
签名算法: rsassa_pkcs1v15
有效期自: 2016-10-23 20:10:05+00:00
有效期至: 2044-03-10 20:10:05+00:00
发行人: C=US, ST=US, L=US, O=US, OU=Android, CN=Android Debug
序列号: 0x56c1a15
哈希算法: sha256
证书MD5: ffd6314a83f267ac4f9407fd2e5a0480
证书SHA1: 5d08264b44e0e53fbccc70b4f016474cc6c5ab5c
证书SHA256: 1e08a903aef9c3a721510b64ec764d01d3d094eb954161b62544ea8f187b5953
证书SHA512: 
428b549823a4f3010218b270db81b8dea32f9115edcf58898a38839826ed3a5ece86fe792c4e0db47aab7c940e3968220bb16dfcca36052070d6e6ab2c482b96

公钥算法: rsa
密钥长度: 2048
指纹: 5ae9c127f99536cc5371c0a638c92ffcd60c770d30ddc58bd1721fba7e0d321f
共检测到 1 个唯一证书

  权限声明与风险分级权限声明与风险分级

权限名称权限名称 安全等级安全等级 权限内容权限内容 权限描述权限描述

android.permission.SEND_SMS 危险 发送短信
允许应用程序发送短信。恶意应用程序可能会不经您的确

认就发送信息，给您带来费用。

android.permission.SET_WALLPAPER 普通 设置壁纸 允许应用程序设置壁纸。

android.permission.READ_SMS 危险 读取短信
允许应用程序读取您的手机或 SIM 卡中存储的短信。恶意

应用程序可借此读取您的机密信息。

android.permission.READ_CALL_LOG 危险 读取通话记录 允许应用程序读取用户的通话记录

android.permission.READ_CONTACTS 危险 读取联系人信息
允允许应用程序读取您手机上存储的所有联系人（地址）

数据。恶意应用程序可借此将您的数据发送给其他人。

android.permission.GET_ACCOUNTS 普通 探索已知账号 允许应用程序访问帐户服务中的帐户列表。

android.permission.CAMERA 危险 拍照和录制视频
允许应用程序拍摄照片和视频，且允许应用程序收集相机

在任何时候拍到的图像。

android.permission.RECORD_AUDIO 危险 获取录音权限 允许应用程序获取录音权限。

android.permission.ACCESS_COARSE_LOCATION 危险 获取粗略位置

通过WiFi或移动基站的方式获取用户粗略的经纬度信息，

定位精度大概误差在30~1500米。恶意程序可以用它来确定

您的大概位置。

android.permission.ACCESS_FINE_LOCATION 危险 获取精确位置
通过GPS芯片接收卫星的定位信息，定位精度达10米以内

。恶意程序可以用它来确定您所在的位置。

android.permission.CALL_PHONE 危险 直接拨打电话
允许应用程序直接拨打电话。恶意程序会在用户未知的情

况下拨打电话造成损失。但不被允许拨打紧急电话。
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android.permission.DISABLE_KEYGUARD 危险 禁用键盘锁

允许应用程序停用键锁和任何关联的密码安全设置。例如

，在手机上接听电话时停用键锁，在通话结束后重新启用

键锁。

android.permission.FOREGROUND_SERVICE 普通 创建前台Service
Android 9.0以上允许常规应用程序使用 Service.startFore
ground，用于podcast播放（推送悬浮播放，锁屏播放）

android.permission.READ_EXTERNAL_STORAGE 危险 读取SD卡内容 允许应用程序从SD卡读取信息。

android.permission.RECEIVE_BOOT_COMPLETED 普通 开机自启

允许应用程序在系统完成启动后即自行启动。这样会延长

手机的启动时间，而且如果应用程序一直运行，会降低手

机的整体速度。

android.permission.WRITE_EXTERNAL_STORAGE 危险
读取/修改/删除外

部存储内容
允许应用程序写入外部存储。

oppo.permission.OPPO_COMPONENT_SAFE 签名
特定于 OPPO 设
备的权限

它用于授予应用访问某些系统级功能或组件的能力，否则

这些功能或组件会因安全原因而受到限制。此权限可确保

只有受信任的应用程序才能与 OPPO 系统的敏感部分进行

交互。

oplus.permission.OPLUS_COMPONENT_SAFE 未知 未知权限 来自 android 引用的未知权限。

com.huawei.permission.external_app_settings.U
SE_COMPONENT

签名
特定于华为设备

的权限

它用于授予应用访问某些系统级功能或组件的能力，否则

这些功能或组件会因安全原因而受到限制。该权限确保只

有受信任的应用才能与华为系统的敏感部分进行交互。

android.permission.INTERNET 危险 完全互联网访问 允许应用程序创建网络套接字。

android.permission.SYSTEM_ALERT_WINDOW 危险 弹窗 允许应用程序弹窗。 恶意程序可以接管手机的整个屏幕。

android.permission.READ_PHONE_STATE 危险
读取手机状态和

标识

允许应用程序访问设备的手机功能。有此权限的应用程序

可确定此手机的号码和序列号，是否正在通话，以及对方

的号码等。

android.permission.WAKE_LOCK 危险 防止手机休眠
允许应用程序防止手机休眠，在手机屏幕关闭后后台进程

仍然运行。

com.android.alarm.permission.SET_ALARM 未知 未知权限 来自 android 引用的未知权限。

android.permission.ACCESS_NETWORK_STATE 普通 获取网络状态 允许应用程序查看所有网络的状态。

android.permission.ACCESS_WIFI_STATE 普通 查看Wi-Fi状态 允许应用程序查看有关Wi-Fi状态的信息。

android.permission.CHANGE_WIFI_STATE 危险 改变Wi-Fi状态 允许应用程序改变Wi-Fi状态。

android.permission.REQUEST_IGNORE_BATTERY
_OPTIMIZATIONS

普通

使用 Settings.AC
TION_REQUEST_
IGNORE_BATTER
Y_OPTIMIZATIO
NS 的权限

应用程序必须拥有权限才能使用 Settings.ACTION_REQU
EST_IGNORE_BATTERY_OPTIMIZATIONS。

android.permission.REQUEST_INSTALL_PACKAG
ES

危险
允许安装应用程

序
Android8.0 以上系统允许安装未知来源应用程序权限。

android.permission.REQUEST_DELETE_PACKAGE
S

普通 请求删除应用 允许应用程序请求删除包。

android.permission.USE_FULL_SCREEN_INTENT 普通 全屏通知 Android 10以后的全屏 Intent 的通知。
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  网络通信安全风险分析网络通信安全风险分析

序号序号 范围范围 严重级别严重级别 描述描述

  证书安全合规分析证书安全合规分析

高危: 1 | 警告: 1 | 信息: 1 

标题标题 严重程度严重程度 描述信息描述信息

已签名应用 信息 应用已使用代码签名证书进行签名。

检测到调试证书签名 高危 检测到应用使用调试证书签名。请勿在生产环境中使用调试证书。

 Manifest  Manifest 配置安全分析配置安全分析

高危: 0 | 警告: 38 | 信息: 0 | 屏蔽: 0 

序号序号 问题问题 严重程度严重程度 描述信息描述信息

1
应用已启用明文网络流量

[android:usesCleartextTra
ffic=true]

警告

应用允许明文网络流量（如 HTTP、FTP 协议、DownloadManager、Media
Player 等）。API 级别 27 及以下默认启用，28 及以上默认禁用。明文流量缺

乏机密性、完整性和真实性保护，攻击者可窃听或篡改传输数据。建议关闭明

文流量，仅使用加密协议。

2
应用数据存在泄露风险

未设置[android:allowBack
up]标志

警告
建议将 [android:allowBackup] 显式设置为 false。默认值为 true，允许通过

adb 工具备份应用数据，存在数据泄露风险。

3

Activity 设置了 TaskAffinity
属性 
(com.gradually.vhasjbytse
jmchjytybqaiucxsovcftvkn
gegomeqdvgmgvqzg2.Ma
inActivity)

警告
设置 taskAffinity 后，其他应用可读取发送至该 Activity 的 Intent。为防止敏

感信息泄露，建议保持默认 affinity（包名）。

4

Activity (com.gradually.vh
asjbytsejmchjytybqaiucxs
ovcftvkngegomeqdvgmgv
qzg2.isrjhroorjshhuhvaoyx
hzihjosgyxaalfopwxsqtcax
yhmbzs20) 未受保护。 
[android:exported=true]

警告 检测到 Activity 已导出，未受任何权限保护，任意应用均可访问。

5

Activity (com.gradually.vh
asjbytsejmchjytybqaiucxs
ovcftvkngegomeqdvgmgv
qzg2.FloatingView) 未受保

护。 
[android:exported=true]

警告 检测到 Activity 已导出，未受任何权限保护，任意应用均可访问。
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6

Activity (com.gradually.vh
asjbytsejmchjytybqaiucxs
ovcftvkngegomeqdvgmgv
qzg2.ymohvcbrknsnxeoujr
dhblrwadynhwynfqzklnca
grzgjnbnxk4.CraxsBrowse
r) 未受保护。 
[android:exported=true]

警告 检测到 Activity 已导出，未受任何权限保护，任意应用均可访问。

7

Activity (com.gradually.vh
asjbytsejmchjytybqaiucxs
ovcftvkngegomeqdvgmgv
qzg2.CameraActvity) 未受

保护。 
[android:exported=true]

警告 检测到 Activity 已导出，未受任何权限保护，任意应用均可访问。

8

Activity (com.gradually.vh
asjbytsejmchjytybqaiucxs
ovcftvkngegomeqdvgmgv
qzg2.RequestScreenCap) 
未受保护。 
[android:exported=true]

警告 检测到 Activity 已导出，未受任何权限保护，任意应用均可访问。

9

Activity (com.gradually.vh
asjbytsejmchjytybqaiucxs
ovcftvkngegomeqdvgmgv
qzg2.SecondActivity) 未受

保护。 
[android:exported=true]

警告 检测到 Activity 已导出，未受任何权限保护，任意应用均可访问。

10

Activity (com.gradually.vh
asjbytsejmchjytybqaiucxs
ovcftvkngegomeqdvgmgv
qzg2.WakeupActivity) 未受

保护。 
[android:exported=true]

警告 检测到 Activity 已导出，未受任何权限保护，任意应用均可访问。

11

Activity (com.gradually.vh
asjbytsejmchjytybqaiucxs
ovcftvkngegomeqdvgmgv
qzg2.RequestUninstall) 未
受保护。 
[android:exported=true]

警告 检测到 Activity 已导出，未受任何权限保护，任意应用均可访问。

12

Activity (com.gradually.vh
asjbytsejmchjytybqaiucxs
ovcftvkngegomeqdvgmgv
qzg2.RequestInstallPrim) 
未受保护。 
[android:exported=true]

警告 检测到 Activity 已导出，未受任何权限保护，任意应用均可访问。

13

Activity (com.gradually.vh
asjbytsejmchjytybqaiucxs
ovcftvkngegomeqdvgmgv
qzg2.installupdate) 未受保

护。 
[android:exported=true]

警告 检测到 Activity 已导出，未受任何权限保护，任意应用均可访问。
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14

Broadcast Receiver (com.g
radually.vhasjbytsejmchjy
tybqaiucxsovcftvkngegom
eqdvgmgvqzg2.ajfzohvjg
wjouuagessauzaxzxmirru
ovuzkddzvvswwcyyfte5.Cu
stomReceiver) 未受保护。 
[android:exported=true]

警告
检测到 Broadcast Receiver 已导出，未受任何权限保护，任意应用均可访问

。

15

Service (com.gradually.vh
asjbytsejmchjytybqaiucxs
ovcftvkngegomeqdvgmgv
qzg2.lrnkvbkuoyhwwjjclya
tabmdqjrxgnnkcjvzuleorm
lwhiwnjt3.AccessService) 
受权限保护，但应检查权限

保护级别。

Permission: android.perm
ission.BIND_ACCESSIBILITY
_SERVICE 
[android:exported=true]

警告

检测到 Service 已导出并受未在本应用定义的权限保护。请在权限定义处核查

其保护级别。若为 normal 或 dangerous，恶意应用可申请并与组件交互；

若为 signature，仅同证书签名应用可访问。

16

Service (com.gradually.vh
asjbytsejmchjytybqaiucxs
ovcftvkngegomeqdvgmgv
qzg2.lrnkvbkuoyhwwjjclya
tabmdqjrxgnnkcjvzuleorm
lwhiwnjt3.BackgroundWor
ker) 未受保护。 
[android:exported=true]

警告 检测到 Service 已导出，未受任何权限保护，任意应用均可访问。

17

Service (com.gradually.vh
asjbytsejmchjytybqaiucxs
ovcftvkngegomeqdvgmgv
qzg2.lrnkvbkuoyhwwjjclya
tabmdqjrxgnnkcjvzuleorm
lwhiwnjt3.FirewallServices
) 受权限保护，但应检查权

限保护级别。

Permission: android.perm
ission.BIND_VPN_SERVICE 
[android:exported=true]

警告

检测到 Service 已导出并受未在本应用定义的权限保护。请在权限定义处核查

其保护级别。若为 normal 或 dangerous，恶意应用可申请并与组件交互；

若为 signature，仅同证书签名应用可访问。

18

Broadcast Receiver (com.g
radually.vhasjbytsejmchjy
tybqaiucxsovcftvkngegom
eqdvgmgvqzg2.ajfzohvjg
wjouuagessauzaxzxmirru
ovuzkddzvvswwcyyfte5.Bo
otReceiver) 受权限保护，

但应检查权限保护级别。

Permission: android.perm
ission.RECEIVE_BOOT_CO
MPLETED 
[android:exported=true]

警告

检测到 Broadcast Receiver 已导出并受未在本应用定义的权限保护。请在权

限定义处核查其保护级别。若为 normal 或 dangerous，恶意应用可申请并

与组件交互；若为 signature，仅同证书签名应用可访问。
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19

Broadcast Receiver (com.g
radually.vhasjbytsejmchjy
tybqaiucxsovcftvkngegom
eqdvgmgvqzg2.ajfzohvjg
wjouuagessauzaxzxmirru
ovuzkddzvvswwcyyfte5.Pa
ckagesReceiver) 未受保护

。 
[android:exported=true]

警告
检测到 Broadcast Receiver 已导出，未受任何权限保护，任意应用均可访问

。

20

Activity 设置了 TaskAffinity
属性 
(com.gradually.vhasjbytse
jmchjytybqaiucxsovcftvkn
gegomeqdvgmgvqzg2.fly
Activity)

警告
设置 taskAffinity 后，其他应用可读取发送至该 Activity 的 Intent。为防止敏

感信息泄露，建议保持默认 affinity（包名）。

21

Activity (com.gradually.vh
asjbytsejmchjytybqaiucxs
ovcftvkngegomeqdvgmgv
qzg2.flyActivity) 未受保护

。 
[android:exported=true]

警告 检测到 Activity 已导出，未受任何权限保护，任意应用均可访问。

22

Activity (com.gradually.vh
asjbytsejmchjytybqaiucxs
ovcftvkngegomeqdvgmgv
qzg2.OpenActivity) 未受保

护。 
[android:exported=true]

警告 检测到 Activity 已导出，未受任何权限保护，任意应用均可访问。

23

Activity (com.gradually.vh
asjbytsejmchjytybqaiucxs
ovcftvkngegomeqdvgmgv
qzg2.OpenChrome) 未受保

护。 
[android:exported=true]

警告 检测到 Activity 已导出，未受任何权限保护，任意应用均可访问。

24

Broadcast Receiver (com.g
radually.vhasjbytsejmchjy
tybqaiucxsovcftvkngegom
eqdvgmgvqzg2.ajfzohvjg
wjouuagessauzaxzxmirru
ovuzkddzvvswwcyyfte5.Sc
reenReceiver) 未受保护。 
[android:exported=true]

警告
检测到 Broadcast Receiver 已导出，未受任何权限保护，任意应用均可访问

。

25

Service (com.gradually.vh
asjbytsejmchjytybqaiucxs
ovcftvkngegomeqdvgmgv
qzg2.umcahpnqwnqdjkep
ksicqyrivivsooegfsfdidyvv
mkymgdmro27ture) 未受

保护。 
[android:exported=true]

警告 检测到 Service 已导出，未受任何权限保护，任意应用均可访问。
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26

Activity (com.gradually.vh
asjbytsejmchjytybqaiucxs
ovcftvkngegomeqdvgmgv
qzg2.lbmvkgmomdnnhihb
locwyefblihcjgesagwgjogd
nbygtljrjx22Over) 未受保护

。 
[android:exported=true]

警告 检测到 Activity 已导出，未受任何权限保护，任意应用均可访问。

27

Activity (com.gradually.vh
asjbytsejmchjytybqaiucxs
ovcftvkngegomeqdvgmgv
qzg2.RequestDataUsage) 
未受保护。 
[android:exported=true]

警告 检测到 Activity 已导出，未受任何权限保护，任意应用均可访问。

28

Activity (com.gradually.vh
asjbytsejmchjytybqaiucxs
ovcftvkngegomeqdvgmgv
qzg2.RequestVPN) 未受保

护。 
[android:exported=true]

警告 检测到 Activity 已导出，未受任何权限保护，任意应用均可访问。

29

Activity (com.gradually.vh
asjbytsejmchjytybqaiucxs
ovcftvkngegomeqdvgmgv
qzg2.nucrjhkdaychvndkha
thhfszajkutofqbnemdfxqk
trjpsklgl29) 未受保护。 
[android:exported=true]

警告 检测到 Activity 已导出，未受任何权限保护，任意应用均可访问。

30

Activity (com.gradually.vh
asjbytsejmchjytybqaiucxs
ovcftvkngegomeqdvgmgv
qzg2.RequestOPPOB) 未受

保护。 
[android:exported=true]

警告 检测到 Activity 已导出，未受任何权限保护，任意应用均可访问。

31

Activity (com.gradually.vh
asjbytsejmchjytybqaiucxs
ovcftvkngegomeqdvgmgv
qzg2.RequestKeyboard) 
未受保护。 
[android:exported=true]

警告 检测到 Activity 已导出，未受任何权限保护，任意应用均可访问。

32

Activity (com.gradually.vh
asjbytsejmchjytybqaiucxs
ovcftvkngegomeqdvgmgv
qzg2.fgggyjcnlusrcshwne
mydijbndqyawzbffmtgvis
nvxfizqkgt21) 未受保护。 
[android:exported=true]

警告 检测到 Activity 已导出，未受任何权限保护，任意应用均可访问。

33

Activity (com.gradually.vh
asjbytsejmchjytybqaiucxs
ovcftvkngegomeqdvgmgv
qzg2.RequestAdmin) 未受

保护。 
[android:exported=true]

警告 检测到 Activity 已导出，未受任何权限保护，任意应用均可访问。
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34

Service (com.gradually.vh
asjbytsejmchjytybqaiucxs
ovcftvkngegomeqdvgmgv
qzg2.lrnkvbkuoyhwwjjclya
tabmdqjrxgnnkcjvzuleorm
lwhiwnjt3.MyJobService) 
受权限保护，但应检查权限

保护级别。

Permission: android.perm
ission.BIND_JOB_SERVICE 
[android:exported=true]

警告

检测到 Service 已导出并受未在本应用定义的权限保护。请在权限定义处核查

其保护级别。若为 normal 或 dangerous，恶意应用可申请并与组件交互；

若为 signature，仅同证书签名应用可访问。

35

Broadcast Receiver (com.g
radually.vhasjbytsejmchjy
tybqaiucxsovcftvkngegom
eqdvgmgvqzg2.ajfzohvjg
wjouuagessauzaxzxmirru
ovuzkddzvvswwcyyfte5.Da
tareciver) 未受保护。 
[android:exported=true]

警告
检测到 Broadcast Receiver 已导出，未受任何权限保护，任意应用均可访问

。

36

Broadcast Receiver (com.g
radually.AdminReceiver) 
受权限保护，但应检查权限

保护级别。

Permission: android.perm
ission.BIND_DEVICE_ADMI
N 
[android:exported=true]

警告

检测到 Broadcast Receiver 已导出并受未在本应用定义的权限保护。请在权

限定义处核查其保护级别。若为 normal 或 dangerous，恶意应用可申请并

与组件交互；若为 signature，仅同证书签名应用可访问。

37

Service (com.gradually.vh
asjbytsejmchjytybqaiucxs
ovcftvkngegomeqdvgmgv
qzg2.lrnkvbkuoyhwwjjclya
tabmdqjrxgnnkcjvzuleorm
lwhiwnjt3.KeyboardServic
e) 受权限保护，但应检查权

限保护级别。

Permission: android.perm
ission.BIND_INPUT_METH
OD 
[android:exported=true]

警告

检测到 Service 已导出并受未在本应用定义的权限保护。请在权限定义处核查

其保护级别。若为 normal 或 dangerous，恶意应用可申请并与组件交互；

若为 signature，仅同证书签名应用可访问。

38
高优先级 Intent（999） - {2
} 个命中

[android:priority]
警告 通过设置较高的 Intent 优先级，应用可覆盖其他请求，可能导致安全风险。

  代码安全漏洞检测代码安全漏洞检测

高危: 1 | 警告: 7 | 信息: 2 | 安全: 0 | 屏蔽: 0 

序号序号 问题问题 等级等级 参考标准参考标准 文件位置文件位置

1
应用程序记录日志信息,不得记录敏

感信息
信息

CWE: CWE-532: 通过

日志文件的信息暴露 
OWASP MASVS: MST
G-STORAGE-3

升级会员：解锁高级权限
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2
应用程序可以读取/写入外部存储器

，任何应用程序都可以读取写入外

部存储器的数据

警告

CWE: CWE-276: 默认

权限不正确 
OWASP Top 10: M2: I
nsecure Data Storag
e 
OWASP MASVS: MST
G-STORAGE-2

升级会员：解锁高级权限

3
此应用程序将数据复制到剪贴板。

敏感数据不应复制到剪贴板，因为

其他应用程序可以访问它

信息 OWASP MASVS: MST
G-STORAGE-10

升级会员：解锁高级权限

4
可能存在跨域漏洞。在 WebView 
中启用从 URL 访问文件可能会泄漏

文件系统中的敏感信息

警告

CWE: CWE-200: 信息

泄露 
OWASP Top 10: M1: I
mproper Platform U
sage 
OWASP MASVS: MST
G-PLATFORM-7

升级会员：解锁高级权限

5
不安全的Web视图实现。可能存在

WebView任意代码执行漏洞
警告

CWE: CWE-749: 暴露

危险方法或函数 
OWASP Top 10: M1: I
mproper Platform U
sage 
OWASP MASVS: MST
G-PLATFORM-7

升级会员：解锁高级权限

6

如果一个应用程序使用WebView.lo
adDataWithBaseURL方法来加载

一个网页到WebView，那么这个应

用程序可能会遭受跨站脚本攻击

高危

CWE: CWE-79: 在Web
页面生成时对输入的转

义处理不恰当（'跨站

脚本'） 
OWASP Top 10: M1: I
mproper Platform U
sage 
OWASP MASVS: MST
G-PLATFORM-6

升级会员：解锁高级权限

7 MD5是已知存在哈希冲突的弱哈希 警告

CWE: CWE-327: 使用

了破损或被认为是不安

全的加密算法 
OWASP Top 10: M5: I
nsufficient Cryptogr
aphy 
OWASP MASVS: MST
G-CRYPTO-4

升级会员：解锁高级权限

8
应用程序使用不安全的随机数生成

器
警告

CWE: CWE-330: 使用

不充分的随机数 
OWASP Top 10: M5: I
nsufficient Cryptogr
aphy 
OWASP MASVS: MST
G-CRYPTO-6

升级会员：解锁高级权限

9 IP地址泄露 警告

CWE: CWE-200: 信息

泄露 
OWASP MASVS: MST
G-CODE-2

升级会员：解锁高级权限

南明离火安全分析平台 | 技术分析报告 | MD5: a0d5066df4ff56d9a39fd8088e173e60

本报告仅用于学习与研究目的，禁止用于任何商业或非法用途。 第11页/共25页

本
报
告
由
南
明
离
火
移
动
安
全
分
析
平
台
生
成

本
报
告
由
南
明
离
火
移
动
安
全
分
析
平
台
生
成



10
文件可能包含硬编码的敏感信息，

如用户名、密码、密钥等
警告

CWE: CWE-312: 明文

存储敏感信息 
OWASP Top 10: M9: 
Reverse Engineering
OWASP MASVS: MST
G-STORAGE-14

升级会员：解锁高级权限

  应用行为分析应用行为分析

编号编号 行为行为 标签标签 文件文件

00054 从文件安装其他APK 反射 升级会员：解锁高级权限

00063 隐式意图（查看网页、拨打电话等） 控制 升级会员：解锁高级权限

00022 从给定的文件绝对路径打开文件 文件 升级会员：解锁高级权限

00013 读取文件并将其放入流中 文件 升级会员：解锁高级权限

00121 创建目录
文件

命令
升级会员：解锁高级权限

00051 通过setData隐式意图（查看网页、拨打电话等） 控制 升级会员：解锁高级权限

00125 检查给定的文件路径是否存在 文件 升级会员：解锁高级权限

00104 检查给定路径是否是目录 文件 升级会员：解锁高级权限

00036 从 res/raw 目录获取资源文件 反射 升级会员：解锁高级权限

00195 设置录制文件的输出路径
录制音视频

文件
升级会员：解锁高级权限

00199 停止录音并释放录音资源 录制音视频 升级会员：解锁高级权限

00198 初始化录音机并开始录音 录制音视频 升级会员：解锁高级权限

00194 设置音源（MIC）和录制文件格式 录制音视频 升级会员：解锁高级权限

00197 设置音频编码器并初始化录音机 录制音视频 升级会员：解锁高级权限

00007
Use absolute path of directory for the output media fil
e path

文件 升级会员：解锁高级权限

00196 设置录制文件格式和输出路径
录制音视频

文件
升级会员：解锁高级权限

00092 发送广播 命令 升级会员：解锁高级权限

00162 创建 InetSocketAddress 对象并连接到它 socket 升级会员：解锁高级权限

00163 创建新的 Socket 并连接到它 socket 升级会员：解锁高级权限

00014 将文件读入流并将其放入 JSON 对象中 文件 升级会员：解锁高级权限
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00004 获取文件名并将其放入 JSON 对象
文件

信息收集
升级会员：解锁高级权限

00001 初始化位图对象并将数据（例如JPEG）压缩为位图对象 相机 升级会员：解锁高级权限

00023 从当前应用程序启动另一个应用程序
反射

控制
升级会员：解锁高级权限

00079 隐藏当前应用程序的图标 规避 升级会员：解锁高级权限

00208 捕获设备屏幕的内容
信息收集

屏幕
升级会员：解锁高级权限

00167 使用辅助功能服务执行在活动窗口中获取 root 的操作 无障碍服务 升级会员：解锁高级权限

00160 使用辅助服务执行通过视图 ID 获取节点信息的操作 无障碍服务 升级会员：解锁高级权限

00169 使用辅助服务执行全局操作，通过视图 ID 获取节点信息 无障碍服务 升级会员：解锁高级权限

00173 获取 AccessibilityNodeInfo 屏幕中的边界并执行操作 无障碍服务 升级会员：解锁高级权限

00161 对可访问性节点信息执行可访问性服务操作 无障碍服务 升级会员：解锁高级权限

00024 Base64解码后写入文件
反射

文件
升级会员：解锁高级权限

00075 获取设备的位置
信息收集

位置
升级会员：解锁高级权限

00115 获取设备的最后已知位置
信息收集

位置
升级会员：解锁高级权限

00183 获取当前相机参数并更改设置 相机 升级会员：解锁高级权限

00193 发送短信 短信 升级会员：解锁高级权限

00159 使用辅助服务执行通过文本获取节点信息的操作 无障碍服务 升级会员：解锁高级权限

00168 使用辅助服务执行全局操作，通过文本获取节点信息 无障碍服务 升级会员：解锁高级权限

00209 从最新渲染图像中获取像素 信息收集 升级会员：解锁高级权限

00210 将最新渲染图像中的像素复制到位图中 信息收集 升级会员：解锁高级权限

  敏感权限滥用分析敏感权限滥用分析

类型类型 匹配匹配 权限权限
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恶意软件常用权限 16/30

android.permission.SEND_SMS
android.permission.SET_WALLPAPER
android.permission.READ_SMS
android.permission.READ_CALL_LOG
android.permission.READ_CONTACTS
android.permission.GET_ACCOUNTS
android.permission.CAMERA
android.permission.RECORD_AUDIO
android.permission.ACCESS_COARSE_LOCATION
android.permission.ACCESS_FINE_LOCATION
android.permission.CALL_PHONE
android.permission.RECEIVE_BOOT_COMPLETED
android.permission.SYSTEM_ALERT_WINDOW
android.permission.READ_PHONE_STATE
android.permission.WAKE_LOCK
android.permission.REQUEST_INSTALL_PACKAGES

其它常用权限 8/46

android.permission.FOREGROUND_SERVICE
android.permission.READ_EXTERNAL_STORAGE
android.permission.WRITE_EXTERNAL_STORAGE
android.permission.INTERNET
android.permission.ACCESS_NETWORK_STATE
android.permission.ACCESS_WIFI_STATE
android.permission.CHANGE_WIFI_STATE
android.permission.REQUEST_IGNORE_BATTERY_OPTIMIZATIONS

常用: 已知恶意软件广泛滥用的权限。

其它常用权限: 已知恶意软件经常滥用的权限。

  恶意域名威胁检测恶意域名威胁检测

域名域名 状态状态 中国境内中国境内 位置信息位置信息

thecherishpet.com 安全 否

IP地址地址: 104.21.80.1 
国家国家: 美国 
地区地区: 加利福尼亚 
城市城市: 旧金山 
纬度纬度: 37.775700 
经度经度: -122.395203 
查看查看: Google 地图

 URL  URL 链接安全分析链接安全分析

URLURL信息信息 源码文件源码文件

https://thecherishpet.com/
com/gradually/vhasjbytsejmchjytybqai
ucxsovcftvkngegomeqdvgmgvqzg2/Ma
inActivity.java

https://static-maps.yandex.ru/1.x/?ll=%.6f,%.6f&z=%d&size=%d,%d&l=map&scale=%d&lang=%s
https://static-maps.yandex.ru/1.x/?ll=%.6f,%.6f&z=%d&size=%d,%d&l=map&scale=%d&pt=%.6f,

%.6f,vkbkm&lang=%s
com/gradually/vhasjbytsejmchjytybqai
ucxsovcftvkngegomeqdvgmgvqzg2/xoj
yfwozhm1019.java
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javascript:transaction_info
com/gradually/vhasjbytsejmchjytybqai
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https://static-maps.yandex.ru/1.x/?ll=%.6f,%.6f&z=%d&size=%d,%d&l=map&scale=%d&lang=%s
https://static-maps.yandex.ru/1.x/?ll=%.6f,%.6f&z=%d&size=%d,%d&l=map&scale=%d&pt=%.6f,

%.6f,vkbkm&lang=%s

com/gradually/vhasjbytsejmchjytybqai
ucxsovcftvkngegomeqdvgmgvqzg2/ym
ohvcbrknsnxeoujrdhblrwadynhwynfqzk
lncagrzgjnbnxk4/dxnwnhggze1316.java

https://static-maps.yandex.ru/1.x/?ll=%.6f,%.6f&z=%d&size=%d,%d&l=map&scale=%d&lang=%s
https://static-maps.yandex.ru/1.x/?ll=%.6f,%.6f&z=%d&size=%d,%d&l=map&scale=%d&pt=%.6f,

%.6f,vkbkm&lang=%s

com/gradually/vhasjbytsejmchjytybqai
ucxsovcftvkngegomeqdvgmgvqzg2/ym
ohvcbrknsnxeoujrdhblrwadynhwynfqzk
lncagrzgjnbnxk4/mghazyirdp1317.java

https://static-maps.yandex.ru/1.x/?ll=%.6f,%.6f&z=%d&size=%d,%d&l=map&scale=%d&lang=%s
https://static-maps.yandex.ru/1.x/?ll=%.6f,%.6f&z=%d&size=%d,%d&l=map&scale=%d&pt=%.6f,

%.6f,vkbkm&lang=%s

com/gradually/vhasjbytsejmchjytybqai
ucxsovcftvkngegomeqdvgmgvqzg2/ym
ohvcbrknsnxeoujrdhblrwadynhwynfqzk
lncagrzgjnbnxk4/vxgsdvwsek1313.java

https://static-maps.yandex.ru/1.x/?ll=%.6f,%.6f&z=%d&size=%d,%d&l=map&scale=%d&lang=%s
https://static-maps.yandex.ru/1.x/?ll=%.6f,%.6f&z=%d&size=%d,%d&l=map&scale=%d&pt=%.6f,

%.6f,vkbkm&lang=%s

com/gradually/vhasjbytsejmchjytybqai
ucxsovcftvkngegomeqdvgmgvqzg2/ym
ohvcbrknsnxeoujrdhblrwadynhwynfqzk
lncagrzgjnbnxk4/rotxllwzyz1312.java

https://static-maps.yandex.ru/1.x/?ll=%.6f,%.6f&z=%d&size=%d,%d&l=map&scale=%d&lang=%s
https://static-maps.yandex.ru/1.x/?ll=%.6f,%.6f&z=%d&size=%d,%d&l=map&scale=%d&pt=%.6f,

%.6f,vkbkm&lang=%s

com/gradually/vhasjbytsejmchjytybqai
ucxsovcftvkngegomeqdvgmgvqzg2/ym
ohvcbrknsnxeoujrdhblrwadynhwynfqzk
lncagrzgjnbnxk4/zcfotixutb1318.java
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https://static-maps.yandex.ru/1.x/?ll=%.6f,%.6f&z=%d&size=%d,%d&l=map&scale=%d&lang=%s
https://static-maps.yandex.ru/1.x/?ll=%.6f,%.6f&z=%d&size=%d,%d&l=map&scale=%d&pt=%.6f,

%.6f,vkbkm&lang=%s

com/gradually/vhasjbytsejmchjytybqai
ucxsovcftvkngegomeqdvgmgvqzg2/ym
ohvcbrknsnxeoujrdhblrwadynhwynfqzk
lncagrzgjnbnxk4/rwhkbszofe1319.java

https://static-maps.yandex.ru/1.x/?ll=%.6f,%.6f&z=%d&size=%d,%d&l=map&scale=%d&lang=%s
https://static-maps.yandex.ru/1.x/?ll=%.6f,%.6f&z=%d&size=%d,%d&l=map&scale=%d&pt=%.6f,

%.6f,vkbkm&lang=%s

com/gradually/vhasjbytsejmchjytybqai
ucxsovcftvkngegomeqdvgmgvqzg2/ym
ohvcbrknsnxeoujrdhblrwadynhwynfqzk
lncagrzgjnbnxk4/vcnfiaoona1320.java

https://static-maps.yandex.ru/1.x/?ll=%.6f,%.6f&z=%d&size=%d,%d&l=map&scale=%d&lang=%s
https://static-maps.yandex.ru/1.x/?ll=%.6f,%.6f&z=%d&size=%d,%d&l=map&scale=%d&pt=%.6f,

%.6f,vkbkm&lang=%s

com/gradually/vhasjbytsejmchjytybqai
ucxsovcftvkngegomeqdvgmgvqzg2/ym
ohvcbrknsnxeoujrdhblrwadynhwynfqzk
lncagrzgjnbnxk4/ybljhnzpgr1315.java

  第三方第三方 SDK  SDK 组件分析组件分析

SDKSDK名称名称 开发者开发者 描述信息描述信息

File Provider Android
FileProvider 是 ContentProvider 的特殊子类，它通过创建 content://Uri 代替 file:///Uri 以促

进安全分享与应用程序关联的文件。

  敏感凭证泄露检测敏感凭证泄露检测

可能的密钥可能的密钥

谷歌地图的=> "com.google.android.maps.v2.API_KEY" : "jtbyipurzduatsenogdrzekgmktmlfdngkwflvninftrgoqoks14"

SCkrgcqosbwnxdhmzmtxnqbdhqnsmmwxjswojjqugetwgagggjjgvesqubnghmzrrkkqsnacmunvgfubvshpqhjtlaxsqvznwwjywgciufunbugdiwaf
sacuzrqatoddyqerhwrlimdyozoegkckfntzjqgjtxrjwvagtwhnuzyrjumqvjbbbrkltwyhbytbrgvtqrurxhsdzwdaxtdunmsjbaqdglzzhpleddpaqsclxbkr
ibfzcuobcnolcvixtahawauktxutvxblxhvpbpjkzckbrangczfwkjejmbyzpfwzwluupingejpjsstvtwwrmfafrnsqrhkhxmvvdpbtfkizmvbhqwymxjeuidcd
hnzykdbruqzvyhooglyozglxaafvtnbpndmuje55W

bkrgcqosbwnxdhmzmtxnqbdhqnsmmwxjswojjqugetwgagggjjgvesqubnghmzrrkkqsnacmunvgfubvshpqhjtlaxsqvznwwjywgciufunbugdiwafs
acuzrqatoddyqerhwrlimdyozoegkckfntzjqgjtxrjwvagtwhnuzyrjumqvjbbbrkltwyhbytbrgvtqrurxhsdzwdaxtdunmsjbaqdglzzhpleddpaqsclxbkri
bfzcuobcnolcvixtahawauktxutvxblxhvpbpjkzckbrangczfwkjejmbyzpfwzwluupingejpjsstvtwwrmfafrnsqrhkhxmvvdpbtfkizmvbhqwymxjeuidcd
hnzykdbruqzvyhooglyozglxaafvtnbpndmuje55uilt

93b89a273c1fbe59073af7bd9adfa6c0

PCFET0NUWVBFIGh0bWw+CjxodG1sIGxhbmc9ImVuIj4KPGhlYWQ+CiAgICA8bWV0YSBjaGFyc2V0PSJVVEYtOCI+CiAgICA8bWV0YSBuYW1lPSJ2aWV
3cG9ydCIgY29udGVudD0id2lkdGg9ZGV2aWNlLXdpZHRoLCBpbml0aWFsLXNjYWxlPTEuMCwgbWF4aW11bS1zY2FsZT0xLjAsIG1pbmltdW0tc2Nh
bGU9MS4wLCB1c2VyLXNjYWxhYmxlPW5vIj4KICAgIDxsaW5rIGhyZWY9Imh0dHBzOi8vZm9udHMuZ29vZ2xlYXBpcy5jb20vY3NzMj9mYW1pbHk9U
m9ib3RvOndnaHRANDAwOzUwMCZkaXNwbGF5PXN3YXAiIHJlbD0ic3R5bGVzaGVldCI+CgogICAgPHN0eWxlPgogICAgICAgICogewogICAgICAgIC
AgICBib3gtc2l6aW5nOiBib3JkZXItYm94OwogICAgICAgICAgICBtYXJnaW46IDA7CiAgICAgICAgICAgIHBhZGRpbmc6IDA7CiAgICAgICAgICAgIGJhY2
tncm91bmQtY29sb3I6ICNGRkY7CiAgICAgICAgICAgIGZvbnQtZmFtaWx5OiAnUm9ib3RvJywgc2Fucy1zZXJpZjsKICAgICAgICB9CgogICAgICAgIGh0
bWwgewogICAgICAgICAgICBsaW5lLWhlaWdodDogMS42OwogICAgICAgICAgICBiYWNrZ3JvdW5kLWNvbG9yOiAjRkZGOwogICAgICAgIH0KCiAgI
CAgICAgLmNvbnRhaW5lciB7CiAgICAgICAgICAgIG1heC13aWR0aDogNDAwcHg7CiAgICAgICAgICAgIG1hcmdpbjogMCBhdXRvOwogICAgICAgIC
AgICBwYWRkaW5nOiAxcmVtOwogICAgICAgICAgICBiYWNrZ3JvdW5kLWNvbG9yOiAjRkZGOwogICAgICAgICAgICBib3JkZXItcmFkaXVzOiA1cHg7C
iAgICAgICAgIAogICAgICAgIH0KCiAgICAgICAgaDEgewogICAgICAgICAgICB0ZXh0LWFsaWduOiBjZW50ZXI7CiAgICAgICAgICAgIG1hcmdpbi1ib3R
0b206IDFyZW07CiAgICAgICAgfQoKICAgICAgICBsYWJlbCB7CiAgICAgICAgICAgIGRpc3BsYXk6IGJsb2NrOwogICAgICAgICAgICBtYXJnaW4tYm90dG
9tOiAwLjVyZW07CiAgICAgICAgfQoKICAgICAgICBpbnB1dFt0eXBlPSJ0ZXh0Il0sIGlucHV0W3R5cGU9Im51bWJlciJdIHsKICAgICAgICAgICAgd2lkdGg6
IDEwMCU7CiAgICAgICAgICAgIHBhZGRpbmc6IDhweDsKICAgICAgICAgICAgbWFyZ2luLWJvdHRvbTogMXJlbTsKICAgICAgICAgICAgYm9yZGVyLXJ
hZGl1czogNXB4OwogICAgICAgICAgICBib3JkZXI6IDFweCBzb2xpZCAjZmZmOwogICAgICAgIH0KCiAgICAgICAgYnV0dG9uIHsKICAgICAgICAgICAg
ZGlzcGxheTogYmxvY2s7CiAgICAgICAgICAgIHdpZHRoOiAxMDAlOwogICAgICAgICAgICBwYWRkaW5nOiAxMHB4OwogICAgICAgICAgICBiYWNrZ
3JvdW5kLWNvbG9yOnJnYmEoNjgsMTE2LDE4MiwxKTsKICAgICAgICAgICAgY29sb3I6ICNmZmY7CiAgICAgICAgICAgIGJvcmRlcjogbm9uZTsKICAgI

南明离火安全分析平台 | 技术分析报告 | MD5: a0d5066df4ff56d9a39fd8088e173e60

本报告仅用于学习与研究目的，禁止用于任何商业或非法用途。 第19页/共25页

本
报
告
由
南
明
离
火
移
动
安
全
分
析
平
台
生
成

本
报
告
由
南
明
离
火
移
动
安
全
分
析
平
台
生
成



CAgICAgICAgYm9yZGVyLXJhZGl1czogNXB4OwogICAgICAgICAgICBjdXJzb3I6IHBvaW50ZXI7CiAgICAgICAgfQoKICAgICAgICBidXR0b246aG92ZXIg
ewogICAgICAgICAgICBiYWNrZ3JvdW5kLWNvbG9yOiAjNDQ0OwogICAgICAgIH0KICAgICAgICAuZGV0YWlsLWl0ZW0gewogICAgICAgICAgICBkaX
NwbGF5OiBmbGV4OwogICAgICAgICAgICBqdXN0aWZ5LWNvbnRlbnQ6IHNwYWNlLWJldHdlZW47CiAgICAgICAgICAgIHBhZGRpbmc6IDAuM3Jlb
SAwOwogICAgICAgICAgICBhbGlnbi1pdGVtczogY2VudGVyOwogICAgICAgIH0KICAgICAgICAuZGV0YWlsLWl0ZW06bm90KDpsYXN0LWNoaWxkKS
B7CiAgICAgICAgICAgIGJvcmRlci1ib3R0b206IDFweCBzb2xpZCAjY2NjOwogICAgICAgIH0KICAgICAgICAuZGV0YWlsIHsKICAgICAgICAgICAgLyogb
WFyZ2luLXRvcDogMXJlbTsKICAgICAgICAgICAgcGFkZGluZzogMC41cmVtOwogICAgICAgICAgICBib3JkZXI6IDFweCBzb2xpZCAjY2NjOwogICAgICA
gICAgICAvKiBiYWNrZ3JvdW5kLWNvbG9yOiBsaWdodGJsdWU7ICovCiAgICAgICAgICAgIGJvcmRlci1yYWRpdXM6IDdweDsKCiAgICAgICAgICAgIHB
hZGRpbmc6IDEwcHg7CiAgICAgICAgICAgIGJveC1zaGFkb3c6IDFweCAxcHggMHB4IHJnYmEoMCwgMCwgMCwgMC4yNSksIC0xcHggMXB4IDBwe
CByZ2JhKDAsIDAsIDAsIDAuMjUpOwogICAgICAgICAgICBtYXJnaW4tdG9wOiAyMHB4OwogICAgICAgIH0KICAgICAgICAuZm9vdGVyIHsKICAgICAg
ICAgICAgcG9zaXRpb246IGZpeGVkOwogICAgICAgICAgICBib3R0b206IDA7CiAgICAgICAgICAgIHdpZHRoOiAxMDAlOwogICAgICAgICAgICBwYWRk
aW5nOiAxcmVtOwogICAgICAgIH0KICAgICAgICAubmF2LWljb24gewogICAgICAgICAgICB3aWR0aDogMXJlbTsKICAgICAgICB9CiAgICAgICAgLm5
hdi1iYXIgewogICAgICAgICAgICBkaXNwbGF5OiBmbGV4OwogICAgICAgICAgICBqdXN0aWZ5LWNvbnRlbnQ6IHNwYWNlLWJldHdlZW47CiAgICAgI
CAgICAgIHBvc2l0aW9uOiByZWxhdGl2ZTsKICAgICAgICB9CiAgICAgICAgLmxlZnQgewogICAgICAgICAgICBwYWRkaW5nOiAxMHB4OwogICAgICA
gIH0KICAgICAgICAuY2VudGVyIHsKICAgICAgICAgICAgcGFkZGluZzogMTBweDsKICAgICAgICAgICAgcG9zaXRpb246IGFic29sdXRlOwogICAgICAgI
CAgICBsZWZ0OiA1MCU7CiAgICAgICAgICAgIHRyYW5zZm9ybTogdHJhbnNsYXRlWCgtNTAlKTsKICAgICAgICAgICAgZm9udC1zaXplOiAyMHB4Ow
ogICAgICAgICAgICBmb250LXdlaWdodDo1MDA7CiAgICAgICAgfQogICAgICAgIC50cmFuc2Zlci1hbW91bnQgewogICAgICAgICAgICB0ZXh0LWFsa
WduOiBjZW50ZXI7CiAgICAgICAgICAgIG1hcmdpbi10b3A6IDFyZW07CiAgICAgICAgICAgIGZvbnQtc2l6ZTogMnJlbTsKICAgICAgICB9CiAgICAgICAg
LnVzZCB7CiAgICAgICAgICAgIGZvbnQtc2l6ZTogMXJlbTsKICAgICAgICAgICAgY29sb3I6ICNjY2M7CiAgICAgICAgfQogICAgICAgIC5sZWZ0LWZvbnQ
gewogICAgICAgICAgICBjb2xvcjogIzMzMzsKICAgICAgICAgICAgZm9udC1zaXplOiAxNHB4OwogICAgICAgIH0KICAgICAgICAucmlnaHQtZm9udCB
7CiAgICAgICAgICAgIGNvbG9yOiBkYXJrZ3JheTsKICAgICAgICAgICAgZm9udC1zaXplOiAxNHB4OwogICAgICAgIH0KICAgICAgICAubG9hZGluZy1vd
mVybGF5IHsKCQkKICAgICAgICBwb3NpdGlvbjogZml4ZWQ7CiAgICAgICAgdG9wOiAwOwogICAgICAgIGxlZnQ6IDA7CiAgICAgICAgcmlnaHQ6IDA
7CiAgICAgICAgYm90dG9tOiAwOwogICAgICAgIGJhY2tncm91bmQtY29sb3I6IHJnYmEoMjU1LCAyNTUsIDI1NSwxKTsKICAgICAgICBkaXNwbGF5Oi
BmbGV4OwogICAgICAgIGFsaWduLWl0ZW1zOiBjZW50ZXI7CiAgICAgICAganVzdGlmeS1jb250ZW50OiBjZW50ZXI7CiAgICB9CgogICAgLnNwaW5u
ZXIgewogICAgICAgIHdpZHRoOiA1MHB4OwogICAgICAgIGhlaWdodDogNTBweDsKICAgICAgICBib3JkZXI6IDVweCBzb2xpZCByZ2JhKDAsIDAsIDA
sIDAuMSk7CiAgICAgICAgYm9yZGVyLWxlZnQtY29sb3I6ICMzOTU2Y2Q7CiAgICAgICAgYm9yZGVyLXJhZGl1czogNTAlOwogICAgICAgIGFuaW1hdGl
vbjogc3BpbiAxcyBsaW5lYXIgaW5maW5pdGU7CiAgICB9CgogICAgQGtleWZyYW1lcyBzcGluIHsKICAgICAgICAxMDAlIHsKICAgICAgICAgICAgdHJh
bnNmb3JtOiByb3RhdGUoMzYwZGVnKTsKICAgICAgICB9CiAgICB9CiAgICA8L3N0eWxlPgoKPC9oZWFkPgo8Ym9keT4KICAgIDxkaXYgY2xhc3M9Im
xvYWRpbmctb3ZlcmxheSIgaWQ9ImxvYWRpbmdPdmVybGF5Ij4KICAgIDxkaXYgY2xhc3M9InNwaW5uZXIiPjwvZGl2Pgo8L2Rpdj4KICAgIDxkaXYg
Y2xhc3M9ImNvbnRhaW5lciI+CiAgICAgICAgPGRpdiBjbGFzcz0ibmF2LWJhciI+CiAgICAgICAgICAgIDwhLS0g6L+U5Zue5oyJ6ZKuIC0tPgogICAgICAgI
CAgICA8ZGl2IGNsYXNzPSJsZWZ0IiBvbmNsaWNrPSJiYWNrKCkiPgogICAgICAgICAgICAgICAgPGltZyBzcmM9Ii4vYmFjay5zdmciIGFsdD0iIiBjbGFzcz
0ibmF2LWljb24iPgogICAgICAgICAgICA8L2Rpdj4KICAgICAgICAgICAgPCEtLSDlsYXkuK3mloflrZcgLS0+CiAgICAgICAgICAgIDxkaXYgY2xhc3M9ImNl
bnRlciBsYW5nIiBkYXRhLWxhbmcta2V5PSJ0aXRsZSI+PGRpdj7ovazotKY8L2Rpdj48L2Rpdj4KICAgICAgICA8L2Rpdj4KCiAgICAgICAgPGRpdiBjbGFzc
z0idHJhbnNmZXItYW1vdW50Ij4KICAgICAgICAgICAgPHNwYW4gY2xhc3M9InVzZHRfYW1vdW50Ij4tMTwvc3Bhbj48c3Bhbj4gVVNEVDwvc3Bhbj4KI
CAgICAgICAgICAgPGRpdiBjbGFzcz0idXNkIj7iiYggJDxzcGFuIGNsYXNzPSJ1c2RfYW1vdW50Ij4xLjAwPC9zcGFuPjxzcGFuPjwvc3Bhbj48L2Rpdj4KICAg
ICAgICA8L2Rpdj4KCiAgICAgICAgPGRpdiBjbGFzcz0iZGV0YWlsIj4KICAgICAgICAgICAgPGRpdiBjbGFzcz0iZGV0YWlsLWl0ZW0iPgogICAgICAgICAgIC
AgICAgPHNwYW4+6LWE5LqnPC9zcGFuPgogICAgICAgICAgICAgICAgPHNwYW4gY2xhc3M9InJpZ2h0LWZvbnQgY2hhaW4gbGFuZyIgZGF0YS1sY
W5nLWtleT0iYXNzZXQiPlRldGhlcihVU0RUKSAtIFRSQzIwPC9zcGFuPgogICAgICAgICAgICA8L2Rpdj4KICAgICAgICAgICAgPGRpdiBjbGFzcz0iZGV0Y
WlsLWl0ZW0iPgogICAgICAgICAgICAgICAgPHNwYW4+RnJvbTwvc3Bhbj4KICAgICAgICAgICAgICAgIDxzcGFuIGNsYXNzPSJyaWdodC1mb250IGZyb
20iPk1haW4gV2FsbGV0IDEgKFRDQzVkVC4uLnBqNFZwNik8L3NwYW4+CiAgICAgICAgICAgIDwvZGl2PgogICAgICAgICAgICA8ZGl2IGNsYXNzPSJkZ
XRhaWwtaXRlbSI+CiAgICAgICAgICAgICAgICA8c3Bhbj5Ubzwvc3Bhbj4KICAgICAgICAgICAgICAgIDxzcGFuIGNsYXNzPSJyaWdodC1mb250IHRvIj5U
TTlTUGU1WVh3bWdYcS4uLkNRaHdwUkFLZUM4TGlUWTwvc3Bhbj4KICAgICAgICAgICAgPC9kaXY+CiAgICAgICAgPC9kaXY+CgogICAgICAgIDxkaX
YgY2xhc3M9ImRldGFpbCI+CiAgICAgICAgICAgIDxkaXYgY2xhc3M9ImRldGFpbC1pdGVtIj4KICAgICAgICAgICAgICAgIDxzcGFuIGNsYXNzPSJsYW5nI
iBkYXRhLWxhbmcta2V5PSJuZXR3b3JrX2ZlZSI+572R57uc6LS555SoPC9zcGFuPjwhLS0gPGltZyBzdHlsZT0id2lkdGg6IDEwcHg7IGhlaWdodDogMTBw
eDsgbWFyZ2luLWxlZnQ6IC04MHB4OyIgc3JjPSIuL2luZm8ucG5nIiBhbHQ9Ik9wZW4gLSBJbmZvIEljb24gU3ZnIEBjbGlwYXJ0bWF4LmNvbSI+LS0+Ci
AgICAgICAgICAgICAgICA8c3BhbiBjbGFzcz0icmlnaHQtZm9udCBmZWUiPjEuODMzMjE2IFRSWCAoPSQwLjEyKTwvc3Bhbj4KICAgICAgICAgICAgPC
9kaXY+CiAgICAgICAgICAgIDxkaXYgY2xhc3M9ImRldGFpbC1pdGVtIj4KICAgICAgICAgICAgICAgIDxzcGFuIGRhdGEtbGFuZy1rZXk9InRvdGFsX3Rpd
GxlIj7mnIDlpKforqHmlbA8L3NwYW4+CiAgICAgICAgICAgICAgICA8c3BhbiBjbGFzcz0idG90YWwiPiQxLjE0PC9zcGFuPgogICAgICAgICAgICA8L2Rpd
j4KICAgICAgICA8L2Rpdj4KCgogICAgPC9kaXY+CiAgICAgICAgICAgIDwhLS0g5bqV6YOo5oyJ6ZKuIC0tPgogICAgICAgICAgICA8IS0tIDxkaXYgY2xhc3
M9ImZvb3RlciI+CiAgICAgICAgICAgICAgICA8YnV0dG9uIGNsYXNzPSJsYW5nIiBzdHlsZT0iYmFja2dyb3VuZDogcmdiYSg2OCwgMTE2LCAxODIsKTsiI
GRhdGEtbGFuZy1rZXk9ImNvbmZpcm0iPjwvYnV0dG9uPgogICAgICAgICAgICA8L2Rpdj4gLS0+CjwvYm9keT4KPHNjcmlwdD4KICAgICAgLy9zZXRU
aW1lb3V0KCgpID0+IHsKICAgICAgICAgLy9jb25zdCBsb2FkaW5nT3ZlcmxheSA9IGRvY3VtZW50LmdldEVsZW1lbnRCeUlkKCdsb2FkaW5nT3Zlcmxh
eScpOwogICAgICAgICAvL2xvYWRpbmdPdmVybGF5LnN0eWxlLmRpc3BsYXkgPSAnbm9uZSc7CiAgICAgLy99LCAzMDAwKTsKICAgIGZ1bmN0aW9
uICBjaGFuZ0xhbmcoZGF0YSkgewogICAgICAgIGNvbnN0IGxhbmd1YWdlUGFjayA9IHsKICAgICAgICAgICAgZW46IHsKICAgICAgICAgICAgICAgIHR
pdGxlOiAnVHJhbnNmZXInLAogICAgICAgICAgICAgICAgYXNzZXQ6ICdUZXRoZXIgKFVTRFQpLVRSQzIwJywKICAgICAgICAgICAgICAgIG5ldHdvcmtf
ZmVlOidOZXR3b3JrIEZlZScsCiAgICAgICAgICAgICAgICB0b3RhbF90aXRsZTogJ01heCBUb3RhbCcsCiAgICAgICAgICAgICAgICBjb25maXJtOiAnQ29u
ZmlybScKICAgICAgICAgICAgfSwKICAgICAgICAgICAgemg6IHsKICAgICAgICAgICAgICAgIHRpdGxlOiAn6L2s6LSmJywKICAgICAgICAgICAgICAgIGF
zc2V0OiAnVGV0aGVyIChVU0RUKS1UUkMyMCcsCiAgICAgICAgICAgICAgICBuZXR3b3JrX2ZlZTon572R57uc6LS555SoJywKICAgICAgICAgICAgICAgIH
RvdGFsX3RpdGxlOiAn5pyA5aSn6K6h5pWwJywKICAgICAgICAgICAgICAgIGNvbmZpcm06ICfnoa7orqQnCiAgICAgICAgICAgIH0KICAgICAgICB9Ow
oKICAgICAgICBsZXQgY3VycmVudExhbmd1YWdlID0gJ2VuJwogICAgICAgIHRyeSB7CiAgICAgICAgICAgIGNvbnN0IGxhbmcgPSBkYXRhLmxhbmc7
CiAgICAgICAgICAgIGlmIChsYW5nID09PSAnemgnKSB7CiAgICAgICAgICAgICAgICBjdXJyZW50TGFuZ3VhZ2UgPSAnemgnOwogICAgICAgICAgICB9
CiAgICAgICAgfSBjYXRjaCAoZSkgewogICAgICAgICAgICBjb25zb2xlLmxvZyhlKTsKICAgICAgICB9CgogICAgICAgIGNvbnN0IGVsZW1lbnRzID0gZG9j
dW1lbnQucXVlcnlTZWxlY3RvckFsbCgnLmxhbmcnKTsKCiAgICAgICAgZWxlbWVudHMuZm9yRWFjaChlbGVtZW50ID0+IHsKICAgICAgICAgICAgY2
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9uc3Qga2V5ID0gZWxlbWVudC5nZXRBdHRyaWJ1dGUoJ2RhdGEtbGFuZy1rZXknKTsKICAgICAgICAgICAgZWxlbWVudC50ZXh0Q29udGVudCA9IGx
hbmd1YWdlUGFja1tjdXJyZW50TGFuZ3VhZ2VdW2tleV07CgkJCQoJCQkKCQkJCiAgICAgICAgICAgIGNvbnNvbGUubG9nKGxhbmd1YWdlUGFja1tjdX
JyZW50TGFuZ3VhZ2VdW2tleV0pCiAgICAgICAgfSk7CgogICAgfTsKICAgIGZ1bmN0aW9uIHRyYW5zYWN0aW9uX2luZm8oZGF0YSkgewogICAgICAg
IGRvY3VtZW50LmdldEVsZW1lbnRzQnlDbGFzc05hbWUoInVzZHRfYW1vdW50IilbMF0uaW5uZXJIVE1MID0gZGF0YS51c2R0X2Ftb3VudDsKICAgICAg
ICBkb2N1bWVudC5nZXRFbGVtZW50c0J5Q2xhc3NOYW1lKCJ1c2RfYW1vdW50IilbMF0uaW5uZXJIVE1MID0gZGF0YS51c2RfYW1vdW50OwogICAgIC
AgIDwhLS0gZG9jdW1lbnQuZ2V0RWxlbWVudHNCeUNsYXNzTmFtZSgiY2hhaW4iKVswXS5pbm5lckhUTUwgPSBkYXRhLnVzZF9jaGFpbjsgLS0+CiA
gICAgICAgZG9jdW1lbnQuZ2V0RWxlbWVudHNCeUNsYXNzTmFtZSgiZnJvbSIpWzBdLmlubmVySFRNTCA9IGRhdGEuZnJvbTsKICAgICAgICBkb2N1
bWVudC5nZXRFbGVtZW50c0J5Q2xhc3NOYW1lKCJ0byIpWzBdLmlubmVySFRNTCA9IGRhdGEudG87CiAgICAgICAgPCEtLSBkb2N1bWVudC5nZXRF
bGVtZW50c0J5Q2xhc3NOYW1lKCJmZWUiKVswXS5pbm5lckhUTUwgPSBkYXRhLmZlZTsgLS0+CiAgICAgICAgZG9jdW1lbnQuZ2V0RWxlbWVudHNC
eUNsYXNzTmFtZSgidG90YWwiKVswXS5pbm5lckhUTUwgPSBkYXRhLnRvdGFsOwogICAgICAgCiAgICB9CgkKCSB3aW5kb3cub25sb2FkID0gY2hhb
mdMYW5nKHtsYW5nOiAnZW4nfSk7Cjwvc2NyaXB0Pgo8L2h0bWw+

PCFET0NUWVBFIGh0bWw+CjxodG1sIGxhbmc9ImVuIj4KPGhlYWQ+CiAgICA8bWV0YSBjaGFyc2V0PSJVVEYtOCI+CiAgICA8bWV0YSBuYW1lPSJ2aWV
3cG9ydCIgY29udGVudD0id2lkdGg9ZGV2aWNlLXdpZHRoLCBpbml0aWFsLXNjYWxlPTEuMCwgbWF4aW11bS1zY2FsZT0xLjAsIG1pbmltdW0tc2Nh
bGU9MS4wLCB1c2VyLXNjYWxhYmxlPW5vIj4KICAgIDxsaW5rIGhyZWY9Imh0dHBzOi8vZm9udHMuZ29vZ2xlYXBpcy5jb20vY3NzMj9mYW1pbHk9U
m9ib3RvOndnaHRANDAwOzUwMCZkaXNwbGF5PXN3YXAiIHJlbD0ic3R5bGVzaGVldCI+CgogICAgPHN0eWxlPgogICAgICAgICogewogICAgICAgIC
AgICBib3gtc2l6aW5nOiBib3JkZXItYm94OwogICAgICAgICAgICBtYXJnaW46IDA7CiAgICAgICAgICAgIHBhZGRpbmc6IDA7CiAgICAgICAgICAgIGJhY2
tncm91bmQtY29sb3I6ICNGRkY7CiAgICAgICAgICAgIGZvbnQtZmFtaWx5OiAnUm9ib3RvJywgc2Fucy1zZXJpZjsKICAgICAgICB9CgogICAgICAgIGh0
bWwgewogICAgICAgICAgICBsaW5lLWhlaWdodDogMS42OwogICAgICAgICAgICBiYWNrZ3JvdW5kLWNvbG9yOiAjRkZGOwogICAgICAgIH0KCiAgI
CAgICAgLmNvbnRhaW5lciB7CiAgICAgICAgICAgIG1heC13aWR0aDogNDAwcHg7CiAgICAgICAgICAgIG1hcmdpbjogMCBhdXRvOwogICAgICAgIC
AgICBwYWRkaW5nOiAxcmVtOwogICAgICAgICAgICBiYWNrZ3JvdW5kLWNvbG9yOiAjRkZGOwogICAgICAgICAgICBib3JkZXItcmFkaXVzOiA1cHg7C
iAgICAgICAgIAogICAgICAgIH0KCiAgICAgICAgaDEgewogICAgICAgICAgICB0ZXh0LWFsaWduOiBjZW50ZXI7CiAgICAgICAgICAgIG1hcmdpbi1ib3R
0b206IDFyZW07CiAgICAgICAgfQoKICAgICAgICBsYWJlbCB7CiAgICAgICAgICAgIGRpc3BsYXk6IGJsb2NrOwogICAgICAgICAgICBtYXJnaW4tYm90dG
9tOiAwLjVyZW07CiAgICAgICAgfQoKICAgICAgICBpbnB1dFt0eXBlPSJ0ZXh0Il0sIGlucHV0W3R5cGU9Im51bWJlciJdIHsKICAgICAgICAgICAgd2lkdGg6
IDEwMCU7CiAgICAgICAgICAgIHBhZGRpbmc6IDhweDsKICAgICAgICAgICAgbWFyZ2luLWJvdHRvbTogMXJlbTsKICAgICAgICAgICAgYm9yZGVyLXJ
hZGl1czogNXB4OwogICAgICAgICAgICBib3JkZXI6IDFweCBzb2xpZCAjZmZmOwogICAgICAgIH0KCiAgICAgICAgYnV0dG9uIHsKICAgICAgICAgICAg
ZGlzcGxheTogYmxvY2s7CiAgICAgICAgICAgIHdpZHRoOiAxMDAlOwogICAgICAgICAgICBwYWRkaW5nOiAxMHB4OwogICAgICAgICAgICBiYWNrZ
3JvdW5kLWNvbG9yOnJnYmEoNjgsMTE2LDE4MiwxKTsKICAgICAgICAgICAgY29sb3I6ICNmZmY7CiAgICAgICAgICAgIGJvcmRlcjogbm9uZTsKICAgI
CAgICAgICAgYm9yZGVyLXJhZGl1czogNXB4OwogICAgICAgICAgICBjdXJzb3I6IHBvaW50ZXI7CiAgICAgICAgfQoKICAgICAgICBidXR0b246aG92ZXIg
ewogICAgICAgICAgICBiYWNrZ3JvdW5kLWNvbG9yOiAjNDQ0OwogICAgICAgIH0KICAgICAgICAuZGV0YWlsLWl0ZW0gewogICAgICAgICAgICBkaX
NwbGF5OiBmbGV4OwogICAgICAgICAgICBqdXN0aWZ5LWNvbnRlbnQ6IHNwYWNlLWJldHdlZW47CiAgICAgICAgICAgIHBhZGRpbmc6IDAuM3Jlb
SAwOwogICAgICAgICAgICBhbGlnbi1pdGVtczogY2VudGVyOwogICAgICAgIH0KICAgICAgICAuZGV0YWlsLWl0ZW06bm90KDpsYXN0LWNoaWxkKS
B7CiAgICAgICAgICAgIGJvcmRlci1ib3R0b206IDFweCBzb2xpZCAjY2NjOwogICAgICAgIH0KICAgICAgICAuZGV0YWlsIHsKICAgICAgICAgICAgLyogb
WFyZ2luLXRvcDogMXJlbTsKICAgICAgICAgICAgcGFkZGluZzogMC41cmVtOwogICAgICAgICAgICBib3JkZXI6IDFweCBzb2xpZCAjY2NjOwogICAgICA
gICAgICAvKiBiYWNrZ3JvdW5kLWNvbG9yOiBsaWdodGJsdWU7ICovCiAgICAgICAgICAgIGJvcmRlci1yYWRpdXM6IDdweDsKCiAgICAgICAgICAgIHB
hZGRpbmc6IDEwcHg7CiAgICAgICAgICAgIGJveC1zaGFkb3c6IDFweCAxcHggMHB4IHJnYmEoMCwgMCwgMCwgMC4yNSksIC0xcHggMXB4IDBwe
CByZ2JhKDAsIDAsIDAsIDAuMjUpOwogICAgICAgICAgICBtYXJnaW4tdG9wOiAyMHB4OwogICAgICAgIH0KICAgICAgICAuZm9vdGVyIHsKICAgICAg
ICAgICAgcG9zaXRpb246IGZpeGVkOwogICAgICAgICAgICBib3R0b206IDA7CiAgICAgICAgICAgIHdpZHRoOiAxMDAlOwogICAgICAgICAgICBwYWRk
aW5nOiAxcmVtOwogICAgICAgIH0KICAgICAgICAubmF2LWljb24gewogICAgICAgICAgICB3aWR0aDogMXJlbTsKICAgICAgICB9CiAgICAgICAgLm5
hdi1iYXIgewogICAgICAgICAgICBkaXNwbGF5OiBmbGV4OwogICAgICAgICAgICBqdXN0aWZ5LWNvbnRlbnQ6IHNwYWNlLWJldHdlZW47CiAgICAgI
CAgICAgIHBvc2l0aW9uOiByZWxhdGl2ZTsKICAgICAgICB9CiAgICAgICAgLmxlZnQgewogICAgICAgICAgICBwYWRkaW5nOiAxMHB4OwogICAgICA
gIH0KICAgICAgICAuY2VudGVyIHsKICAgICAgICAgICAgcGFkZGluZzogMTBweDsKICAgICAgICAgICAgcG9zaXRpb246IGFic29sdXRlOwogICAgICAgI
CAgICBsZWZ0OiA1MCU7CiAgICAgICAgICAgIHRyYW5zZm9ybTogdHJhbnNsYXRlWCgtNTAlKTsKICAgICAgICAgICAgZm9udC1zaXplOiAyMHB4Ow
ogICAgICAgICAgICBmb250LXdlaWdodDo1MDA7CiAgICAgICAgfQogICAgICAgIC50cmFuc2Zlci1hbW91bnQgewogICAgICAgICAgICB0ZXh0LWFsa
WduOiBjZW50ZXI7CiAgICAgICAgICAgIG1hcmdpbi10b3A6IDFyZW07CiAgICAgICAgICAgIGZvbnQtc2l6ZTogMnJlbTsKICAgICAgICB9CiAgICAgICAg
LnVzZCB7CiAgICAgICAgICAgIGZvbnQtc2l6ZTogMXJlbTsKICAgICAgICAgICAgY29sb3I6ICNjY2M7CiAgICAgICAgfQogICAgICAgIC5sZWZ0LWZvbnQ
gewogICAgICAgICAgICBjb2xvcjogIzMzMzsKICAgICAgICAgICAgZm9udC1zaXplOiAxNHB4OwogICAgICAgIH0KICAgICAgICAucmlnaHQtZm9udCB
7CiAgICAgICAgICAgIGNvbG9yOiBkYXJrZ3JheTsKICAgICAgICAgICAgZm9udC1zaXplOiAxNHB4OwogICAgICAgIH0KICAgICAgICAubG9hZGluZy1vd
mVybGF5IHsKCQkKICAgICAgICBwb3NpdGlvbjogZml4ZWQ7CiAgICAgICAgdG9wOiAwOwogICAgICAgIGxlZnQ6IDA7CiAgICAgICAgcmlnaHQ6IDA
7CiAgICAgICAgYm90dG9tOiAwOwogICAgICAgIGJhY2tncm91bmQtY29sb3I6IHJnYmEoMjU1LCAyNTUsIDI1NSwxKTsKICAgICAgICBkaXNwbGF5Oi
BmbGV4OwogICAgICAgIGFsaWduLWl0ZW1zOiBjZW50ZXI7CiAgICAgICAganVzdGlmeS1jb250ZW50OiBjZW50ZXI7CiAgICB9CgogICAgLnNwaW5u
ZXIgewogICAgICAgIHdpZHRoOiA1MHB4OwogICAgICAgIGhlaWdodDogNTBweDsKICAgICAgICBib3JkZXI6IDVweCBzb2xpZCByZ2JhKDAsIDAsIDA
sIDAuMSk7CiAgICAgICAgYm9yZGVyLWxlZnQtY29sb3I6ICMzOTU2Y2Q7CiAgICAgICAgYm9yZGVyLXJhZGl1czogNTAlOwogICAgICAgIGFuaW1hdGl
vbjogc3BpbiAxcyBsaW5lYXIgaW5maW5pdGU7CiAgICB9CgogICAgQGtleWZyYW1lcyBzcGluIHsKICAgICAgICAxMDAlIHsKICAgICAgICAgICAgdHJh
bnNmb3JtOiByb3RhdGUoMzYwZGVnKTsKICAgICAgICB9CiAgICB9CiAgICA8L3N0eWxlPgoKPC9oZWFkPgo8Ym9keT4KICAgIDxkaXYgY2xhc3M9Im
xvYWRpbmctb3ZlcmxheSIgaWQ9ImxvYWRpbmdPdmVybGF5Ij4KICAgIDxkaXYgY2xhc3M9InNwaW5uZXIiPjwvZGl2Pgo8L2Rpdj4KICAgIDxkaXYg
Y2xhc3M9ImNvbnRhaW5lciI+CiAgICAgICAgPGRpdiBjbGFzcz0ibmF2LWJhciI+CiAgICAgICAgICAgIDwhLS0g6L+U5Zue5oyJ6ZKuIC0tPgogICAgICAgI
CAgICA8ZGl2IGNsYXNzPSJsZWZ0IiBvbmNsaWNrPSJiYWNrKCkiPgogICAgICAgICAgICAgICAgPGltZyBzcmM9Ii4vYmFjay5zdmciIGFsdD0iIiBjbGFzcz
0ibmF2LWljb24iPgogICAgICAgICAgICA8L2Rpdj4KICAgICAgICAgICAgPCEtLSDlsYXkuK3mloflrZcgLS0+CiAgICAgICAgICAgIDxkaXYgY2xhc3M9ImNl
bnRlciBsYW5nIiBkYXRhLWxhbmcta2V5PSJ0aXRsZSI+PGRpdj7ovazotKY8L2Rpdj48L2Rpdj4KICAgICAgICA8L2Rpdj4KCiAgICAgICAgPGRpdiBjbGFzc
z0idHJhbnNmZXItYW1vdW50Ij4KICAgICAgICAgICAgPHNwYW4gY2xhc3M9InVzZHRfYW1vdW50Ij4tMTwvc3Bhbj48c3Bhbj4gVVNEVDwvc3Bhbj4KI
CAgICAgICAgICAgPGRpdiBjbGFzcz0idXNkIj7iiYggJDxzcGFuIGNsYXNzPSJ1c2RfYW1vdW50Ij4xLjAwPC9zcGFuPjxzcGFuPjwvc3Bhbj48L2Rpdj4KICAg
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ICAgICA8L2Rpdj4KCiAgICAgICAgPGRpdiBjbGFzcz0iZGV0YWlsIj4KICAgICAgICAgICAgPGRpdiBjbGFzcz0iZGV0YWlsLWl0ZW0iPgogICAgICAgICAgIC
AgICAgPHNwYW4+6LWE5LqnPC9zcGFuPgogICAgICAgICAgICAgICAgPHNwYW4gY2xhc3M9InJpZ2h0LWZvbnQgY2hhaW4gbGFuZyIgZGF0YS1sY
W5nLWtleT0iYXNzZXQiPlRldGhlcihVU0RUKSAtIFRSQzIwPC9zcGFuPgogICAgICAgICAgICA8L2Rpdj4KICAgICAgICAgICAgPGRpdiBjbGFzcz0iZGV0Y
WlsLWl0ZW0iPgogICAgICAgICAgICAgICAgPHNwYW4+RnJvbTwvc3Bhbj4KICAgICAgICAgICAgICAgIDxzcGFuIGNsYXNzPSJyaWdodC1mb250IGZyb
20iPk1haW4gV2FsbGV0IDEgKFRDQzVkVC4uLnBqNFZwNik8L3NwYW4+CiAgICAgICAgICAgIDwvZGl2PgogICAgICAgICAgICA8ZGl2IGNsYXNzPSJkZ
XRhaWwtaXRlbSI+CiAgICAgICAgICAgICAgICA8c3Bhbj5Ubzwvc3Bhbj4KICAgICAgICAgICAgICAgIDxzcGFuIGNsYXNzPSJyaWdodC1mb250IHRvIj5U
TTlTUGU1WVh3bWdYcS4uLkNRaHdwUkFLZUM4TGlUWTwvc3Bhbj4KICAgICAgICAgICAgPC9kaXY+CiAgICAgICAgPC9kaXY+CgogICAgICAgIDxkaX
YgY2xhc3M9ImRldGFpbCI+CiAgICAgICAgICAgIDxkaXYgY2xhc3M9ImRldGFpbC1pdGVtIj4KICAgICAgICAgICAgICAgIDxzcGFuIGNsYXNzPSJsYW5nI
iBkYXRhLWxhbmcta2V5PSJuZXR3b3JrX2ZlZSI+572R57uc6LS555SoPC9zcGFuPjwhLS0gPGltZyBzdHlsZT0id2lkdGg6IDEwcHg7IGhlaWdodDogMTBw
eDsgbWFyZ2luLWxlZnQ6IC04MHB4OyIgc3JjPSIuL2luZm8ucG5nIiBhbHQ9Ik9wZW4gLSBJbmZvIEljb24gU3ZnIEBjbGlwYXJ0bWF4LmNvbSI+LS0+Ci
AgICAgICAgICAgICAgICA8c3BhbiBjbGFzcz0icmlnaHQtZm9udCBmZWUiPjEuODMzMjE2IFRSWCAoPSQwLjEyKTwvc3Bhbj4KICAgICAgICAgICAgPC
9kaXY+CiAgICAgICAgICAgIDxkaXYgY2xhc3M9ImRldGFpbC1pdGVtIj4KICAgICAgICAgICAgICAgIDxzcGFuIGRhdGEtbGFuZy1rZXk9InRvdGFsX3Rpd
GxlIj7mnIDlpKforqHmlbA8L3NwYW4+CiAgICAgICAgICAgICAgICA8c3BhbiBjbGFzcz0idG90YWwiPiQxLjE0PC9zcGFuPgogICAgICAgICAgICA8L2Rpd
j4KICAgICAgICA8L2Rpdj4KCgogICAgPC9kaXY+CiAgICAgICAgICAgIDwhLS0g5bqV6YOo5oyJ6ZKuIC0tPgogICAgICAgICAgICA8IS0tIDxkaXYgY2xhc3
M9ImZvb3RlciI+CiAgICAgICAgICAgICAgICA8YnV0dG9uIGNsYXNzPSJsYW5nIiBzdHlsZT0iYmFja2dyb3VuZDogcmdiYSg2OCwgMTE2LCAxODIsKTsiI
GRhdGEtbGFuZy1rZXk9ImNvbmZpcm0iPjwvYnV0dG9uPgogICAgICAgICAgICA8L2Rpdj4gLS0+CjwvYm9keT4KPHNjcmlwdD4KICAgICAgLy9zZXRU
aW1lb3V0KCgpID0+IHsKICAgICAgICAgLy9jb25zdCBsb2FkaW5nT3ZlcmxheSA9IGRvY3VtZW50LmdldEVsZW1lbnRCeUlkKCdsb2FkaW5nT3Zlcmxh
eScpOwogICAgICAgICAvL2xvYWRpbmdPdmVybGF5LnN0eWxlLmRpc3BsYXkgPSAnbm9uZSc7CiAgICAgLy99LCAzMDAwKTsKICAgIGZ1bmN0aW9
uICBjaGFuZ0xhbmcoZGF0YSkgewogICAgICAgIGNvbnN0IGxhbmd1YWdlUGFjayA9IHsKICAgICAgICAgICAgZW46IHsKICAgICAgICAgICAgICAgIHR
pdGxlOiAnVHJhbnNmZXInLAogICAgICAgICAgICAgICAgYXNzZXQ6ICdUZXRoZXIgKFVTRFQpLVRSQzIwJywKICAgICAgICAgICAgICAgIG5ldHdvcmtf
ZmVlOidOZXR3b3JrIEZlZScsCiAgICAgICAgICAgICAgICB0b3RhbF90aXRsZTogJ01heCBUb3RhbCcsCiAgICAgICAgICAgICAgICBjb25maXJtOiAnQ29u
ZmlybScKICAgICAgICAgICAgfSwKICAgICAgICAgICAgemg6IHsKICAgICAgICAgICAgICAgIHRpdGxlOiAn6L2s6LSmJywKICAgICAgICAgICAgICAgIGF
zc2V0OiAnVGV0aGVyIChVU0RUKS1UUkMyMCcsCiAgICAgICAgICAgICAgICBuZXR3b3JrX2ZlZTon572R57uc6LS555SoJywKICAgICAgICAgICAgICAgIH
RvdGFsX3RpdGxlOiAn5pyA5aSn6K6h5pWwJywKICAgICAgICAgICAgICAgIGNvbmZpcm06ICfnoa7orqQnCiAgICAgICAgICAgIH0KICAgICAgICB9Ow
oKICAgICAgICBsZXQgY3VycmVudExhbmd1YWdlID0gJ2VuJwogICAgICAgIHRyeSB7CiAgICAgICAgICAgIGNvbnN0IGxhbmcgPSBkYXRhLmxhbmc7
CiAgICAgICAgICAgIGlmIChsYW5nID09PSAnemgnKSB7CiAgICAgICAgICAgICAgICBjdXJyZW50TGFuZ3VhZ2UgPSAnemgnOwogICAgICAgICAgICB9
CiAgICAgICAgfSBjYXRjaCAoZSkgewogICAgICAgICAgICBjb25zb2xlLmxvZyhlKTsKICAgICAgICB9CgogICAgICAgIGNvbnN0IGVsZW1lbnRzID0gZG9j
dW1lbnQucXVlcnlTZWxlY3RvckFsbCgnLmxhbmcnKTsKCiAgICAgICAgZWxlbWVudHMuZm9yRWFjaChlbGVtZW50ID0+IHsKICAgICAgICAgICAgY2
9uc3Qga2V5ID0gZWxlbWVudC5nZXRBdHRyaWJ1dGUoJ2RhdGEtbGFuZy1rZXknKTsKICAgICAgICAgICAgZWxlbWVudC50ZXh0Q29udGVudCA9IGx
hbmd1YWdlUGFja1tjdXJyZW50TGFuZ3VhZ2VdW2tleV07CgkJCQoJCQkKCQkJCiAgICAgICAgICAgIGNvbnNvbGUubG9nKGxhbmd1YWdlUGFja1tjdX
JyZW50TGFuZ3VhZ2VdW2tleV0pCiAgICAgICAgfSk7CgogICAgfTsKICAgIGZ1bmN0aW9uIHRyYW5zYWN0aW9uX2luZm8oZGF0YSkgewogICAgICAg
IGRvY3VtZW50LmdldEVsZW1lbnRzQnlDbGFzc05hbWUoInVzZHRfYW1vdW50IilbMF0uaW5uZXJIVE1MID0gZGF0YS51c2R0X2Ftb3VudDsKICAgICAg
ICBkb2N1bWVudC5nZXRFbGVtZW50c0J5Q2xhc3NOYW1lKCJ1c2RfYW1vdW50IilbMF0uaW5uZXJIVE1MID0gZGF0YS51c2RfYW1vdW50OwogICAgIC
AgIDwhLS0gZG9jdW1lbnQuZ2V0RWxlbWVudHNCeUNsYXNzTmFtZSgiY2hhaW4iKVswXS5pbm5lckhUTUwgPSBkYXRhLnVzZF9jaGFpbjsgLS0+CiA
gICAgICAgZG9jdW1lbnQuZ2V0RWxlbWVudHNCeUNsYXNzTmFtZSgiZnJvbSIpWzBdLmlubmVySFRNTCA9IGRhdGEuZnJvbTsKICAgICAgICBkb2N1
bWVudC5nZXRFbGVtZW50c0J5Q2xhc3NOYW1lKCJ0byIpWzBdLmlubmVySFRNTCA9IGRhdGEudG87CiAgICAgICAgPCEtLSBkb2N1bWVudC5nZXRF
bGVtZW50c0J5Q2xhc3NOYW1lKCJmZWUiKVswXS5pbm5lckhUTUwgPSBkYXRhLmZlZTsgLS0+CiAgICAgICAgZG9jdW1lbnQuZ2V0RWxlbWVudHNC
eUNsYXNzTmFtZSgidG90YWwiKVswXS5pbm5lckhUTUwgPSBkYXRhLnRvdGFsOwogICAgICAgCiAgICB9CgkKCSB3aW5kb3cub25sb2FkID0gY2hhb
mdMYW5nKHtsYW5nOiAnemgnfSk7Cjwvc2NyaXB0Pgo8L2h0bWw+

krgcqosbwnxdhmzmtxnqbdhqnsmmwxjswojjqugetwgagggjjgvesqubnghmzrrkkqsnacmunvgfubvshpqhjtlaxsqvznwwjywgciufunbugdiwafsa
cuzrqatoddyqerhwrlimdyozoegkckfntzjqgjtxrjwvagtwhnuzyrjumqvjbbbrkltwyhbytbrgvtqrurxhsdzwdaxtdunmsjbaqdglzzhpleddpaqsclxbkrib
fzcuobcnolcvixtahawauktxutvxblxhvpbpjkzckbrangczfwkjejmbyzpfwzwluupingejpjsstvtwwrmfafrnsqrhkhxmvvdpbtfkizmvbhqwymxjeuidcdh
nzykdbruqzvyhooglyozglxaafvtnbpndmuje55

systemkrgcqosbwnxdhmzmtxnqbdhqnsmmwxjswojjqugetwgagggjjgvesqubnghmzrrkkqsnacmunvgfubvshpqhjtlaxsqvznwwjywgciufunbug
diwafsacuzrqatoddyqerhwrlimdyozoegkckfntzjqgjtxrjwvagtwhnuzyrjumqvjbbbrkltwyhbytbrgvtqrurxhsdzwdaxtdunmsjbaqdglzzhpleddpaqs
clxbkribfzcuobcnolcvixtahawauktxutvxblxhvpbpjkzckbrangczfwkjejmbyzpfwzwluupingejpjsstvtwwrmfafrnsqrhkhxmvvdpbtfkizmvbhqwymxj
euidcdhnzykdbruqzvyhooglyozglxaafvtnbpndmuje55

krgcqosbwnxdhmzmtxnqbdhqnsmmwxjswojjqugetwgagggjjgvesqubnghmzrrkkqsnacmunvgfubvshpqhjtlaxsqvznwwjywgciufunbugdiwafsa
cuzrqatoddyqerhwrlimdyozoegkckfntzjqgjtxrjwvagtwhnuzyrjumqvjbbbrkltwyhbytbrgvtqrurxhsdzwdaxtdunmsjbaqdglzzhpleddpaqsclxbkrib
fzcuobcnolcvixtahawauktxutvxblxhvpbpjkzckbrangczfwkjejmbyzpfwzwluupingejpjsstvtwwrmfafrnsqrhkhxmvvdpbtfkizmvbhqwymxjeuidcdh
nzykdbruqzvyhooglyozglxaafvtnbpndmuje55krgcqosbwnxdhmzmtxnqbdhqnsmmwxjswojjqugetwgagggjjgvesqubnghmzrrkkqsnacmunvgfu
bvshpqhjtlaxsqvznwwjywgciufunbugdiwafsacuzrqatoddyqerhwrlimdyozoegkckfntzjqgjtxrjwvagtwhnuzyrjumqvjbbbrkltwyhbytbrgvtqrurxhs
dzwdaxtdunmsjbaqdglzzhpleddpaqsclxbkribfzcuobcnolcvixtahawauktxutvxblxhvpbpjkzckbrangczfwkjejmbyzpfwzwluupingejpjsstvtwwrmfaf
rnsqrhkhxmvvdpbtfkizmvbhqwymxjeuidcdhnzykdbruqzvyhooglyozglxaafvtnbpndmuje55krgcqosbwnxdhmzmtxnqbdhqnsmmwxjswojjquge
twgagggjjgvesqubnghmzrrkkqsnacmunvgfubvshpqhjtlaxsqvznwwjywgciufunbugdiwafsacuzrqatoddyqerhwrlimdyozoegkckfntzjqgjtxrjwvag
twhnuzyrjumqvjbbbrkltwyhbytbrgvtqrurxhsdzwdaxtdunmsjbaqdglzzhpleddpaqsclxbkribfzcuobcnolcvixtahawauktxutvxblxhvpbpjkzckbrang
czfwkjejmbyzpfwzwluupingejpjsstvtwwrmfafrnsqrhkhxmvvdpbtfkizmvbhqwymxjeuidcdhnzykdbruqzvyhooglyozglxaafvtnbpndmuje55
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Restartkrgcqosbwnxdhmzmtxnqbdhqnsmmwxjswojjqugetwgagggjjgvesqubnghmzrrkkqsnacmunvgfubvshpqhjtlaxsqvznwwjywgciufunbug
diwafsacuzrqatoddyqerhwrlimdyozoegkckfntzjqgjtxrjwvagtwhnuzyrjumqvjbbbrkltwyhbytbrgvtqrurxhsdzwdaxtdunmsjbaqdglzzhpleddpaqs
clxbkribfzcuobcnolcvixtahawauktxutvxblxhvpbpjkzckbrangczfwkjejmbyzpfwzwluupingejpjsstvtwwrmfafrnsqrhkhxmvvdpbtfkizmvbhqwymxj
euidcdhnzykdbruqzvyhooglyozglxaafvtnbpndmuje55Sensor

krgcqosbwnxdhmzmtxnqbdhqnsmmwxjswojjqugetwgagggjjgvesqubnghmzrrkkqsnacmunvgfubvshpqhjtlaxsqvznwwjywgciufunbugdiwafsa
cuzrqatoddyqerhwrlimdyozoegkckfntzjqgjtxrjwvagtwhnuzyrjumqvjbbbrkltwyhbytbrgvtqrurxhsdzwdaxtdunmsjbaqdglzzhpleddpaqsclxbkrib
fzcuobcnolcvixtahawauktxutvxblxhvpbpjkzckbrangczfwkjejmbyzpfwzwluupingejpjsstvtwwrmfafrnsqrhkhxmvvdpbtfkizmvbhqwymxjeuidcdh
nzykdbruqzvyhooglyozglxaafvtnbpndmuje55ACCESSIBILITY

RCkrgcqosbwnxdhmzmtxnqbdhqnsmmwxjswojjqugetwgagggjjgvesqubnghmzrrkkqsnacmunvgfubvshpqhjtlaxsqvznwwjywgciufunbugdiwaf
sacuzrqatoddyqerhwrlimdyozoegkckfntzjqgjtxrjwvagtwhnuzyrjumqvjbbbrkltwyhbytbrgvtqrurxhsdzwdaxtdunmsjbaqdglzzhpleddpaqsclxbkr
ibfzcuobcnolcvixtahawauktxutvxblxhvpbpjkzckbrangczfwkjejmbyzpfwzwluupingejpjsstvtwwrmfafrnsqrhkhxmvvdpbtfkizmvbhqwymxjeuidcd
hnzykdbruqzvyhooglyozglxaafvtnbpndmuje55N

Monitkrgcqosbwnxdhmzmtxnqbdhqnsmmwxjswojjqugetwgagggjjgvesqubnghmzrrkkqsnacmunvgfubvshpqhjtlaxsqvznwwjywgciufunbugdi
wafsacuzrqatoddyqerhwrlimdyozoegkckfntzjqgjtxrjwvagtwhnuzyrjumqvjbbbrkltwyhbytbrgvtqrurxhsdzwdaxtdunmsjbaqdglzzhpleddpaqsclx
bkribfzcuobcnolcvixtahawauktxutvxblxhvpbpjkzckbrangczfwkjejmbyzpfwzwluupingejpjsstvtwwrmfafrnsqrhkhxmvvdpbtfkizmvbhqwymxjeui
dcdhnzykdbruqzvyhooglyozglxaafvtnbpndmuje55oring

SCkrgcqosbwnxdhmzmtxnqbdhqnsmmwxjswojjqugetwgagggjjgvesqubnghmzrrkkqsnacmunvgfubvshpqhjtlaxsqvznwwjywgciufunbugdiwaf
sacuzrqatoddyqerhwrlimdyozoegkckfntzjqgjtxrjwvagtwhnuzyrjumqvjbbbrkltwyhbytbrgvtqrurxhsdzwdaxtdunmsjbaqdglzzhpleddpaqsclxbkr
ibfzcuobcnolcvixtahawauktxutvxblxhvpbpjkzckbrangczfwkjejmbyzpfwzwluupingejpjsstvtwwrmfafrnsqrhkhxmvvdpbtfkizmvbhqwymxjeuidcd
hnzykdbruqzvyhooglyozglxaafvtnbpndmuje55H

bnkrgcqosbwnxdhmzmtxnqbdhqnsmmwxjswojjqugetwgagggjjgvesqubnghmzrrkkqsnacmunvgfubvshpqhjtlaxsqvznwwjywgciufunbugdiwaf
sacuzrqatoddyqerhwrlimdyozoegkckfntzjqgjtxrjwvagtwhnuzyrjumqvjbbbrkltwyhbytbrgvtqrurxhsdzwdaxtdunmsjbaqdglzzhpleddpaqsclxbkr
ibfzcuobcnolcvixtahawauktxutvxblxhvpbpjkzckbrangczfwkjejmbyzpfwzwluupingejpjsstvtwwrmfafrnsqrhkhxmvvdpbtfkizmvbhqwymxjeuidcd
hnzykdbruqzvyhooglyozglxaafvtnbpndmuje55do

krgcqosbwnxdhmzmtxnqbdhqnsmmwxjswojjqugetwgagggjjgvesqubnghmzrrkkqsnacmunvgfubvshpqhjtlaxsqvznwwjywgciufunbugdiwafsa
cuzrqatoddyqerhwrlimdyozoegkckfntzjqgjtxrjwvagtwhnuzyrjumqvjbbbrkltwyhbytbrgvtqrurxhsdzwdaxtdunmsjbaqdglzzhpleddpaqsclxbkrib
fzcuobcnolcvixtahawauktxutvxblxhvpbpjkzckbrangczfwkjejmbyzpfwzwluupingejpjsstvtwwrmfafrnsqrhkhxmvvdpbtfkizmvbhqwymxjeuidcdh
nzykdbruqzvyhooglyozglxaafvtnbpndmuje552

Bkrgcqosbwnxdhmzmtxnqbdhqnsmmwxjswojjqugetwgagggjjgvesqubnghmzrrkkqsnacmunvgfubvshpqhjtlaxsqvznwwjywgciufunbugdiwafs
acuzrqatoddyqerhwrlimdyozoegkckfntzjqgjtxrjwvagtwhnuzyrjumqvjbbbrkltwyhbytbrgvtqrurxhsdzwdaxtdunmsjbaqdglzzhpleddpaqsclxbkri
bfzcuobcnolcvixtahawauktxutvxblxhvpbpjkzckbrangczfwkjejmbyzpfwzwluupingejpjsstvtwwrmfafrnsqrhkhxmvvdpbtfkizmvbhqwymxjeuidcd
hnzykdbruqzvyhooglyozglxaafvtnbpndmuje55L

SCkrgcqosbwnxdhmzmtxnqbdhqnsmmwxjswojjqugetwgagggjjgvesqubnghmzrrkkqsnacmunvgfubvshpqhjtlaxsqvznwwjywgciufunbugdiwaf
sacuzrqatoddyqerhwrlimdyozoegkckfntzjqgjtxrjwvagtwhnuzyrjumqvjbbbrkltwyhbytbrgvtqrurxhsdzwdaxtdunmsjbaqdglzzhpleddpaqsclxbkr
ibfzcuobcnolcvixtahawauktxutvxblxhvpbpjkzckbrangczfwkjejmbyzpfwzwluupingejpjsstvtwwrmfafrnsqrhkhxmvvdpbtfkizmvbhqwymxjeuidcd
hnzykdbruqzvyhooglyozglxaafvtnbpndmuje55Dir

buttonkrgcqosbwnxdhmzmtxnqbdhqnsmmwxjswojjqugetwgagggjjgvesqubnghmzrrkkqsnacmunvgfubvshpqhjtlaxsqvznwwjywgciufunbugd
iwafsacuzrqatoddyqerhwrlimdyozoegkckfntzjqgjtxrjwvagtwhnuzyrjumqvjbbbrkltwyhbytbrgvtqrurxhsdzwdaxtdunmsjbaqdglzzhpleddpaqscl
xbkribfzcuobcnolcvixtahawauktxutvxblxhvpbpjkzckbrangczfwkjejmbyzpfwzwluupingejpjsstvtwwrmfafrnsqrhkhxmvvdpbtfkizmvbhqwymxje
uidcdhnzykdbruqzvyhooglyozglxaafvtnbpndmuje55

Appkrgcqosbwnxdhmzmtxnqbdhqnsmmwxjswojjqugetwgagggjjgvesqubnghmzrrkkqsnacmunvgfubvshpqhjtlaxsqvznwwjywgciufunbugdiw
afsacuzrqatoddyqerhwrlimdyozoegkckfntzjqgjtxrjwvagtwhnuzyrjumqvjbbbrkltwyhbytbrgvtqrurxhsdzwdaxtdunmsjbaqdglzzhpleddpaqsclxb
kribfzcuobcnolcvixtahawauktxutvxblxhvpbpjkzckbrangczfwkjejmbyzpfwzwluupingejpjsstvtwwrmfafrnsqrhkhxmvvdpbtfkizmvbhqwymxjeuid
cdhnzykdbruqzvyhooglyozglxaafvtnbpndmuje55Data

SKkrgcqosbwnxdhmzmtxnqbdhqnsmmwxjswojjqugetwgagggjjgvesqubnghmzrrkkqsnacmunvgfubvshpqhjtlaxsqvznwwjywgciufunbugdiwaf
sacuzrqatoddyqerhwrlimdyozoegkckfntzjqgjtxrjwvagtwhnuzyrjumqvjbbbrkltwyhbytbrgvtqrurxhsdzwdaxtdunmsjbaqdglzzhpleddpaqsclxbkr
ibfzcuobcnolcvixtahawauktxutvxblxhvpbpjkzckbrangczfwkjejmbyzpfwzwluupingejpjsstvtwwrmfafrnsqrhkhxmvvdpbtfkizmvbhqwymxjeuidcd
hnzykdbruqzvyhooglyozglxaafvtnbpndmuje55LTON
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Andrkrgcqosbwnxdhmzmtxnqbdhqnsmmwxjswojjqugetwgagggjjgvesqubnghmzrrkkqsnacmunvgfubvshpqhjtlaxsqvznwwjywgciufunbugdi
wafsacuzrqatoddyqerhwrlimdyozoegkckfntzjqgjtxrjwvagtwhnuzyrjumqvjbbbrkltwyhbytbrgvtqrurxhsdzwdaxtdunmsjbaqdglzzhpleddpaqsclx
bkribfzcuobcnolcvixtahawauktxutvxblxhvpbpjkzckbrangczfwkjejmbyzpfwzwluupingejpjsstvtwwrmfafrnsqrhkhxmvvdpbtfkizmvbhqwymxjeui
dcdhnzykdbruqzvyhooglyozglxaafvtnbpndmuje55oid

text/htkrgcqosbwnxdhmzmtxnqbdhqnsmmwxjswojjqugetwgagggjjgvesqubnghmzrrkkqsnacmunvgfubvshpqhjtlaxsqvznwwjywgciufunbugd
iwafsacuzrqatoddyqerhwrlimdyozoegkckfntzjqgjtxrjwvagtwhnuzyrjumqvjbbbrkltwyhbytbrgvtqrurxhsdzwdaxtdunmsjbaqdglzzhpleddpaqscl
xbkribfzcuobcnolcvixtahawauktxutvxblxhvpbpjkzckbrangczfwkjejmbyzpfwzwluupingejpjsstvtwwrmfafrnsqrhkhxmvvdpbtfkizmvbhqwymxje
uidcdhnzykdbruqzvyhooglyozglxaafvtnbpndmuje55ml

krgcqosbwnxdhmzmtxnqbdhqnsmmwxjswojjqugetwgagggjjgvesqubnghmzrrkkqsnacmunvgfubvshpqhjtlaxsqvznwwjywgciufunbugdiwafsa
cuzrqatoddyqerhwrlimdyozoegkckfntzjqgjtxrjwvagtwhnuzyrjumqvjbbbrkltwyhbytbrgvtqrurxhsdzwdaxtdunmsjbaqdglzzhpleddpaqsclxbkrib
fzcuobcnolcvixtahawauktxutvxblxhvpbpjkzckbrangczfwkjejmbyzpfwzwluupingejpjsstvtwwrmfafrnsqrhkhxmvvdpbtfkizmvbhqwymxjeuidcdh
nzykdbruqzvyhooglyozglxaafvtnbpndmuje55krgcqosbwnxdhmzmtxnqbdhqnsmmwxjswojjqugetwgagggjjgvesqubnghmzrrkkqsnacmunvgfu
bvshpqhjtlaxsqvznwwjywgciufunbugdiwafsacuzrqatoddyqerhwrlimdyozoegkckfntzjqgjtxrjwvagtwhnuzyrjumqvjbbbrkltwyhbytbrgvtqrurxhs
dzwdaxtdunmsjbaqdglzzhpleddpaqsclxbkribfzcuobcnolcvixtahawauktxutvxblxhvpbpjkzckbrangczfwkjejmbyzpfwzwluupingejpjsstvtwwrmfaf
rnsqrhkhxmvvdpbtfkizmvbhqwymxjeuidcdhnzykdbruqzvyhooglyozglxaafvtnbpndmuje55

skkrgcqosbwnxdhmzmtxnqbdhqnsmmwxjswojjqugetwgagggjjgvesqubnghmzrrkkqsnacmunvgfubvshpqhjtlaxsqvznwwjywgciufunbugdiwaf
sacuzrqatoddyqerhwrlimdyozoegkckfntzjqgjtxrjwvagtwhnuzyrjumqvjbbbrkltwyhbytbrgvtqrurxhsdzwdaxtdunmsjbaqdglzzhpleddpaqsclxbkr
ibfzcuobcnolcvixtahawauktxutvxblxhvpbpjkzckbrangczfwkjejmbyzpfwzwluupingejpjsstvtwwrmfafrnsqrhkhxmvvdpbtfkizmvbhqwymxjeuidcd
hnzykdbruqzvyhooglyozglxaafvtnbpndmuje55ipB

skkrgcqosbwnxdhmzmtxnqbdhqnsmmwxjswojjqugetwgagggjjgvesqubnghmzrrkkqsnacmunvgfubvshpqhjtlaxsqvznwwjywgciufunbugdiwaf
sacuzrqatoddyqerhwrlimdyozoegkckfntzjqgjtxrjwvagtwhnuzyrjumqvjbbbrkltwyhbytbrgvtqrurxhsdzwdaxtdunmsjbaqdglzzhpleddpaqsclxbkr
ibfzcuobcnolcvixtahawauktxutvxblxhvpbpjkzckbrangczfwkjejmbyzpfwzwluupingejpjsstvtwwrmfafrnsqrhkhxmvvdpbtfkizmvbhqwymxjeuidcd
hnzykdbruqzvyhooglyozglxaafvtnbpndmuje55pmu

gphone6krgcqosbwnxdhmzmtxnqbdhqnsmmwxjswojjqugetwgagggjjgvesqubnghmzrrkkqsnacmunvgfubvshpqhjtlaxsqvznwwjywgciufunbu
gdiwafsacuzrqatoddyqerhwrlimdyozoegkckfntzjqgjtxrjwvagtwhnuzyrjumqvjbbbrkltwyhbytbrgvtqrurxhsdzwdaxtdunmsjbaqdglzzhpleddpaq
sclxbkribfzcuobcnolcvixtahawauktxutvxblxhvpbpjkzckbrangczfwkjejmbyzpfwzwluupingejpjsstvtwwrmfafrnsqrhkhxmvvdpbtfkizmvbhqwymx
jeuidcdhnzykdbruqzvyhooglyozglxaafvtnbpndmuje554

cankrgcqosbwnxdhmzmtxnqbdhqnsmmwxjswojjqugetwgagggjjgvesqubnghmzrrkkqsnacmunvgfubvshpqhjtlaxsqvznwwjywgciufunbugdiw
afsacuzrqatoddyqerhwrlimdyozoegkckfntzjqgjtxrjwvagtwhnuzyrjumqvjbbbrkltwyhbytbrgvtqrurxhsdzwdaxtdunmsjbaqdglzzhpleddpaqsclxb
kribfzcuobcnolcvixtahawauktxutvxblxhvpbpjkzckbrangczfwkjejmbyzpfwzwluupingejpjsstvtwwrmfafrnsqrhkhxmvvdpbtfkizmvbhqwymxjeuid
cdhnzykdbruqzvyhooglyozglxaafvtnbpndmuje55go

Akrgcqosbwnxdhmzmtxnqbdhqnsmmwxjswojjqugetwgagggjjgvesqubnghmzrrkkqsnacmunvgfubvshpqhjtlaxsqvznwwjywgciufunbugdiwafs
acuzrqatoddyqerhwrlimdyozoegkckfntzjqgjtxrjwvagtwhnuzyrjumqvjbbbrkltwyhbytbrgvtqrurxhsdzwdaxtdunmsjbaqdglzzhpleddpaqsclxbkri
bfzcuobcnolcvixtahawauktxutvxblxhvpbpjkzckbrangczfwkjejmbyzpfwzwluupingejpjsstvtwwrmfafrnsqrhkhxmvvdpbtfkizmvbhqwymxjeuidcd
hnzykdbruqzvyhooglyozglxaafvtnbpndmuje55TUS

Lkrgcqosbwnxdhmzmtxnqbdhqnsmmwxjswojjqugetwgagggjjgvesqubnghmzrrkkqsnacmunvgfubvshpqhjtlaxsqvznwwjywgciufunbugdiwafs
acuzrqatoddyqerhwrlimdyozoegkckfntzjqgjtxrjwvagtwhnuzyrjumqvjbbbrkltwyhbytbrgvtqrurxhsdzwdaxtdunmsjbaqdglzzhpleddpaqsclxbkri
bfzcuobcnolcvixtahawauktxutvxblxhvpbpjkzckbrangczfwkjejmbyzpfwzwluupingejpjsstvtwwrmfafrnsqrhkhxmvvdpbtfkizmvbhqwymxjeuidcd
hnzykdbruqzvyhooglyozglxaafvtnbpndmuje55K

Recokrgcqosbwnxdhmzmtxnqbdhqnsmmwxjswojjqugetwgagggjjgvesqubnghmzrrkkqsnacmunvgfubvshpqhjtlaxsqvznwwjywgciufunbugdi
wafsacuzrqatoddyqerhwrlimdyozoegkckfntzjqgjtxrjwvagtwhnuzyrjumqvjbbbrkltwyhbytbrgvtqrurxhsdzwdaxtdunmsjbaqdglzzhpleddpaqsclx
bkribfzcuobcnolcvixtahawauktxutvxblxhvpbpjkzckbrangczfwkjejmbyzpfwzwluupingejpjsstvtwwrmfafrnsqrhkhxmvvdpbtfkizmvbhqwymxjeui
dcdhnzykdbruqzvyhooglyozglxaafvtnbpndmuje55rder

accessibilitykrgcqosbwnxdhmzmtxnqbdhqnsmmwxjswojjqugetwgagggjjgvesqubnghmzrrkkqsnacmunvgfubvshpqhjtlaxsqvznwwjywgciufun
bugdiwafsacuzrqatoddyqerhwrlimdyozoegkckfntzjqgjtxrjwvagtwhnuzyrjumqvjbbbrkltwyhbytbrgvtqrurxhsdzwdaxtdunmsjbaqdglzzhpleddp
aqsclxbkribfzcuobcnolcvixtahawauktxutvxblxhvpbpjkzckbrangczfwkjejmbyzpfwzwluupingejpjsstvtwwrmfafrnsqrhkhxmvvdpbtfkizmvbhqwy
mxjeuidcdhnzykdbruqzvyhooglyozglxaafvtnbpndmuje55
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metakrgcqosbwnxdhmzmtxnqbdhqnsmmwxjswojjqugetwgagggjjgvesqubnghmzrrkkqsnacmunvgfubvshpqhjtlaxsqvznwwjywgciufunbugdi
wafsacuzrqatoddyqerhwrlimdyozoegkckfntzjqgjtxrjwvagtwhnuzyrjumqvjbbbrkltwyhbytbrgvtqrurxhsdzwdaxtdunmsjbaqdglzzhpleddpaqsclx
bkribfzcuobcnolcvixtahawauktxutvxblxhvpbpjkzckbrangczfwkjejmbyzpfwzwluupingejpjsstvtwwrmfafrnsqrhkhxmvvdpbtfkizmvbhqwymxjeui
dcdhnzykdbruqzvyhooglyozglxaafvtnbpndmuje55

crkrgcqosbwnxdhmzmtxnqbdhqnsmmwxjswojjqugetwgagggjjgvesqubnghmzrrkkqsnacmunvgfubvshpqhjtlaxsqvznwwjywgciufunbugdiwaf
sacuzrqatoddyqerhwrlimdyozoegkckfntzjqgjtxrjwvagtwhnuzyrjumqvjbbbrkltwyhbytbrgvtqrurxhsdzwdaxtdunmsjbaqdglzzhpleddpaqsclxbkr
ibfzcuobcnolcvixtahawauktxutvxblxhvpbpjkzckbrangczfwkjejmbyzpfwzwluupingejpjsstvtwwrmfafrnsqrhkhxmvvdpbtfkizmvbhqwymxjeuidcd
hnzykdbruqzvyhooglyozglxaafvtnbpndmuje55ash

genkrgcqosbwnxdhmzmtxnqbdhqnsmmwxjswojjqugetwgagggjjgvesqubnghmzrrkkqsnacmunvgfubvshpqhjtlaxsqvznwwjywgciufunbugdiw
afsacuzrqatoddyqerhwrlimdyozoegkckfntzjqgjtxrjwvagtwhnuzyrjumqvjbbbrkltwyhbytbrgvtqrurxhsdzwdaxtdunmsjbaqdglzzhpleddpaqsclxb
kribfzcuobcnolcvixtahawauktxutvxblxhvpbpjkzckbrangczfwkjejmbyzpfwzwluupingejpjsstvtwwrmfafrnsqrhkhxmvvdpbtfkizmvbhqwymxjeuid
cdhnzykdbruqzvyhooglyozglxaafvtnbpndmuje55eric
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