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[android:exported=true]
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b roid.openliveplugin.stub.acti BT Activity 51848 HAUEHERFRERLS, I OISR
vity.DouyinAuthorizeActivity a5
Proxy) SRR, ’
[android:exported=true]
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roid.openliveplugin.stub.acti
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activity/Left/LeftLocalVideoFragment. java
activity/Left/LeftMoreActivity.java
activity/ShareSettingActivity.java
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activity/addCamera/AddAndConfigWiFiActivity.java
activity/addCamera/AddCameraActivity.java
activity/addCamera/CameraWiFiListActivity.java
activity/addCamera/ConfigWiFiToDeviceTwoActivity.java
activity/addCamera/ConfirmElectriActivity.java
activity/addCamera/DevScanQRActivity.java
activity/addCamera/PhoneWiFiListActivity.java
activity/addCamera/SelectDevHotSpotActivity.java
activity/addCamera/SelectUseOrNewDeviceActivity.java
activity/addCamera/SoundWavesConfigActivity.java
activity/addCamera/SoundWavesWiFiOneKeySetActivity.java
activity/addCamera/TakeNameToCamActivity.java
activity/cloud/CloudPlaybackActivity.java
activity/cloud/OSSPlaybackDualLocalActivity.java
activity/cloud/OSSPlaybackDualLocalActivity ThreeEyes.java
activity/cloud/OSSPlaybackLocalActivity.java
activity/cloud/OSSPlaybackSpliceLocalActivity.java
activity/cloud/OSSWallMountedPlaybackLocalActivity.java
activity/cloud/PayActivity.java
activity/cloud/buy/BuyFragment.java
activity/cloud/buy/BuyRecordingFragment.java
activity/cloud/fragment/CloudinfoFragment.java
activity/cloud/fragment/CommodityListFragment.java
activity/cloud/re/MyCallBack java
activity/cloud/timeaxis/fragment/CloudFilePlaybackDualFrag
ment.java
activity/cloud/timeaxis/fragment/CloudFilePlaybackFragmen
tjava
activity/cloud/timeaxis/fragment/CloudFilePlaybackSpliceFra
gment.java
activity/cloud/timeaxis/fragment/CloudTimePlaybackDualFr
agment.java
activity/cloud/timeaxis/fragment/CloudTimePlaybackDualFr
agment_ThreeEyes.java
activity/cloud/timeaxis/fragment/CloudTimePlaybackFragme
ntjava
activity/cloud/timeaxis/fragment/CloudTimePlaybackSpliceF
ragment.java
activity/cloud1/activity/fragment/GoogleCloudFileFragment,
ava
activity/cloud1/activity/fragment/GoogleCloudTimeFragmen
tjava

activity/live/DualLiveViewActivity.java
activity/live/DualLiveViewActivity ThreeEyes.java
activity/live/DualLiveViewModel.java
activity/live/DualLiveViewModel ThreeEyes.java
activity/live/LiveViewActivity.java
activity/live/SpliceLiveViewActivity.java
activity/live/dualfragment/DualSecondTabFragment.java
activity/live/dualfragment_three_eyes/DualSecondTabFragm
ent Three_Eyes.java
activity/live/fragment/SecondTabFragment.java
activity/live/splicefragment/SpliceThirdTabFragment.java
activity/setting/AdjustVMDActivity.java
activity/setting/AlarmActionActivity.java
activity/setting/AlarmManageAndNotiActivity.java
activity/setting/AlarmVoiceTypeActivity.java
activity/setting/AudioSettingActivity.java
activity/setting/DevicelnfoActivity.java
activity/setting/EditPushNameActivity.java
activity/setting/EmailSettingActivity.java
activity/setting/PushlinstructionsActivity.java
activity/setting/SettingActivity.java
activity/setting/SystemSettingActivity.java
activity/setting/TimeSettingActivity.java
activity/setting/VideoSettingActivity.java
activity/setting/WiFiSettingActivity.java
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activity/setting/WifiSetToDeviceActivity.java
activity/video/PlaybackDualLocalActivity.java
activity/video/PlaybackDualLocalActivity_ThreeEyes.java
activity/video/PlaybackDualLocalActivity ThreeEyes Downlo
ad.java

activity/video/PlaybackLocalActivity.java
activity/video/PlaybackOnlineDualActivity.java
activity/video/PlaybackOnlineDualActivity ThreeEyes.java
activity/video/VideoLocalFragment.java
activity/video/adapter/VideolnfoAdapter.java
base/CrashHandler.java

base/HiFragment. java

base/HiLandScapeActivity.java

base/Memorylnfo.java

base/MyApplication.java

bean/MyCamera.java
cn/bingoogolapple/qrcode/core/BGAQRCodeUtil.java
cn/hichip/zbar/CameraConfiguration.java
cn/hichip/zbar/CameraManager.java
cn/hichip/zbar/utils/HiLog.java
cn/hichip/zbar/utils/PermissionUtils.java
cn/hichip/zbar/view/CTextView.java
com/abc_19do/abc_19do/abc_19do/abc_19do/e.java
com/abc_19do/abc_19do/abc_19do/abc_19do/g.java
com/abc_19do/abc_19do/abc_19do/abc_19do/h.java
com/abc_19do/abc_19do/abc_19do/abc_19do/j.java
com/abc_19do/abc_19do/abc_19do/abc_19do/k java
com/bdf 19do/bdf 19do/bdf 19do/bdf 19do/bdf 19do/a.ja
va

com/bdf 19do/bdf 19do/bdf 19do/bdf 19do/bdf 19do/h.ja
va

com/bdf 19do/bdf 19do/bdf 19do/bdf 19do/bdf 19do/ijav
a

com/bdf 19do/bdf 19do/bdf 19do/bdf 19do/bdf 19do/k ja
va

com/bdf_19do/bdf_19do/bdf_19do/bdf_19do/bdf 19do/Ijav
a

com/contrarywind/view/WheelView.java
com/dasu/blur/BlurHelper.java
com/dasu/blur/BlurTask java
com/hichip/NVR/HiINVRDev.java
com/hichip/NVR/content/HiChipNVRDefines.java
com/hichip/NVR/content/HiNVRCommandFunction.java
com/hichip/base/HilLog.java
com/hichip/base/LogUtils.java
com/hichip/coder/H265Decoder.java
com/hichip/content/HiChipDefines.java
com/hichip/content/HiCommandFunction.java
com/hichip/control/HiCamera.java
com/hichip/control/HiCloud java
com/hichip/control/HiGLMonitor.java
com/hichip/control/HiGLRender.java
com/hichip/control/HiPlayBackFastSDK java
com/hichip/data/DownloadBuffer.java
com/hichip/data/FrameQueue.java
com/hichip/data/HiAudioPlay.java
com/hichip/data/HiAudioRecord.java
com/hichip/data/HiDevicelnfo.java
com/hichip/data/Oss2File.java
com/hichip/getuid/HiUID.java
com/hichip/push/HiPushSDK java
com/hichip/sdk/HiChipP2P.java
com/hichip/sdk/HiChipSDK java
com/hichip/sdk/HiManagelLib.java
com/hichip/sdk/HiPlayLocalDualSDK java
com/hichip/sdk/HiPlayLocalSDK java
com/hichip/sdk/HiPlayOSSDualSDK java
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CWE: CWE-532: 183 H
TCXHRIERERE
OWASP MASVS: MST
G-STORAGE-3

com/hichip/sdk/HiPlayOSSSDK java
com/hichip/sdk/PlayDualLocal.java
com/hichip/sdk/PlayLocal.java
com/hichip/tools/HiCloudSDK java
com/hichip/tools/HiCustomHttp.java
com/hichip/tools/HiGetSIM java
com/hichip/tools/HiLitosSDK java
com/hichip/tools/HiSearchSDK java
com/hichip/tools/HiSinVoiceData.java
com/hichip/tools/HiWriteUIDSDK java
com/hichip/tools/PlayLocalFile.java
com/hichip/widget/photoview/PhotoViewAttacher.java
com/hichip/widget/photoview/log/LoggerDefault.java
com/kwai/library/ipneigh/KwailpNeigh.java
com/libra/sinvoice/LogHelper.java
com/libra/sinvoice/PcmPlayer.java
com/libra/sinvoice/SinVoicePlayer.java
com/nineoldandroids/animation/PropertyValuesHolder.java
com/opengles/sdk/testopengl.java
com/scwang/smartrefresh/layout/SmartRefreshLayout.java
com/tencent/a/a/a/a/b.java
com/tencent/a/a/a/a/c.java
com/tencent/a/a/a/a/d.java
com/tencent/a/a/a/a/e java
com/tencent/a/a/a/a/h.java
com/xiaomi/miui/pushads/sdk/MiPushRelayTraceService.jav
a

com/xiaomi/miui/pushads/sdk/j.java
com/xiaomi/miui/pushads/sdk/k.java
com/xiaomi/miui/pushads/sdk/I.java
common/CommandFunction.java
common/Constant.java
common/MyLiveViewGLMonitor.java
common/MyPlaybackGLMonitor.java
common/MyPlaybackSpliceGLMonitor.java
common/SpliceViewGLMonitor.java
common/log/SimpleLogger.java
custom/CircleView.java
custom/HackyViewPager.java
custom/HumanRectView.java
custom/LoopViewPager.java
custom/MyReboundScrollView.java
custom/SuspensionFrameView.java
custom/drawlayout/CustomViewBehind.java
custom/drawlayout/MResource java
custom/pageloading/ChrysanthemumView.java
custom/stickygridview/NativelmagelLoader.java
custom/swipelistview/SwipeMenuLayout.java
jxl/biff/formula/Yylex.java

jxl/demo/CSV java

jxl/demo/Demo.java

jxl/demo/Escher.java
jxl/demo/EscherDrawingGroup.java
jxl/demo/Features.java

jxl/demo/Formulas.java

jxl/demo/Write java

jxl/demo/WriteAccess.java

jxl/demo/XML java
liteos/OSPlaybackFastOnlineDualActivity.java
liteos/OSPlaybackOnlineActivity.java
liteos/OSPlaybackOnlineDualActivity.java
liteos/OSTimePlaybackDualFragment.java
liteos/OSTimePlaybackDualFragment_New.java
liteos/OSTimePlaybackNewFragment.java
liteos/adapter/NormalDecoration.java
liteos/addCamera/ChoiceSoundWaveOrAPActivity.java
liteos/addCamera/ConfigWirelessInforActivity.java
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liteos/addCamera/ConnectApActivity.java
liteos/addCamera/InputUIDActivity.java
liteos/addCamera/OSAPConnectActivity.java
liteos/addCamera/OSAddAndConfigWiFiActivity.java
liteos/addCamera/OSAddCameraActivity.java
liteos/addCamera/OSConfigWiFiToDeviceTwoActivity.java
liteos/addCamera/OSSelectDevHotSpotActivity.java
liteos/addCamera/OSSoundWavesConfigActivity.java
liteos/live/OSDualLiveViewActivity.java
liteos/live/OSLiveViewActivity.java
liteos/live/OSLiveViewActivity Transition.java
liteos/osUtils/WiFiAdmin.java
liteos/ossetting/LiteOsSettingActivity.java
liteos/ossetting/OSAddAlarmTimeDomainActivity.java
liteos/ossetting/OSAlarmManageAndNotiActivity.java
liteos/ossetting/OSPlanAlarmAdvancedActivity.java
liteos/ossetting/OSPlanAlarmDetailActivity.java
liteos/ossetting/OSPlanVideoActivity.java
liteos/ossetting/OSSettingActivity.java
liteos/ossetting/ServerSettingActivity.java
main/CameraFragment.java
main/GroMore/BDSDKConfigAdapter.java
main/GroMore/BDSDKSplashAdapter.java
main/GroMore/CustomerSplashAdapter.java
main/GroMore/TTAdManagerHolder.java
main/MainActivity.java
main/NVR/Setting/NVRChnVideoSettingActivity.java
main/NVR/Setting/NVRDeviceChniInfoActivity.java
main/NVR/Setting/NVRDevicelnfoActivity.java
main/NVR/Setting/NVRSettingActivity.java
main/NVR/Setting/NVRSettingAlarmActivity.java
main/NVR/Setting/NVRSettingChnActivity.java
main/NVR/Setting/NVRSettingChnAlarmActivity.java
main/NVR/Setting/NVRSettingDiskinfoActivity.java
main/NVR/Setting/NVRSettingTimeActivity.java
main/NVR/Setting/NVRShareChnSettingActivity.java
main/NVR/Setting/NVRShareSettingActivity.java
main/NVR/Video/NVRPlaybackOnlineActivity.java
main/NVR/Video/NVRRecordingListActivity.java
main/NVR/Video/PlaybackNVRLocalActivity.java
main/NVR/View/TimeLineNVR java
main/NVR/adapter/CameraNVRBigAdapter.java
main/NVR/adapter/CameraNVRSmallAdapter.java
main/NVR/live/LiveViewNVRActivity.java
main/NVR/live/Single/LiveViewSingleNVRActivity.java
main/NVR/live/Single/SingleNVRfragment/SecondSingleNVR
TabFragment.java
main/NVR/live/nvrvideofragment/FourVideoTabFragment.ja
va
main/NVR/live/nvrvideofragment/FourVideoTabFragment_N
ew.java
main/NVR/timeaxis/NVRTimePlaybackNewFragment.java
main/SplashActivity2.java
main/adapter/CameraltemBigAdapter.java
main/adapter/CameraltemSmallAdapter.java
main/adapter/CameralListSmallAdapter.java
main/live4/CameraPoorActivity.java
main/live4/FourCameraliveActivity.java
main/live4/LandLiveActivity.java
main/live4/LandLiveSpliceActivity.java
main/live4/LandLiveViewModel.java
main/live4/OSLandLiveActivity.java
main/live4/SetFourPicCameraActivity.java
org/dom4j/DocumentException.java
org/dom4j/io/DOMWriter.java
org/dom4j/io/SAXHelper.java
org/greenrobot/eventbus/Logger.java
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org/greenrobot/eventbus/util/ErrorDialogConfig.java
org/greenrobot/eventbus/util/ErrorDialogManager.java
org/greenrobot/eventbus/util/ExceptionToResourceMapping

Jjava

org/litepal/crud/SaveHandler.java

org/litepal/util/LogUtil.java

org/litepal/util/cipher/AESCrypt.java
org/mozilla/universalchardet/UniversalDetector.java
pub/devrel/easypermissions/EasyPermissions.java

push/MzPushReceiver.java
repackage/Repackage.java

service/DeleteCloudCacheFileService java
service/LiteosConnectService.java
service/MyHonorMsgService.java
service/QueryDevStatusService.java

service/WakeUpDevService.java

timeaxis/FilePlaybackFragment.java
timeaxis/SingleSDPicActivity.java
timeaxis/SpliceFilePlaybackFragment.java
timeaxis/TimePlaybackDualFragment.java
timeaxis/TimePlaybackDualFragment_Three_Eyes.java
timeaxis/TimePlaybackNewFragment.java
timeaxis/TimePlaybackSpliceFragment.java
timeaxis/calender/CalendarGridViewAdapter.java
timeaxis/calender/MyPagerAdapter.java

timeaxis/view/TimeLineNew.java
utils/Base64Utils.java
utils/FileHelper.java
utils/FileSizeUtils java
utils/HiLogcatUtil java
utils/HiTools java
utils/NotchUtil java
utils/SharePreUtils.java
utils/SystemUstils.java
utils/TimeUtil java
utils/WifiAdmin.java
utils/WifiBroadcastReceiver.java
zbar/QRCodeScanActivity.java
zbar/QRZXBScanActivity.java
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CWE: CWE-276: BRIAIR
PRANLERS

OWASP Top 10: M2: |

nsecure Data Storage

OWASP MASVS: MST

G-STORAGE-2

activity/FishEye/FishEyeActivity.java
activity/WallMounted/WallMountedActivity.java
activity/cloud/buy/BuyRecordingFragment.java
activity/live/DualLiveViewActivity.java
activity/live/DualLiveViewActivity ThreeEyes.java
activity/live/LiveViewActivity.java
activity/live/SpliceLiveViewActivity.java
activity/live/dualfragment/DualFirstTabFragment.java
activity/live/dualfragment_three_eyes/DualFirstTabFragment
_Three Eyes.java
activity/live/fragment/FirstTabFragment.java
base/CrashHandler.java
cn/hichip/zbar/utils/GetPathFromUri.java
com/hichip/control/HiCamera.java
com/hichip/getuid/HiUID.java
com/ss/android/downloadlib/addownload/il java
com/ss/android/downloadlib/addownload/t.java
com/ss/android/downloadlib/e/nr.java
com/tencent/a/a/a/a/b.java
common/HiDataValue.java
liteos/ShareQRCodeActivity.java
liteos/live/OSDualLiveViewActivity.java
liteos/live/OSLiveViewActivity.java
liteos/live/dualfragment/OSDualFirstTabFragment.java
liteos/live/fragment/OSFirstTabFragment.java
main/MainActivity.java
main/NVR/live/LiveViewNVRActivity.java
main/NVR/live/Single/LiveViewSingleNVRActivity.java
main/NVR/live/Single/SingleNVRfragment/FirstSingleNVRTa
bFragment.java
main/NVR/live/nvrfragment/FirstNVRTabFragment.java
main/live4/FourCameraliveActivity.java
main/live4/LandFishEyeActivity.java
main/live4/LandLiveActivity.java
main/live4/LandLiveSpliceActivity.java
main/live4/LandWallMountedActivity.java
main/live4/OSLandLiveActivity.java
org/litepal/LitePal.java
org/litepal/tablemanager/Connector.java
utils/HiTools.java

zbar/QRZXBScanActivity.java

R R RS QLite o
; SQLES. [EIASQLERAIChRSH
vy FEa=E S Lt }ﬁﬁ

=EHNIIERHE

CWE: CWE-89: SQL#p
SHERRMSIRTREE
MAEAES ('SQLiE
N)

OWASP Top 10: M7: C
lient Code Quality

com/ss/android/downloadlib/ql/zc.java
common/DatabaseHelper.java
common/DatabaseManager.java
org/litepal/LitePal.java
org/litepal/crud/DataSupport.java
org/litepal/tablemanager/AssociationCreator.java
org/litepal/tablemanager/Generator.java
org/litepal/util/DBUtility.java

utils/HiTools.java

iz EWorld Writable, {FEEH

g EIWAS

g
@

CWE: CWE-276: ERAY
PRALERf

OWASP Top 10: M2: |
nsecure Data Storage
OWASP MASVS: MST
G-STORAGE-2

utils/SharePreUtils.java
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i EWorld Readable EIY

=1 BT 3

Tt
@k

CWE: CWE-276: ZRIAIY
PRANIER

OWASP Top 10: M2: |

nsecure Data Storage

OWASP MASVS: MST

G-STORAGE-2

com/hichip/base/HiSharePreUtils.java
utils/SharePreUtils.java

6 IPsAEHEE
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CWE: CWE-200: {S5itt
OWASP MASVS: MST
G-CODE-2

account/AccountActivity.java
account/LoginActivity.java
account/RegisterActivity.java
account/ResetPswActivity.java
activity/ShareSettingActivity.java
activity/addCamera/APLANSearchCameraActivity.java
activity/addCamera/AddCameraActivity.java
activity/addCamera/LANSearchCameraActivity.java
activity/addCamera/OsApPhoneWiFiListActivity.java
activity/addCamera/SelectUseOrNewDeviceActivity.java
activity/cloud1/fragment/CommodityListGoogleFragment.ja
va

activity/setting/AlarmActionActivity.java
activity/setting/AlarmManageAndNotiActivity.java
activity/setting/ChooseDNSTypeActivity.java
activity/setting/DevicelnfoActivity.java
activity/setting/SettingActivity.java
bean/MyCamera.java
com/hichip/push/HiPushSDK java
com/hichip/sdk/HiPlayOSSDualSDK java
com/hichip/sdk/HiPlayOSSSDK java
com/ss/android/download/api/constant/BaseConstants.java
com/ss/android/downloadlib/e/t.java
common/Constant.java
common/DatabaseManager.java
common/HiDataValue.java
liteos/OSTimeAxisActivity.java
liteos/addCamera/ConnectApActivity.java
liteos/addCamera/OSAPConnectActivity.java
liteos/addCamera/OSAddCameraActivity.java
liteos/addCamera/OSConfigWiFiToDeviceTwoActivity.java
liteos/addCamera/OSLANSearchCameraActivity.java
liteos/live/OSDualLiveViewActivity.java
liteos/live/OSLiveViewActivity.java
liteos/ossetting/OSAlarmManageAndNotiActivity.java
liteos/ossetting/OSSettingActivity.java
main/CameraFragment.java
main/NVR/Setting/NVRDeviceChniInfoActivity.java
main/NVR/Setting/NVRDevicelnfoActivity.java
main/NVR/Setting/NVRSettingActivity.java
main/NVR/Setting/NVRSettingAlarmActivity.java
main/NVR/Setting/NVRSettingChnActivity.java
main/NVR/Setting/NVRSettingChnAlarmActivity.java
main/NVR/Setting/NVRShareChnSettingActivity.java
main/NVR/Setting/NVRShareSettingActivity.java
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CWE: CWE-330: fSEfA~

activity/addCamera/DevScanQRActivity.java
activity/addCamera/TakeNameToCamActivity.java
com/abc_19do/abc_19do/abc_19do/abc_19do/m.java
com/bdf 19do/bdf 19do/bdf 19do/bdf 19do/bdf 19do/m.ja
va

FEOAIBENEL com/scwang/smartrefresh/header/FunGameBattleCityHeade
OWASP Top 10: M5: | rjava
7 nsufficient Cryptograp | com/scwang/smartrefresh/header/TaurusHeader.java
hy com/scwang/smartrefresh/header/storehouse/StoreHouseB
OWASP MASVS: MST arltem.java
G-CRYPTO-6 common/Constant.java
liteos/addCamera/OSSoundWavesConfigActivity.java
utils/WXKJRequestBodyUtil java
zbar/QRCodeScanActivity.java
zbar/QRZXBScanActivity.java
account/bean/LoginBean.java
account/bean/LoginBeanResp.java
activity/addCamera/ConfigWiFiToDeviceTwoActivity.java
activity/cloud/bean/GetOrderRes.java
activity/cloud/bean/OrderQueryResp.java
activity/cloud1/bean/CreateGoogleOrderReq.java
CWE: CWE-312: B3Z#F | com/hichip/sdk/HiPlayOSSDualSDK java
EEURYER com/hichip/sdk/HiPlayOSSSDK java
8 OWASP Top 10: M9: R | com/hichip/tools/HiConfig.java
everse Engineering common/Constant.java
OWASP MASVS: MST common/DatabaseHelper.java
G-STORAGE-14 common/DatabaseManager.java
liteos/addCamera/OSConfigWiFiToDeviceTwoActivity.java
liteos/osUtils/WiFiAdmin.java
org/litepal/util/cipher/CipherUtil java
push/PushConstants.java
utils/WXKJRequestBodyUtil.java
utils/WifiAdmin.java
CWE: CWE-327: fEfE
praseazeealivi
BEEE
9 S:l\J/fAﬁSc‘:eTw?%:yoﬁt';A;r.alp account/AccountActivity.java
hy
OWASP MASVS: MST
G-CRYPTO-4
10 5L Pinnin OWASP MASVS: MST | activity/cloud/re/BaseRetrofit java
G-NETWORK-4
11 =5 OWASP MASVS: MST activity/cloud/buy/BuyRecordingFragment.java

G-STORAGE-10
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CWE: CWE-327: /E
IR E IR BRI
EFEX
e _ OWASP Top 10: M5: | . . .
12 {FHEENEExL =) nsufficient Cryptograp activity/cloud/utils/DesUtils java
hy
OWASP MASVS: MST
G-CRYPTO-4
CWE: CWE-649: {f&&fiT
IEEEINEZ 2R
PR RS PKC S 5/PKCS éﬁg’fﬁﬁ%ﬁﬁfl
13 R TCBC NE=E| o | Bfg nsufficient%ryp.togr.ap activity/cloud/utils/DesUtils java
racleIffi. hy
OWASP MASVS: MST
G-CRYPTO-3
. N i . CWE: CWE-73: Jh&Bts activity/setting/AgreementActivity.java
a3 AS RS
14 WebView RiamAT ¥l B SRR activity/setting/PushinstructionsActivity.java
CWE: CWE-327: [E
[aseEeealiviig
EEEE
15 SHA-12 TAZ oSS OWASP Top 10: M5:1 1 i1 \xKIRequestBody Util java
nsufficient Cryptograp
hy
OWASP MASVS: MST
G-CRYPTO-4
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True True Full RELRO No N False Fal
info info info ne on se
TIHEIE BATHHEN R | HHEENRETSER info | e IS S IERES.
"E 7 NX LRI —MEEE RELRO, RELROHHREG | — inf | NINEIREERE TERT glibc RYE
I, Xtr& B, LMFEaiiEd OT A"=HEZZBENE | B o WAZSEREL (W strcpy, get
ENGERE | REHBUIEAERESTX | LF DHEESEhsEE | # = | s%) METXRHEE, R | &
AT, BE. XHFLAEE | o S RELROH, B | X B | #RiF%EL -D_FORTIFY _SOURC | &
FERGE | EREREIZAEBGE | 4 GOT (.got#l.gotp | 14 Bl | E=2 RINEREL. X MaExs )
EANR shell | HEIBEAIFEEAERIG It B #mCAREE 2 X | F Dart/Flutter EEASERA 2|
code AAH, | MizsH . =] (s
. 7. o3 2
1 arm64-v8a/libblur.so = =
1= o3
17 =1
) R
" U
S N
iz P
7 AT
R | H
PAT
H
True True Full RELRO No N True Fal
info info info ne on | info se
TSz BATHEN R | HHEENRETEER info | e THHISFELA I INEREL [
RET NX LFIT—M&IEE | RELRO, RELROFHRG | — inf | vsnprintf_chk’,'_strlen_chk’,
fil. Xing& | B, LMEESWEH | OT A2ESFWENE | # o | '_memcpy chk’,' _memmo
ERNEFRHE IREREHHAHE PX LF TS isEes il — | ve chkl] s
AT, BE. XHFLAEE | . S RELROH, # | X bEis =
FERGEE | EREREIZAEBGE | 4 GOT (got#l.gotp | 4 il )
EANR shell | HEIBEAFEEAERIG It &) HmC/REE = X A
code AHTH, | MEH o =] {as
. 7. o3 2
2 arm64-v8a/libdevinfo.so = =
= o3
17 =1
9] R
" U
= N
fiz:4 P
= AT
R | H
PAT
H
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True True Full RELRO No N False Fal
info info info ne on se
TSz BATHHEN R | HHEENRETEER info | e THEIUR B INEIRE.
RET NX EAINT—MEEE | RELRO, RELROHHRG | — inf | NNEIRSERE TERT glibe RYE
i, XhR& B, LMEFesmat | OT AsESZBENE | ¥ o | WAZLEREL (40 strcpy, get
ENGERE | REHBIEAERESSX | LF SHEESEdhsEE | # = | s%) MNELXRHEE, R | &
AT, BE. XHALUEY | . AR RELROH, B | X ¥ | 4miF%EIE -D_FORTIFY SOURC | &
FERGE | EREREIZABGE | 4 GOT (.got#l.gotp | 14 Bl | E=2 RINEREL. X MaERT )
EANR shell | HEIBEMFEMERG | It ) RINCAREE 2 X | F Dart/Flutter EEANER 2|
code AATH, | MizsH . =] (s
. 7. &’ 2
arm64-v8a/libEncMp4.so = =
1= o3
7 =
) R
e U
S N
24 P
7 AT
R | H
PAT
H
True True Full RELRO No N False Fal
info info info ne on se
TSI BATHHEN R | HHEENRETEER info | e TR B INEIRE.
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7 =
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H
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True True Full RELRO No N False Fal
info info info ne on se
TIHEI S BATHHENH R | HHEENRETEER info | e IS B IERES.
"E 7 NX ERINT—MEEE RELRO, RELROHHREG | — inf | DNEIREERETERT glibc BYE
I, Xtr& B, LMFEaiiEd OT A"=HEZEBENE | B o WAZLEREL (W strcpy, get
ENERE | REHBIEAGERESSX | LF SHEESEdhsEE | § = | s%) MNELXRHEE, R | &
ARETHAT, BE. XHFALAET | o S RELROH, B | X B | 4RiF%E -D_FORTIFY SOURC | &
FERGE | EREREIZABGE | 4 GOT (.got#l.gotp | 14 Bl | E=2 RINEREL. X MaExT )
EANR shell | HEIBEAFEEAESRIG It B #mCAREE 2 X | F Dart/Flutter EEASERA B
code AAH, | MizsdH . =] {a
arm64-v8a/libHiChipAndro | 17, s hd
id.so =1 B
1= o3
17 =1
) R
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True True Full RELRO No N False Fal
info info info ne on se
TSz BATHHEN R | HHEENRETSER info | e TR BT INEIREL.
RET NX AT —MEEE | RELRO, RELROHHRG | — inf | NINEIREERE TERT glibc RYE
i, XhR& B, LMFeEStEd | OT AERFRENE | # o | WAZEREL (40 strcpy, get
ENGERE | REHBUIEAERESTX | LF DHEESEhsEE | # = | s%) METXRHEE, R | &
AT, BE. XHALUEY | . SR RELROH, | X ¥ | 4miF%EIE -D_FORTIFY SOURC | &
FERGE | EREREIZABGE | 4 GOT (.got#l.gotp | 14 Bl | E=2 RINEREL. X MaERT )
EANR shell | EIBEMNFEMERG | It FE) RINCAREE 2 X | F Dart/Flutter EEANER 2|
code AAH, | MizsH . =] (s
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True True Full RELRO No N False Fal
info info info ne on se
TSz BATHHEN R | HHEENRETEER info | e THEIUR B INEIRE.
RET NX EAINT—MEEE | RELRO, RELROHHRG | — inf | NNEIRSERE TERT glibe RYE
i, XhR& B, LMEFesmat | OT AsESZBENE | ¥ o | WAZLEREL (40 strcpy, get
ENGERE | REHBIEAERESSX | LF SHEESEdhsEE | # = | s%) MNELXRHEE, R | &
AT, BE. XHALUEY | . AR RELROH, B | X ¥ | 4miF%EIE -D_FORTIFY SOURC | &
FERGE | EREREIZABSE | 4 GOT (.got#l.gotp | 14 Bl | E=2 RINEREL. X MaERT )
EANR shell | HEIBEMFEMERG | It ) RINCAREE 2 X | F Dart/Flutter EEANER 2|
code AATH, | MizsH . =] (s
_— 7. &’ 2
arm64-v8a/libhisdkqgos.so = =
1= o3
7 =
) R
e U
S N
24 P
7 AT
R | H
PAT
H
True True Full RELRO No N False Fal
info info info ne on se
TSI BATHHEN R | HHEENRETEER info | e TR B INEIRE.
RET NX AT —MEEE | RELRO, RELROHHREG | — inf | NNEIRESERE TERT glibc RYE
I, Xtr& B, UMFeaiEat | OT AaE2SREEE | # o | WAZLEREL (40 strcpy, get
ERNERH IREREHEAGE SRR | LF TsedhiEs | & Z | s %) MEMXKEERE, F8 | &
AT, BE. XEALUEY | . SR RELROH, | X ¥ | 4miF%EIE -D_FORTIFY_SOURC | &
HEWIEE EREOREZBIIGE | 4 GOT (.got#l.gotp | 44 | E=2 RINERE. MEENT =)
EANR shell | HEIBEMNFEMERG | It ) RINCARE B4 3 | F Dart/Flutter BEANEFT =2
code AATH, | MizsH . =] {as
L 7. i’ 2
arm64-v8a/libhiwriteuid.so = =
= 2
7 =
D) R
S U
= N
iz P
7 AT
R | H
PAT
H
ASANPES 2] 275, i BAZ B AN R, 15 S B B R AT AT PR B LA AR B F2171/4L4171
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True True Full RELRO No N False Fal
info info info ne on se
ISz BATHHENH R | HHEENRETEER info | e THEIUR BT INERE.
RET NX AT —MEEE | RELRO, RELROHHRG | — inf | NNEIREERE TERT glibc RYE
i, XhR& B, LMFeEStEd | OT AEBEFWENE | # o | WAZLEREL (40 strcpy, get
ENERE | REHBIEAGERESSX | LF SHEESEdhsEE | § = | s%) MNELXRHEE, R | &
AT, BE. XEALUEY | . SR RELROH, B | X ¥ | 4miF%EIE -D_FORTIFY SOURC | &
FERGE | EREREIZAEBGE | 4 GOT (.got#l.gotp | 14 Bl | E=2 RINEREL. X MaExs )
EANR shell | HEIBENFEMERG | It ) RINCAREE 2 X | F Dart/Flutter EEANER B
code AAH, | MizsdH . =] {a
arm64-v8a/libpangleflippe | 17. s hd
d.so =1 B
1= o3
7 =
) R
" U
S N
iz P
7 AT
R | H
PAT
H
True True Full RELRO No N False Fal
info info info ne on se
TSI BATHEN R | HHEENRETEER info | e THEIUR B INEIRE.
RET NX AT —MEEE | RELRO, RELROHHREG | — inf | NNEIRESERE TERT glibc RYE
i, X B, LMEeaat | OT FerEZSINIE | it o | WAZLEREL (40 strcpy, get
ERNERH IREREHEAGE SRR | LF TsohiEs | 4 Z | s %) MENXKEERE, F8 | &
AT, BE. XEALUEY | . AR RELROH, | X ¥ | 4miF%EIE -D_FORTIFY_SOURC | &
HEWEE EREOREZEIIGE | 4 GOT (.got#l.gotp | 44 | E=2 RINERE. sMEExT =)
EANR shell | HEIBENFEMERG | It FE) RINCAREE = 3 | F Dart/Flutter BEANEFT =2
code AAH, | MizsH . =] {as
. 7. i’ 2
arm64-v8a/libsgcore.so = =
= 2
17 =
) R
" U
= N
B P
=7 AT
R | H
PAT
H
ARAUMEE 2] 27, WP S AR A ER A e 5, 3 A I R AR FRATT AT I ok Bl A A 3 $2211/4L4171
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True True Full RELRO No N False Fal
info info info ne on se
TSz BATHHEN R | HHEENRETEER info | e TSI B IERES.
RET NX EAINT—MEEE | RELRO, RELROHHRG | — inf | NNEIRSERE TERT glibe RYE
i, XhR& B, LMEFesmat | OT AsESZBENE | ¥ o | WAZLEREL (40 strcpy, get
ENGERE | REHBIEAERESSX | LF SHEESEdhsEE | # = | s%) MNELXRHEE, R | &
AT, BE. XHFALAEE | o S RELROH, B | X ¥ | 4miF%EIE -D_FORTIFY SOURC | &
FERGE | EREREIZABSE | 4 GOT (.got#l.gotp | 14 | E=2 RINEREYL. XMEEXT )
EANR shell | HEIBEMFEMERG | It ) RINCAREE 2 X | F Dart/Flutter BEANER 2|
code AATH, | MizsH . =] (s
; arm64-v8a/libsinvoice.so 17 g g

1= o3

7 =

) R

e U

S N

24 P

7 AT

R | H

PAT

H
True True Full RELRO No N False Fal
info info info ne on se
TSI BATHEN R | HHEENRETEER info | e TR B INEIRE.
RET NX AT —MEEE | RELRO, RELROHHREG | — inf | NINEIRESEREL TERT glibc RYE
I, Xtr& B, LFeafat | OT ARSI E | it o | WAZLEREL (40 strcpy, get
ERNERH IREREHEAGE SRR | LF TsedhiEs | & Z | s %) MEMXKEERE, F8 | &
AT, BE. XHFLAEE | . S RELROH, # | X ¥ | 4miF%IE -D_FORTIFY_SOURC | &
TS EREOREZBIIGE | 4 GOT (.got#.gotp | 44 | E=2 RINEREY. XMEEXT =)
EANR shell | HEIBEMNFEMERG | It ) RINCARE B4 3 | F Dart/Flutter BEANEFT =2
code AATH, | MizsH . =] {as

l arm64-v8a/libzbar.so 17 g g

= 2

7 =

D) R

S U

= N

iz P

7 AT

R | H

PAT

H
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True True Full RELRO No N False Fal
info info info ne on se
THENE | XANTHENMEER | EHENREREER info | e | THEXMELEHANNEREL.
RET NX ERINT—&EE | RELRO, RELROFHRG | = inf | DNEREHRE TERS glibe AYE
i, Xin& | B LMEesEY | OT FaEsSSZEE | # o | WARZERE (U0 strcpy, get
ENFRE | REMIAGRERX | LF SHEINEREE | B | = | s %) HETREHeE. £8 | &
FETHUT, BE. XHALUBE | o EEERELROH, B | X ¥ | ZRiB%EIN -D_FORTIFY_SOURC | &
EEHEhE | EREREZABOE | A GOT (got#l.gotp | 4 | #l | E=2 RMNEEE. XMEEXS | o
IR shell | RIEEAOSSEEMERIG | It ) HARCARIE i X | F Dart/Flutter EEANEF A
code I, | Mgkt . = %
; arm64-v8a/libzbarjni.so 13 g o
= i’
(F) =1
i3] R
2 U
= N
B P
=7 AT
=®R | H
PAT
H
00 02
223
S i | SR
android.permission.SYSTEM_ALERT WINDOW
android.permission.VIBRATE
android.permission.RECORD _AUDIO
android.permission.CAMERA
android.permission.ACCESS_FINE_LOCATION
EEPMHERSPR | 11/30 | android.permission.ACCESS_COARSE_LOCATION
android.permission.WRITE_SETTINGS
android.permission.READ_PHONE_STATE
android.permission.REQUEST_INSTALL_PACKAGES
android.permission.GET_TASKS
android.permission.WAKE_LOCK
android.permission.CHANGE_WIFI_STATE
android.permission.INTERNET
android.permission.READ_EXTERNAL_STORAGE
android.permission.WRITE_EXTERNAL STORAGE
- android.permission.FLASHLIGHT
HERMIUR 10746 android.zermission.ACCESS_NETWORK_STATE
android.permission.ACCESS_WIFI_STATE
android.permission.CHANGE_NETWORK _STATE
android.permission.ACCESS LOCATION_EXTRA COMMANDS
android.permission.REORDER _TASKS
R SRR 2R,
HEERR: CArRSRHEEIRReR.
@ fk2ASn
t= wE FREIRA EER
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IPHEhE: 118.26.252.209
B FE

Hh: 1EgE

el SR

£5E: 24.913891

435 118.585831

55 SEiE

D

webcast.amemv.com e

Pl 141.144.196.217
B = (FE)

HhEX: =4

1skrs: (RS

£5[E: 52.378502

43[E: 4.899980

&E: Google #E]

mta.oa.com e

iy

IPitiik: 58.222.37.231
Ex: FE

HEEX: #rT

teirta: A

£ 30.293650
£3/%: 120.161583
BE BEiE

wx.88iot.net e

i

IPHett: 20.219.205.9
ER: +E

X ST
h5.m.taobao.com Ze 2 g |

458 32.209366
43E: 119.434372
&5

IPitiik: 20.219.205.9
B +E

HBIX: #rT

tgirts: AU

£51: 30.293650
£3/%: 120.161583
5& BEiE

D

mobilegw.alipaydev.com o

iy

mobilegw.aaa.alipay.net Ze No Geolocation information available.

IPHiIE: 118.26.252.209
ER: +E

HIX: $mT
pay1.hichip.net e 2 tprs: A7

#5E: 30.293650

£2/E: 120.161583
=55 SEithE

IPHitt: 20.219.205.9
B hE

HBRX: ST

$Er: N

£5E: 31.311365
£21E: 120.617691
5 BEiE

il

cpro.baidustatic.com e

mobilegw-1-64.test.alipay.net =z = No Geolocation information available.
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IPiatit: 58.222.37.231
B TE

HX: 2R

by |

£5[E: 22.545673
£2E: 114.068108
EE: 5EiE

rg.hichip.net e

D

IPititiE: 20.219.205.9
B hE

hRe: Jb=

tF: b

£5[E: 39.907501
£27E: 116.397102
¢

ali

api.xmpush.xiaomi.com =z

IPitiik: 58.222.37.231
BER: Hrhm

HBEX: FANKE

gkrts: NI

5[5 1.289987

435 103.850281

&E: Google ithE

iy

register.xmpush.global.xiaomi.com Ze

IPitiE: 20.219.205.9
E=R: BN

WX SnahibERRER
idmb.register.xmpush.global.xiaomi.com =z " b7 b

45fE: 18.519663
4Z[E: 73.854507

&E: Google H#E

IPHtisdit: 20.219.205.9
E=xR: FE

HbRR: T

i SN

58 28.666668
£27E: 121.349998
B =R

D

sf6-ttcdn-tos.pstatp.com e

IPiihiE: 58.222.37.231
B +E

HBEX: T

eirta: 750N

£HRE: 31.311365
£2%: 120.617691
55 2EiE

il

apps.bytesfield-b.com ZE

IPhbtit: 20.219.205.9
ExR: +=E

HoX: ST55

ek &

4B 32.492168
£2RE: 119.910767
B =EtE

p1-Im.adkwai.com e

ali

IPHtitiE: 20.219.205.9
E=xR: TE

HhER: Jte

Ik At

#5E: 39.907501
£2/E: 116397102
BE: SEithE

D

resolver.msg.xiaomi.net Ze
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IPHetik: 13.107.213.74
ER: EFEENE
HbEX: LEBRsTR

Iairh: B

£H[E: 47.682899
FE: -122.120903

&E: Google H#E

iy

schemas.xmlsoap.org ze

IPitbhE: 117.68.38.69
B hE

HhBX: 22

g &

%5 31.650000
£2E: 118.525002
¢

ali

apps.oceanengine.com ze

IPitihit: 222.186.163.82
E=R: 7= (£E)
R =4

Yekrta: PUBHRS

45 52.378502

435 4.899980

B%: Google iHE

iy

fr.register.xmpush.global.xiaomi.com Ze

IPititil: 222.186.163.82
E=: =

HBRR: ST
static.yximgs.com e 2 tirh: BT

45E: 32.209366

4Z[E: 119.434372

=r =

iy

image.cnamedomain.com Ze No Geolocation information available.

IPitiik: 121.228.130.195
ER: =

HBEX: ST

tekrta: 750N

45 31.311365

£3/%: 120.617691

55 BEiE

D

www.toutiaopage.com Ze

1Ptk 8.209.75.120
E=x: &=

HX: 2%
hichippay.net e S tpkTh: SERIAIRK A=A
45RE: 50.110882

4Z[E: 8.681996

&E: Google H#E]

iy

mobilegw.stable.alipay.net Ze No Geolocation information available.

IPHtitk: 27.19.248.202
B hE

bR Jbe

tF: b=

£5[E: 39.907501

£2E: 116.397102
5 BEE

i

www.wxkjwlw.com zZe
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IPHEtiE: 27.19.248.202
B TE

HEX: ST

ek Fru

£5E: 30.293650
#2/E: 120.161583
EE: 5EiE

D

jot.juzi1688.cn e

IPitbhE: 222.186.18.194
B hE

HhEe: S5AHE

$pir: EiR

#5E: 30.583330

425 114.266853

¢

i.snssdk.com Ze

ali

IPititiE: 49.79.233.19
B FE

HBER: ST

I fE

4R 32.030296
£2/E: 120.874779
BE: SEiE

i

apps.samsung.com Ze

|

javax.xml.transform.sax.saxresult Ze No Geolocation information available.

|

javax.xml.transform.dom.domresult Ze No Geolocation information available.

|

new.api.ad.xiaomi.com =% No Geolocation information available.

1Ptk 47.91.141.20
E=: =

Hx: &4
www.hichip.org =e 2 tekrs: &8

4FE: 22.285521
4Z[E: 114.157692
=r=o

IPHtidiE: 23.44.7.208
E=x: BA

HIX: ZRem
www.bea.com T 5 I R

£5[E: 35.689499
2E: 139.692322

&E: Google ithE

IPHetik: 39.108.139.79
ER: +E

HIX: 7R
m2m.zweitx.com Ze 2 $gr: I

&BfE: 22.545673
£27E: 114.068108
=55 SEihE

IPHtidt: 222.186.18.194
B hE

HBRX: ST

$e: $E5T

£5[E: 32.209366

£2E: 119.434372

5 BEiE

apps.bytesfield.com Ze

ali

schemas.openxmlformats.org Ze & No Geolocation information available.
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IPHetik: 23.207.173.215
ExR: AK

X ZRm

5 R

£H[E: 35.689499

28: 139.692322

&E: Google H#E

iy

www.amazon.co.uk e

IPHitit: 118.26.252.220
ER: E

HEE: %

$ers: T

HE: 23.127361

43[8: 113.264572
&E:

Jali

norma-external-collect.meizu.com =%

1Pt 118.26.252.220
B FE

HhER: Jbe

i dbe

£5[E: 39.907501

2E: 116.397102
BE: SEE

i

cn.register.xmpush.xiaomi.com Ze

IPitiE: 58.215.85.78
E=: =

MRS ST

open.e. kuaishou.com =e 2 Yok 55

45E: 31.569349
4Z[E: 120.288788
B8&

IPiitit: 64.190.63.222
WX b3 - RARREA(S
www.openuri.org Ze S I RlpE

4B 50.933346

£2FE: 6.949720

&E: Google #hE]

1Ptk 206.161.233.191
E=R: hE

MR ST
www.chengzijianzhan.com ze = tpkrh: BT

4E: 32.209366

428 119.434372

BE =EE

IPiitit: 222.186.18.199
E=R: = RERE
HOIX: LR

hirh: B

£E[E: 47.682899

£2fE: -122.120903

&E: Google #E]

iy

schemas.microsoft.com e

1Ptttk 206.161.233.191
E=xR: FE

HIRX: &5

o &5

455 22.285521

£2/E: 114.157692

BE: SEiE

i

api-push.in.meizu.com Ze

javax.xml.transform.dom.domsource e = No Geolocation information available.
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IPHEhiE: 54.229.225.161
B BR=

HBEX: EBtEA

tekrta: EBAAMK

£5E: 53.344151

4315 -6.267249

&E: Google H#E

iy

WWW.samsungapps.com ze

IPHtIk: 14.152.79.165
BEER: B HAERFD
HBEX: SR

Yekirs: B

#5785 55.752258
275 37.615471

&E: Google #E]

iy

ru.register.xmpush.global.xiaomi.com Ze

IPHidE: 213.171.195.105

E=R: KRB ER=BETE
HhEX: ZR=

Ipih: RS

£5[E: 51.865681

8. -2.243100

B%: Google iHE

iy

www.andykhan.com Ze

IPHtitik: 112.74.54.37
B E

X 7R
upgrade.hichip.net Ze 2 b7y eS|

£ER: 22.545673
4Z[E: 114.068108
B5E: BEiE

1Pttt 14.152.79.165
E=xR: FE

I 7R

I RE

4R 23.048780
£215: 113.745003
B =R

D

api-push.meizu.com Ze

IPHihiE: 23.235.209.143
B SFIRERE
HBX: FEE I

girs: AT RIS
45 36.837925

£2/%: -76.093918

BE: Google #tE

iy

www.jivesoftware.com =e

iy

javax.xml.transform.sax.saxsource Ze No Geolocation information available.

< otk
[ | ]}
A\ /4

SR RRSS

e 39.108.103.235 account/AccountActivity.java

e 39.108.103.235 account/LoginActivity.java

e 39.108.103.235 account/RegisterActivity.java

e 39.108.103.235 account/ResetPswActivity.java

ARSI 22, W RARBCECEAT A R, 3 B Ik 2R AT TEAT I B s L b A 2 553001 /4L41 7T



A T 1R W B K —— R B & & T B A A B Rk
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e 120.24.179.113

activity/ShareSettingActivity.java

e 192.168.55.1

activity/addCamera/AddCameraActivity.ja
va

e 192.168.55.1

activity/addCamera/APLANSearchCamera
Activity.java

e 192.168.55.1

activity/addCamera/LANSearchCameraAct
ivity.java

e 192.168.55.1

activity/addCamera/OsApPhoneWiFiListAc
tivity.java

e 192.168.55.1

activity/addCamera/SelectUseOrNewDevic
eActivity.java

e http://pay1.hichip.net/

activity/cloud/api/ApiFactory.java

e http://hichippay.net/

activity/cloud/api/GoogleApiFactory.java

e http://rg.hichip.net/

activity/cloud/api/UserApiFactory.java

e 8.209.77.99

activity/cloud1/fragment/CommodityListG
oogleFragment.java

e http://www.hichip.org/camhipro_privacy ch.html
o http://www.hichip.org/camhipro_privacy en.html
e http://www.hichip.org/camhipro_service_ch.html
e http://www.hichip.org/camhipro_service_en.html

activity/setting/AgreementActivity.java

e 120.24.179.113

activity/setting/AlarmActionActivity.java

e 120.24.179.113

activity/setting/AlarmManageAndNotiActi
vity.java

e http://upgrade.hichip.net/goke update.html
e 120.24.179.113

activity/setting/DevicelnfoActivity.java

e 120.24.179.113

activity/setting/SettingActivity.java

e http://upgrade.hichip.net/goke_update.html

activity/setting/SystemSettingActivity.java

e 120.24.179.113

bean/MyCamera.java

e 2113

com/byted/live/api/BuildConfig.java

® 47.91.149.233

com/hichip/push/HiPushSDK java

e 120.24.156.39
e 39.98.69.40
e 8.209.77.99

com/hichip/sdk/HiPlayOSSDualSDK java

e 120.24.156.39
e 39.98.69.40
e 8.209.77.99

com/hichip/sdk/HiPlayOSSSDK java

e http://oss-cn-shanghai.aliyuncs.com
e http://oss-demo.aliyuncs.com:23450
o http://*.*.***/sts/getsts

com/hichip/tools/HiConfig.java

e https://i.snssdk.com/

com/ss/android/downloadad/api/constan
t/AdBaseConstants.java
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https://www. zhihuaspace. cn: 8888

https://sf6-ttcdn-tos.pstatp.com/obj/ad-tetris-site/personal-privacy-page.html

com/ss/android/downloadlib/addownload
/compliance/AppPrivacyPolicyActivity.java

e https://apps.bytesfield.com
e https://apps.bytesfield-b.com

com/ss/android/downloadlib/addownload
/compliance/fy.java

e www.chengzijianzhan.com
e www.toutiaopage.com/tetris/page
o https://apps.oceanengine.com/customer/api/app/pkg_info?

com/ss/android/downloadlib/addownload
/compliance/zc.java

e https://www.samsungapps.com/appquery/appdetail.as?appid=

com/ss/android/downloadlib/e/t.java

e http://192.168.55.1:15555/liteos/param.cgi?cmd=getdevinfo

o 47.244.132.22

e 47.52.116.220

e 47.106.188.83

e 39.105.189.23

e http://192.168.55.1:15555/liteos/param.cgi?cmd=setsysmode&-mode=18&
e http://47.90.64.173:20016/app?method=wakeup8uid=

e http://47.90.2.43:20016/app?method=wakeup&uid=

e http://192.168.55.1:15555/liteos/param.cgi?cmd=setwifiinfo&-ssid=

common/Constant.java

e 120.24.179.113

common/DatabaseManager.java

e 120.24.179.113
e 14.29.192.146
e 47.57.1.107

e 47.56.201.148
e 47.242.111.189
e 47.243.32.110
e 47.243.201.95
e 47.52.128.161
e 47.57.187.85

e 8.210.244.48
e 47.243.30.224
e 47.242.178.139

common/HiDataValue.java

e http://www.andykhan.com/jexcelapi/index.html

jxlI/demo/ReadWrite.java

e http://www.andykhan.com/jexcelapi

e http://www.amazon.co.uk/exec/obidos/asin/0571058086/qid=1099836249/sr=1-3/ref=sr 1 11 _3/202-
6017285-1620664

e http://www.amazon.co.uk/exec/obidos/asin/0571058086qid=1099836249/sr=1-3/ref=sr 1_11_3/202-
6017285-1620664

jxI/demo/Write. java

e http://www.andykhan.com/jexcelapi/index.html

jxl/read/biff/HyperlinkRecord.java

e http://iotjuzi1688.cn/dist/#/info?iccid=
e http://m2m.zweitx.com/dist/#/info?iccid=
o https://www.wxkjwlw.com/wechat/carddetail/

liteos/OSAlarmLogFragment.java
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https://www. zhihuaspace. cn:8888

http://iot.juzi1688.cn/dist/#/info?iccid=
http://m2m.zweitx.com/dist/#/info?iccid=
https://www.wxkjwlw.com/wechat/carddetail/

liteos/OSFilePlaybackFragment.java

192.168.55.1

liteos/OSTimeAxisActivity.java

http://iot.juzi1688.cn/dist/#/info?iccid=
http://m2m.zweitx.com/dist/#/info?iccid=
https://www.wxkjwlw.com/wechat/carddetail/

liteos/OSTimePlaybackNewFragment.java

192.168.55.1 liteos/addCamera/ConnectApActivity.java

192.168.55.1 liteos/addCamera/OSAddCameraActivity.j
ava

192.168.55.1 liteos/addCamera/OSAPConnectActivity.ja
va

192.168.55.1 ||teos/a'd<-:IC§mera/OSConfnngF|ToDeV|ce
TwoActivity.java

192.168.55.1 liteos/addCamera/OSLANSearchCameraA

ctivity.java

http://iot.juzi1688.cn/dist/#/info?iccid=
http://m2m.zweitx.com/dist/#/info?iccid=
192.168.55.1
https://www.wxkjwlw.com/wechat/carddetail/

liteos/live/OSDualLiveViewActivity.java

http://iot.juzi1688.cn/dist/#/info?iccid=
http://m2m.zweitx.com/dist/#/info?iccid=
192.168.55.1
https://www.wxkjwlw.com/wechat/carddetail/

liteos/live/OSLiveViewActivity.java

http://iot.juzi1688.cn/dist/#/info?iccid=
http://m2m.zweitx.com/dist/#/info?iccid=
https://www.wxkjwlw.com/wechat/carddetail/

liteos/live/OSLiveViewActivity Transition.ja
va

http://upgrade.hichip.net/goke update.html

liteos/ossetting/LiteOsSettingActivity.java

120.24.179.113

liteos/ossetting/OSAlarmManageAndNoti
Activity.java

http://iot.juzi1688.cn/dist/#/info?iccid=
http://m2m.zweitx.com/dist/#/info?iccid=
192.168.55.1

120.24.179.113
https://www.wxkjwlw.com/wechat/carddetail/

liteos/ossetting/OSSettingActivity.java

http://iot.juzi1688.cn/dist/#/info?iccid=
http://m2m.zweitx.com/dist/#/info?iccid=
https://www.wxkjwlw.com/wechat/carddetail/
http://wx.88iot.net/query?iccid=
http://iot.juzi1688.cn/wwhl/api/v3/getcardinfo
39.108.103.235

192.168.55.1

http://www.wxkjwlw.com/api/v2/card/getcardsinfonew

main/CameraFragment.java

http://upgrade.hichip.net/goke_update.html
120.24.179.113

main/NVR/Setting/NVRDeviceChnInfoActi
vity.java

http://upgrade.hichip.net/goke_update.html
120.24.179.113

main/NVR/Setting/NVRDevicelnfoActivity.j
ava
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https://www. zhihuaspace. cn: 8888

e 120.24.179.113

main/NVR/Setting/NVRSettingActivity.java

e 120.24.179.113

main/NVR/Setting/NVRSettingAlarmActivi
ty.java

e 120.24.179.113

main/NVR/Setting/NVRSettingChnActivity.
java

e 120.24.179.113

main/NVR/Setting/NVRSettingChnAlarmA
ctivity.java

e http://upgrade.hichip.net/goke update.html
e 120.24.179.113

main/NVR/Setting/NVRShareChnSettingA
ctivityjava

e 120.24.179.113

main/NVR/Setting/NVRShareSettingActivit
y.java

e http://org.dom4j.io.doucmentsource/feature

org/dom4j/io/DocumentSource.java

e http://www.andykhan.com/jexcelapi

e http://m2m.zweitx.com/dist/#/info?iccid=

e http://union.baidu.com/

e http://oss-cn-**** aliyuncs.com',or

e http://image.cnamedomain.com'!

e http://www.hichip.org/camhipro_privacy en.html

e 113.142.45.79

e http://192.168.55.1:15555/liteos/param.cgi?cmd=setwifiinfo&-ssid=

e https://p1-Im.adkwai.com/udata/pkg/ks-android-ksadsdk/adlive/ks_so-adlivearm64v8arelease-3.3.44.
2-e8fbb3a5f8-666.apk

e 203.107.1.1

e https://webcast.amemv.com/falcon/webcast_douyin/page/recharge v1/index.html
e http://47.90.2.43:20016/app?method=wakeup&uid=

e https://mobilegw.alipay.com/mgw.htm

e 47.57.187.85

e 180.153.8.53

e 8.210.244.48

e http://*.*.***/sts/getsts

e https://www.samsungapps.com/appquery/appdetail.as?appid=

e http://www.openuri.org/fragment

e 127.0.0.1

e http://www.hichip.org/camhipro_service_en.html

e https://cpro.baidustatic.com/cpro/logo/sdk/mob-adicon_2x.png

e https://static.yximgs.com/udata/pkg/ks-android-ksadsdk/ks _so-appstatusarm64v8arelease-3.3.14.apk
e https://p1-Im.adkwai.com/udata/pkg/ks-android-ksadsdk/adlive/ks_so-adlivearmeabiv7arelease-3.3.4
4.2-e8fbb3a5f8-666.apk

e 47.242.111.189

e http://iot.juzi1688.cn/dist/#/info?iccid=

e 47.52.128.161

e 10.244.63.112

e http://javax.xml.transform.sax.saxsource/feature

e https://apps.oceanengine.com/customer/api/app/pkg_info?

e http://www.openuri.org/2002/04/soap/conversation/

e 3.003

e javascript:handlemessagefromnative

e 103.7.30.94

e http://www.jivesoftware.com/xmlins/xmpp/properties

e https://p1-Im.adkwai.com/udata/pkg/ks-android-ksadsdk/tachikoma/ks_tk so v8 lite 3334
e http://192.168.55.1:15555/liteos/param.cgi?cmd=setsysmode&-mode=18&

e 120.198.203.175

e 39.108.103.235

o http://javax.xml.transform.sax.saxresult/feature

e http://www.bea.com/2003/05/xmlbean/Itgfmt

e http://new.api.ad.xiaomi.com/lognotificationadactions

e http://javax.xml.transform.dom.domresult/feature

e http://www.wxkjwlw.com/api/v2/card/getcardsinfonew
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https://www. zhihuaspace. cn: 8888

https://norma-external-collect.meizu.com/android/exchange/getpublickey.do
http://www.bea.com/2003/01/xmlbean/xsdownload’
https://idmb.register.xmpush.global.xiaomi.com
http://oss-cn-hangzhou.aliyuncs.com

140.207.54.125

https://mobilegw.alipaydev.com/mgw.htm

47.242.178.139

3.3.55.2

4.90.3.9

163.177.71.186

https://api.xmpush.xiaomi.com/upload/app_log?file=

file:///android_res/

111.30.131.31

http://www.hichip.org/camhipro_service_ch.html
https://cn.register.xmpush.xiaomi.com

47.91.149.233

http://upgrade.hichip.net/goke_update.html

47.243.32.110

10.0.0.172

39.98.69.40

http://org.dom4j.io.doucmentsource/feature

2.1.1.3

http://mobilegw.aaa.alipay.net/mgw.htm

39.105.189.23

120.24.156.39

http://192.168.55.1:15555/liteos/param.cgi?cmd=getdevinfo

47.52.116.220

120.24.179.113

https://wappaygw.alipay.com/home/exterfaceassign.htm?
https://open.e.kuaishou.com/rest/e/v3/open/sdk2

http://%1$s/gslb/?ver=4.0
http://javax.xml.transform.stream.streamresult/feature
javascript:window.mraid.util.setmaxsize
https://p1-Im.adkwai.com/udata/pkg/ks-android-ksadsdk/tachikoma/ks_tk so v8 3334
http://wx.88iot.net/query?iccid=
https://p1-Im.adkwai.com/udata/pkg/ks-android-ksadsdk/tachikoma/ks_tk so v7 lite 3334
http://oss.aliyuncs.com

http://mta.qg.com/

http://mta.oa.com/

47.57.1.107
https://p1-Im.adkwai.com/udata/pkg/ks-android-ksadsdk/tachikoma/ks_tk so v7 3334
https://api.xmpush.xiaomi.com/upload/crash_log?file=
https://p1-Im.adkwai.com/udata/pkg/ks-android-ksadsdk/so/exception/202305301754/ks_so-excepti

onarm64v8arelease-3.3.47-e8fbb3a5f8-666.apk

http://m.alipay.com/?action=h5quit

https://cpro.baidustatic.com/cpro/logo/sdk/new-bg-logo.png
http://apps.samsung.com/appquery/appdetail.as?appid=
http://www.bea.com/2003/01/xmlbean/xsdownload
http://www.amazon.co.uk/exec/obidos/asin/0571058086/qid=1099836249/sr=1-3/ref=sr 1 11 3/202-

6017285-1620664

http://pay1.hichip.net/

5.8.0.7
javascriptwindow.mraid.util.pagefinished
14.29.192.146

117.135.169.101

http://rg.hichip.net/

47.106.188.83

www.baidu.com:80

http://hichippay.net/
https://sf6-ttcdn-tos.pstatp.com/obj/ad-tetris-site/personal-privacy-page.html
http://www.bea.com/2002/09/xbean/config
https://apps.bytesfield-b.com

47.243.201.95
https://ru.register.xmpush.global.xiaomi.com
192.168.55.1
javascript:window.sdkjs.client.result
47.243.30.224
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o https://www.wxkjwlw.com/wechat/carddetail/

e https://p1-Im.adkwai.com/udata/pkg/ks-android-ksadsdk/offline_components/tk/ks_so-tachikomano
sorelease-3.3.55-ab4730d57f-416.zip

e 10.237.14.141

e http://mobilegw.stable.alipay.net/mgw.htm

e https://api.xmpush.xiaomi.com/upload/xmsf_log?file=

e http://www.andykhan.com/jexcelapi/index.html

e https://p1-Im.adkwai.com/udata/pkg/ks-android-ksadsdk/offline_components/adlive/ks_so-adlivenos
orelease-3.3.54-6a9edb7f47-422.zip

e https://p1-Im.adkwai.com/udata/pkg/ks-android-ksadsdk/so/exception/202305301754/ks_so-excepti
onarmeabiv7arelease-3.3.47-e8fbb3a5f8-666.apk

e https://apps.bytesfield.com

e https://api-push.in.meizu.com/garcia/api/client/

e http://javax.xml.transform.stream.streamsource/feature
https://p1-Im.adkwai.com/udata/pkg/ks-android-ksadsdk/offline_components/obiwan/ks_so-obiwan
nosorelease-3.3.44-d884574fc8-340.zip

e 33443

e https://i.snssdk.com/

e javascript:.window.mraid.util.setisviewable

e https://h5.m.taobao.com/mlapp/olist.html

e https://register.xmpush.global.xiaomi.com

e http://iot.juzi1688.cn/wwhl/api/v3/getcardinfo

e 123.126.121.167

e http://javax.xml.transform.dom.domsource/feature

e 123.151.152.111

e https://static.yximgs.com/udata/pkg/ks-android-ksadsdk/ks_so-appstatusarmeabiv7arelease-3.3.14.a
pk

e http://www.hichip.org/camhipro_privacy ch.html

e http://211.151.146.65:8080/wlantest/shanghai_sun/mock _ad server intersitial_video.json

e http://127.0.0.1

o https://fr.register.xmpush.global.xiaomi.com

e javascript:window.sdkcallback.userinteractcb

e https://p1-Im.adkwai.com/udata/pkg/ks-android-ksadsdk/kmac/ks_kmac32

e 47.56.201.148

e http://oss-demo.aliyuncs.com:23450

e http://47.90.64.173:20016/app?method=wakeup8&uid=

e 14.17.43.18

e https://api-push.in.meizu.com

e http://resolver.msg.xiaomi.net/psc/?t=a

¢ 10.0.0.200

e 3.4.20.40

e http://oss-cn-shanghai.aliyuncs.com

o http://%s:%d/%s

e https://github.com/lingochamp/filedownloader/wiki/filedownloader.properties

e https://p1-Im.adkwai.com/udata/pkg/ks-android-ksadsdk/kmac/ks_kmac64

e http://javax.xml.transform.sax.saxtransformerfactory/feature/xmlfilter

e javascript:window.mraid.util.readyevent

o 47.244.132.22

e www.chengzijianzhan.com

e www.toutiaopage.com/tetris/page

e https://mcgw.alipay.com/sdklog.do

e 123.138.162.90

e http://pingma.qg.com:80/mstat/report

e https://norma-external-collect. meizu.com/push/android/external/add.do

e https://mclient.alipay.com/home/exterfaceassign.htm?

e https://webcast.amemv.com/falcon/webcast_douyin/page/anchor_task v2/panel/index.html?web _bg
_color=%23ff161823

e http://mobilegw-1-64.test.alipay.net/mgw.htm

e http://javax.xml.transform.sax.saxtransformerfactory/feature

e http://www.amazon.co.uk/exec/obidos/asin/0571058086qid=1099836249/sr=1-3/ref=sr 1_11_3/202-
6017285-1620664

e 8.209.77.99

e javascript:window.mraid.util.setscreensize
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e 47.90.2.43

o 47.244.132.22

e 255.255.255.255

e http://www.wxkjwlw.com/api/v2/card/querycardoperator
e 47.90.64.173

e 190.210.197.178

e 52.53.229.214

e 47.56.201.148

e 47.57.1.107

e 47.57.187.85

e 47.243.30.224

e http://www.wxkjwlw.com/api/v2/card/getcardsinfonew
e 47.243.32.110

e 239.255.255.250

o 47.243.201.95

e 47.91.149.233

o 47.242.178.139

e 8.210.244.48

e 49.213.12.136

o www.wxkjwlw.com

e http://wx.88iot.net/iot/card/checkcard

e 47.75171.122

e 52.52.228.148

o 47.242.111.189

e 127.0.0.1

e 228456

e 47.52.128.161

o http://www.wxkjwlw.com/api/v2/card/getcardsinfo

lib/armé4-v8a/libHiChipAndroid.so
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e 47.90.2.43
o 47.244.132.22
e 255.255.255.255

e 47.90.64.173

e 190.210.197.178
e 52.53.229.214
e 47.56.201.148

e 47.57.1.107

e 47.57.187.85

e 47.243.30.224

e 47.243.32.110

e 239.255.255.250
e 47.243.201.95

o 47.91.149.233

e 47.242.178.139
e 8.210.244.48

e 49.213.12.136

o www.wxkjwlw.com
e 47.75.171.122

e 52.52.228.148
e 47.242.111.189
e 127.0.0.1

e 228456

e 47.52.128.161

o http://www.wxkjwlw.com/api/v2/card/getcardsinfo

e http://www.wxkjwlw.com/api/v2/card/querycardoperator

lib/arm64-v8a/libHiChipAndroid264.so

¢ 10.10.10.10
e 255.255.255.255
e 8888

lib/armé4-v8a/libHiChipP2P.so

e 39.98.69.40
e 47.92.110.17
e 8.209.77.99

lib/arm64-v8a/libhicloud.so

e 6.7.8.5

lib/arm64-v8a/libzbar.so

€ §=5SDK

SDK&#R

F&E

HdMER
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Enrique Lépez Mahi

Android StackBlur 2—NE, FILURIEAE () BEMERTREER (8) , FREER

StackBlur as_(kikoso) . IZEET Mario Klingemann §9{8, 382 Android iR 1.5 (JIF5E&EIZEHS) .
Panale SDK BvteDance FUFREESES EE MR ATINSIBKTES, S UREANE 30,000 R, HiEKsH 607 12, HIY
9 . BNA 100 {2, B 7 (ZBiERF, AN SRt B S KA IR R 2=,
iconv GNU iconv 2—MTEEFLUN—ENEEFREEONER. CIERRESHERMREISlZ B T
T ARAREAYEE R,
FIERRLE Alibaba fIBERLeEERTAS, IBIRAZEAZOIFTES.
ZBar <padix ZBar E— M HTFNEMRFEEESEBIFFRKGEN, ©SORTESMTHIEEL, GFF EAN-13/UPC-A
spadix , UPC-E, EAN-8, Code 128, Code 39, 32X 2/5 #3(Interleaved 2 of 5)f1—#£F53(QR Code)
Sd== SDK Alipa IEFEEETZNEBERAF, BT, S, BN, BdENSH ARG E=1%
- b ek, BBE=AEIE IR ESSIRIN A,
Google Play ZERSSAILHEE Android HEEHFHA. ASUHENET Google Play Z5ERSHERTS
Google Play Billing Google ERIEAVGERSR, EREWILINEER Google Play ££EEIRSHERS R, ST X ELR
FEEINFEHE ™ SDK Baidu BERHHET SDK(Android)2EEESHELAYEIET SDK 7£ Android & _ERJRRA
HMS Core Huawei HMS Core BHAKIRAIRSIZMEANR. =HMBENINEE, BIEESUTEEmAA.
HHEEIRSS (HUAWEI Push Kit) REAAFASIREIERIEETES, B 7 NRHZIERmHEEE
Huawei Push Huawei EEE, FrREETER HUAWE Push Kit BJLASCRAESBREIRFLIRNE, MRRFNEFXR,
A RPERIETERE.
RFSE SDK HE RFEER S, NEHRFEEGER.
ST 4 SDK Tencent B SERBIAATISENNASGS, BEOTIEME. EERASERSEE.
vivo #EXZ Funtouch OS L RFHRBERIEEFTE, FHBUFFAETE vivo FEBEIEFERBE. B
vivo Push vivo MEFGHRESS, BiaErR. 220 SHBEREXRS, BIARTIHIFAEIsEES
RIEEME.
Mi ) . IKBEHEERSE MIUI EARSREE, HFESFEEBA, JUATAEREEE. TR, SX0%E
iPush Xiaomi SRS
EasyPermissions Google EasyPermissions 2—1MZ4ee8E, FITEHLERT Android M SiEShRAHIEARRFIPRIZEE,
File Provider Android FileProvider & ContentProvider A4&7kF2E, BiBILIiE content://Uri (XE file:///Uri LUEHZ LD
7 ZE5RFERREARISI,
A . R EIMEBNESETELRS, BE2Xnens, WHERARAR, IBhEaEseEE, Bl
ppGallery Connect Huawei i
. EEIRS B S ERHNERIREITNR(AAID) SRS SRR E, FEHTEREE AAID
HMS Core AAID Huawel SO AR R
Meizu Push Meizu B RHEEIRSS R REBIR AT ATF A S IREASESIEERSS, FrAEILARSER 7 ik push SDK F9= i
SCRIMBHEXIBR S E EE, SEPREESD, IEaEEikE,
OPPO Push OPPO OPPO PUSH & ColorOS RGBS, AFFREIRISE, SMERIEERS.

% HEFE

EMAIL

RS

zhangyun@bhichip.net

activity/Left/ContactUsActivity.java
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zhangyun@bhichip.net
apk@classes.dex
1470935908@qq.com

BH5I1E-S

6h@fo.lwft

yay@y.u5vcghyy

w9oi_2nhels4u@dlilycclglhl.5jlcg

lib/arm64-v8a/libzbar.so

it 1BIRRS

B

i

Baidu Mobile Ads

https://reports.exodus-privacy.eu.org/trackers/100

Huawei Mobile Services (HMS) Core

Analytics, Advertisement, Location

https://reports.exodus-privacy.eu.org/trackers/333

Pangle

Advertisement

https://reports.exodus-privacy.eu.org/trackers/363

Tencent Stats

Analytics

https://reports.exodus-privacy.eu.org/trackers/116

P TR

AJRERYREH

vivoifEiEfJ=> "com.vivo.push.app_id" : "15261"

SRIEHEXEAY=> "com.hihonor.push.app_id" : "104424320"

vivolfEiEfy=> "com.vivo.push.api_key" : "bc342e13-657b-4d52-a146-657bc910712c"

EIHEE=> "com.hihonor.mcs.client.appid” : "104424320"

#HIHMS Core RIFHIDEY=> "com.huawei.hms.client.appid" : "appid=100386721"

vivolfsiEfy=> "local_iv" : "MzMsMzQsMzUsMzYsMzcsMzgsMzksNDAsNDEsMzlsMzgsMzcsMzYsMzUsMzQsMzMs|0AzNCwzMiwzMywzNywzMywzNCw
zMiwzMywzMywzMywzNCwOMSwzNSwzNSwzMiwzMiwjQDMzLDMOLDM1LDM2LDM3LDM4LDM5LDQwWLDQxLDMyLDM4LDM3LDMzLDM1LDMOLDMz
LCNAMzQsMzlsMzMsMzcsMzMsMzQsMzlsMzMsMzMsMzMsMzQsNDEsMzUsMzlsMzlsMzI "

"ftp_setting_password"

"password"

"ftp_setting_username" :

"username”

"ftp_setting_username" :

"Benutzername”

"ftp_setting_password" :

"Passwort"

"ftp_setting_password" :

"parola”

"ftp_setting_password" :

"senha"”

"nvrauthsetting_account” : "Account”

"g4 authtype" : "Authentifizierungstyp:"

"nvrauthsetting_permissions” : "Permissions”
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	CamHipro • v2.4.61
	分析日期: 2024-05-02 19:53:04
	概述
	文件名称:
	com.hichip.campro_2.4.61.apk
	文件大小:
	66.2MB
	应用名称:
	CamHipro
	软件包名:
	com.hichip.campro
	主活动:
	main.SplashActivity2
	版本号:
	2.4.61
	最小SDK:
	23
	目标SDK:
	30
	加固信息:
	未加壳
	MD5:
	9d5216cd8f434f97fafd43b9c0bb27f5
	SHA1:
	03fc0127aee58e9911107c1974a53c860217cdca
	SHA256:
	60b86761876c0f249d8f868f60d7f1de69496ee1f5df8f9de0c7452ed09d98d2
	应用程序安全分数:
	43/100 (中风险)
	跟踪器检测:
	4/432
	杀软检测:
	AI评估：很危险，请谨慎安装

	分析结果严重性
	6
	29
	2
	1
	29

	四大组件信息
	Activity组件：293个，其中export的有： 5个
	Service组件：30个，其中export的有： 6个
	Receiver组件：10个，其中export的有： 5个
	Provider组件：16个，其中export的有： 1个

	证书信息
	应用权限
	网络安全配置
	1
	0
	0
	0

	证书分析
	0
	1
	1

	MANIFEST分析
	0
	20
	0
	0

	源代码分析
	5
	7
	2
	1
	0

	动态库分析
	滥用权限
	常用: 已知恶意软件广泛滥用的权限。
	其它常用权限: 已知恶意软件经常滥用的权限。
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	GooglePlay应用信息
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	评分:
	安装:
	价格:
	Android版本支持:
	分类:
	Play Store URL:
	开发者信息:
	发布日期:
	隐私政策:
	关于此应用:

	免责声明及风险提示:
	本报告由南明离火——移动安全分析平台自动生成，内容仅供参考，不构成任何法律意见或建议。本平台对使用本产品及其内容所引发的任何直接或间接损失概不负责。本报告内容仅供网络安全研究，不得违反中华人民共和国相关法律法规。如有任何疑问，请及时与我们联系。



