AR e s | BEARSMIRE | MD5: 9¢4635a535976Ff657adf8932ef3be67

P HR W B R

ANDROID Ff&s o #r i

S [ O s o RS 7 S E 0 P | 5 e e R R (N 42 | SR E b FATU/HA200



P K2 P& | BORMHTRYE | MD5:

9c4635a5359761f657adf8932ef3beb67

1N FHAE

P b Had.apk

SR 25.77VB

IAEEY S b4 Hid

i kosbt.hcwijg.ajslo

FiEE: kosbt.hcwijg.ajslo.MainActivity
TENEN 1.0.3

I /NSDK: 21

H#xSDK: 34

PIEEEYSS EN I

TERHESE: Flutter

IS ER ER e o1 52/100 (1 jx([5x)

At 7Rl AlVEL: HIREH 22k R

MD5: 9C4635a535976ff657adf8932ef3be67/

S &

08cf0

SHAT: 66c22880574a7d5087ad5257@ ?
SHA256: 88886b6bc66777b2943d ce1 9cddca95d2b%2 b6deaefad9743ad

/&

ZNIEE e R ] %

&\)é'

s @j(é%’lﬁujﬁ‘

AchW" o exportﬁﬂ%&)

Servicedlff: 54, Hrhex

Vi
N
Receiverfi %,‘%Qrt%ﬁ: 24

ProvideréEﬁ:%Efj exportfiif: 04
a4

pJ
* m 5174 :Z‘L_'[E:Fb1|:| TANY
i RN T
vl %4 True

S [ O s o RS 7 S E 0 P | 5 e e R R (N 42 | SR E b



AR e s | BEARSMIRE | MD5: 9¢4635a535976Ff657adf8932ef3be67

V2 %2544 True

v3 %4 False

v4 254 False

FE#l: CN=snrj, OU=snrj, O=snrj, L=snrj, ST=snrj
254 5k rsassa_pkes1vls

HRIH: 2024-05-30 03:28:12+00:00

AU %: 2049-05-24 03:28:12+00:00

KAT N CN=snrj, OU=snrj, O=snrj, L=snrj, ST=snrj
J¥ 505 0x1

WA H% sha256

IEFEMD5: 43e04ffe9095d505123d4955a2bf58a0

iE-15SHAT: 868e7ede9caddfc26b9f913c300d5563686cdb56

WIEFSHA256: 8f3354d76045530c1b4a101c7eece28d9b448a7afd2596957ecd5eec50408c47

IEFSHAS12:

504cda966cd629681ab19eb040770d4771f0180f4169981bbd3a9%bbc615fcfda7fcd248988bea8d55718e3dcba829498572a8 7

AR rsa
K 2048

184 d0cd8b993eb882ebcb6b200de49584d17f725d6051ac9fdbffedbd4f4dc5688f

HE 1 AIE—UEF

S= BUR 7= B 5 R 43 2%

&2

O

0d7677cd584343f6

y
rsﬁmﬁ%‘

817,

PR 4 Bk REER PR 4 25
android.permission WAKE LOCK s ﬁ@ﬂﬁ%ﬁﬁﬁ@ﬁ NCEFHLBE R 5 5 B R4
- -

<

android.permission.REQUEST_INSTALL_PACKAGES fa s Androi S@é%ﬁﬁﬁ%fﬁ%ﬂﬂ%@ﬂ&ﬁwm
[ =
android.permission.INTERNET el f‘vﬁﬁ 5P ) i Y 2% B e

android.permission.READ_EXTERNAL_STORAGE

7 L,fFJJFH&H?%}\SD%l*EM

android.permission.WRITE_EXTERNAL_STORAGE A
PaN

NG BHSD R % E
y

RS

Ak Y

FEVFRFHREFF 5NN EAE o

2

android.permission.READ_MEmA_lM;?\%K Y p , " FIRVE | e P S 7 TR P 3
XY Ko (-
android permission READ_ME i N WNE P CITPREER L v e S B LB
HOARSC A
.\
ol = —
android. permlssmn IA_AUDIO @ ﬁﬁf\i:ﬁﬁ%& TV e A ERAF B SO
%s
& % R BT fcﬁm)ﬂﬁfjw@u%ﬂfﬂ:—miﬂ ﬁ‘lﬂ:ﬁﬂ\ﬁﬁ‘]lﬁ)ﬁﬁ}jﬂﬁ%
androm&ws-o READ_PHONE_ST; fals in EMTFHLSHRTHS, REIERE, LU 77 15 g5
\ ” N FOVFR R ELER AT Ml AR S S RS L
android.permission. CALL PH el FLHIRET HAG ST R R (EASHE S0 VT I 2 i
android. permls%@MAlL fak ?; 7 i S PR P04 5 25 RV I R ot
android. io USE_SIP fe W/ R G BTG | OV R AL FH SIP AR S5 $R 4T 4T FLIC i 14
android.pe‘mission.READ_CALL_LOG fa R [ERISHRRARS FOVE L FE P ISR P e SR
android.permission.WRITE_CALL_LOG el CPNiF e FVFR AR P SN (HASIO . P R 1 1 25080 .

S [ O s o RS 7 S E 0 P | 5 e e R R (N 42 | SR E b



AR e s | BEARSMIRE | MD5: 9¢4635a535976Ff657adf8932ef3be67

HE 3 YE

android.permission.ACCESS_MEDIA_LOCATION fEk: gfm““)#mmw” SEHSAR, WK B S T A B A
android.permission.ACCESS_NETWORK_STATE il REUA RS TR AR P B A P25 IR

TR FHFR AR IR RA,  HL Ao v B AR R WAR AR HLAEAT:

. ission. o HE RT3 ) AL
android.permission.CAMERA el ORISR A A0 TR B 2.
android.permission.RECORD_AUDIO el SR AR FoVE AR PP 3R BUR o
android.permission.POST_NOTIFICATIONS e Egﬁﬂﬁq]&ﬁw FOVFRLF R AT, Android 13 5| A
A Y

android.permission.REQUEST_DELETE_PACKAGES Wi i SRR N FH FOVT I AR 71 SR A &/

TR AR T AE R 40 76 R AR T IR 3. X FE K TFHL
android.permission.RECEIVE_BOOT_COMPLETED fLs ] FEHLE o) =k i 1 P TR HIGAT, SETFHLREAE

i Ly AL .

android.permission.FOREGROUND_SERVICE W3 B 4 Service ﬁ:jro'dg V\e gtartForegro
kosbt.hcwijq.ajslo.DYNAMIC_RECEIVER_NOT_EXPOR ] )
TED_ PERMISSION AR ARFRUR W

X ‘Vb

& 25 52 4 AR A A z)’é, ((\/.s‘(
2 N

pe | W A 5 %%l ~--)‘\‘

B i 4 4 BB Q“v

e 0] i EE /J/‘

Gy

[EEENAE

Q, Manifest

EiiaX =P

XA [android:allowBackup]i iz % & Afalse. BRIMEIL T &4 % & Atrue,

l» s §
K5 i
,WQI"
%zf?iﬂfﬁf it

1 7k1’i§[andr0|d LA SV Ntk adb & 4 (RN AR ol . & R VF L4 A T USBI B A A
i e b S N T PP 0
Activj @ hcwijg.a
) js{o? ctivityDzdp) R#fR | . RIL Activity-Alias 554 FFHAM R AR L, DRl g e o b 10 A A A 2
3 o FARF il
[%d:exportedftrue]
L 4
%tivity—AIias (kosbt.hcwijg.a
3 jslo.NewActivityDy) ARy | . RIN Activity-Alias 5154 bR HAL R AR Pk o2, RGP e b ] oAt B
o o AREFPT I o
[android:exported=true]

S [ O s o RS 7 S E 0 P | 5 e e R R (N 42 | SR E b FHAT/HE1207T



P K2 P& | BORMHTRYE | MD5:

9c4635a5359761f657adf8932ef3beb67

Activity-Alias (kosbt.hcwijg.a
4 jslo.NewActivityIns) At {4 . KA Activity-Alias 5 st LK FABRS AL, DTl i s L 0T T oAt 2
. h AR 7«
[android:exported=true]
Activity-Alias (kosbt.hcwijg.a
5 jslo.NewActivityQq) A4 x4 . RIN Activity-Alias 55 LR HAl R AR P52, R mT # e LFRA ] HLAt b2
. a PRI I o
[android:exported=true]
Activity-Alias (kosbt.hcwijg.a
jslo.NewActivityFacebook) # , KL Activity-Alias 55 g BRI R RS54 1 <A A R
6 . N & NN
Wefry. ks
[android:exported=true]
y4
Activity-Alias (kosbt.hcwijg.a
; jslo.NewActivityZh) K4k f . RIL Activity-Alias 5 %4 L1 HoAb s R 5 V A A L AT FeAt B
. - FHRLFF o
[android:exported=true] ‘
Activity-Alias (kosbt.hcwijg.a
jslo.NewActivityQgmail) A4 ‘ 8L Activity-Alias ‘ﬁﬁ% %&W/\% [l ﬁ@%{jﬁ{ﬂy‘“
8 Ry [=]
Ry MREFPT I o
[android:exported=true]
Activity-Alias (kosbt.hcwijg.a O
9 jslo.NewActivityXhs) A4 f# . R A lias v b )8 “‘? T APl P A 1 e P A A 2
o - m&
[android:exported=true]
V .\ A
Activity-Alias (kosbt.hcwijg.a
10 jslo.NewActivityWx) A {54 ! 9%{1}" I Activity-Alias 5 @Eﬁ%rfﬂﬁf?#%, DRI P A 1 6 b PR A FLA 7
. - FIRER Vi il o
[android:exported=true] ‘
\‘\‘
Activity-Alias (kosbt.hcwijg.a / ) f
" jslo.NewActivityWb) A * &) asg e LIFAR BT ARE AL S, TRl E R A e 2 L (KA (o LA SE
s il
[android:exported=true] g
Activity-Alias (kosbt.hc 9
- jslo.NewActivityTuite) o RIN Activity-Alias 5% & b HAB S AR 3652, BRI T B 15 4% b AR AR ] oAt 2
s ‘ AR o
[android:export
& .hcwijg.a 4
13 *fﬁﬁ'&)ﬂ RIN Activity-Alias 5154 b HAL R AR P2 o2, BRE R4 A B AT fo] oAt B
9 PRI 1.
xported
LV,
ivity-Alias (kosbt
14 jslo.NewActivity . KB Activity-Alias 554 LA B A FE L5, BRI AT 4l 1 % b (AT i oAt 2
- FARF il
L4
ias (Rosbt.hcwijg.a
15 IityKs) A (R4 . RIN Activity-Alias 554 b HA R AR P4k o2, BRI RT e B A o] HLAt B
- FHRLFF o
droid:exported=true]

S [ O s o RS 7 S E 0 P | 5 e e R R (N 42 | SR E b



AR e s | BEARSMIRE | MD5: 9¢4635a535976Ff657adf8932ef3be67

Activity-Alias (kosbt.hcwijg.a
16 jslo.NewActivity)sq) A # {747 KB Activity-Alias 554 bR R A RE 3L 52, DRI AT 4 e b A i At 2
. RV i) o
[android:exported=true]
Activity-Alias (kosbt.hcwijg.a T . b R L 2 . : N
17 islo.DefaultAlias) 4 ¥ (4. ;?;J:r;?\llnljty Aliast5 %4 FI R R AL 5L, el i 4 b AT AT At oz
[android:exported=true] I
Service (androidx.work.impl.
:?ncjlggbr::rl:,igii;;;;ﬁ RIL—A~ Servicet 3245 T B & LRHABR AR, Btk v Bk & LRIME
" E'FEW*’T‘%W?&EM%});@{%U T FC A SRR P U ) o e 2 B —ANE AT I R AR P kA HIfRA.
18 FEm AR T St BOZAEE SCE I R AR AR . a0 S b ek, —4
Permission: android.permis T N AR R BAIR SR SRAFIEAUR, IF 512240182 B E NS,
: . . S 42 ) FE RS A RGBS A !
sion.BIND_JOB_SERVICE SRR RIIE 528 44 (K 82 FH R 3 A e 3R A3 12
[android:exported=true] 0
yA
. . 1
Broadcast Receiver (android (-
i(:g;tg:ilsz)gg;g{;;g R P4 Broadcast Receiverf g 1B B LAl R F Lik el e
1H%Ei§$ﬁ§$wﬁ§ﬂ%%ﬁ‘@é%ﬂ' BB L B Ao oAl 32 P 2 $Z B —AME ST (13 A 5E LA
19 n o : BRIGORY o TRIBE, 1% M Ji A BRI TR S W B i
Permission: android.permis G RE, AN  RL N A SRR SR A AN AL AR, R e
sion.DUMP‘ P WE AL, A1 524 W S AR ekt
[android:exported=true]
Broadcast Receiver (android
x.profileinstaller.Profilelnsta N rbadcast Recelver 2 PR L HAD R AR, Bk E nT B
lIReceiver) AU MR LR, 1H 2 ‘/% Eﬁﬁﬁj”ﬁﬁi 52 B —ANTE ST RLFAR P b B80A 58 LI
20 s AR I R 00 o o DHE, M Tk AR ORS00 o ISR e R B R
Permission: android.permis ‘9r Gy, —ANEEMN fi PLERIFRBIXAMIR, I 54 0. e
sion.DUMP & WHENEL, ﬁﬁh 2544 BN AR 7 4 BESRAFX AR
[android:exported=true] \ 1
y3
f> 1R 5 4 TS /\% ?)/éa
rfar 0 6 | FEe T %40 Bl 0 % A/X&
Y’
FFs L% AL E

_ y&\

Iy -

CWE: CWE-532: j#iid H
HINE B R
OWASP MASVS: MSTG-
STORAGE-3

CWE: CWE-89: SQLiir
A T IR R R
SCREEIANE 2 ('SQL i
AD

OWASP Top 10: M7: Cli
ent Code Quality

CWE: CWE-312: WI3CA7
fift UM B

OWASP Top 10: M9: R
everse Engineering
OWASP MASVS: MSTG-
STORAGE-14

S [ O s o RS 7 S E 0 P | 5 e e R R (N 42 | SR E b



AR e s | BEARSMIRE | MD5: 9¢4635a535976Ff657adf8932ef3be67

IS FHRE A A 42 4 I B AT B e

CWE: CWE-330: f# fI A
FEIr IR

OWASP Top 10: M5: In
) sufficient Cryptograph
y

OWASP MASVS: MSTG-
CRYPTO-6

W 2En DR/ S HEAEA
] W R ] LS

S

CWE: CWE-276: ZRiAL
RS IE

OWASP Top 10: M2: In
secure Data Storage
OWASP MASVS: MSTG-
STORAGE-2

R AR FE QIR S BURAS Bk
SR R 5 S

CWE: CWE-276: BRiAAL
FRAS IE#

OWASP Top 10: M2: In
secure Data Storage
OWASP MASVS: MSTG-
STORAGE-2

1Pk it

CWE: CWE-200: 5 &l
il A E'g
OWASP MASVS: MSTG-

CODE-2

M Native J& 24 [ 46l

a1 H

%

ANARY/(

RE
LR

RP
AT

wn

SR BEREORAD AT

CAREREOCOYRE AT A>T ZCR

FORTIFY(H B $cmaRk: | R
) PP

S [ O s o RS 7 S E 0 P | 5 e e R R (N 42 | SR E b



AR e s | BEARSMIRE | MD5: 9¢4635a535976Ff657adf8932ef3be67

True FAILEN S ( True Not | No N False Tr
info DSO) info App | ne on | info ue
S A info XA R SCIEEAR | lica info | e ) SCAH A AT AR (] B K inf
BWE T NX JLERERAGH f | W7 — ANk | ble - inf | o JmlE ek AR AL T £ glibe 0
fir. Xhrid PIC Ar i 1) i, MEESPREE | info | # ) E’J‘%’Ju/i\xél%l%ﬁl (fur strepy | 7%
# W A7 DL , whRERAYS | RERBREEARZMX | REL | # |, gets E) MZETIX i S AT 257
AHHAT, HhE RS | Eas. XA LLER | RO b B o fFHYgREEIED-D_FORTIFY_S | #
{5t # o XAEARAR | ERBURELZ ATIRIE | A 1 il | OURCE=2 hnlil pi$. XA~ #
VENH shell | HIF4FE (RO e ek | & ) ¥ | KEXT Dart/Flutter FEANE =3
code AAT P) HhsEAERT | MR D | H
1T AT ; ] -
1 arme64-v8a/libapp.so wdr AT J’i
TF
lutt
er/
Dar
t= l;
it
il
b'e
VAU
ava M AT AT
ETRs Th
00013 BEEUSCAR R H NI
00063 XA (EBEMI. RITHIES) ‘9”
7
00051 isetDatalA I (FAMIL, BT A
00036 M res/raw B RIS /) )
v,
00054 I EHIEIAPK %{V
PaN N
00022 waﬁm#z@xﬁgw\ \qﬂ
R I
00161 X AL YT I M 245 Z%l‘ﬂ‘m&%ﬁd’ﬁ \
00173 FREL Acc 5|b delnfo ek %u A
PAE )/
00096 g@ﬁﬁmiﬁﬁd %6 o
00089 & HeBEB] URL F 8l EE*MIL o
A '
| »
00030 I ) TR AR 55 4% ]
L
Y I
I LA
i URL 36 A shise s o
00108 NZ5E [ URL SEELU AT N
AWENHT ISR B0, 2210 AR e dEE R & . H8IL/F12TT



P K2 P& | BORMHTRYE | MD5:

9c4635a5359761f657adf8932ef3beb67

N

% HURAUR I

00183 FHCHRTHL S HOFE B FEAIL
00035 Al DR MR 5
00189 SREUEAE 25 17
00188 FREUHEAS Hu kit G
00053 WEHLEE & NZY URI RIS AR TE L (SMS. MMS 458 fi
kiAE
00011 M\ URI Z 1% (SMS. CALLLOGS) liRRR W
\\U"U‘
00191 SRR AR US4 R B FAE
5 B
00200 VNS YNIIE L EIE BEA
5 B
00187 ) URI FHA A 4 5 W%H_
H 7
5 204
00201 AT T 3R P ) H A B
00077 PEHURUBEOE S EiEILEE)
00001 VIEAAL B R IFHEHE (BITPEG) 46 m@xﬁ
00028 Massets H 3t H U A
DA,
7, >
00202 FIHE
00203 H LG SRS N B Erh ‘a‘
%
00132 A#ISO [ K ALY \
A\
/ ?‘ )
*"’ B At 4
00126 %'ﬂfu\ FATATEE: :H ‘L o
4Q& H i
N ya
00009 &-4% i LI—'E’J@Z#ETE/@ 1
|

KR

BUFR

S [ O s o RS 7 S E 0 P | 5 e e R R (N 42 | SR E b



AR e s | BEARSMIRE | MD5: 9¢4635a535976Ff657adf8932ef3be67

AR BN

o8

android.permission. WAKE_LOCK
android.permission.REQUEST_INSTALL_PACKAGES
android.permission.READ_PHONE_STATE
android.permission.CALL_PHONE
android.permission.READ_CALL_LOG
android.permission.WRITE_CALL_LOG
android.permission.CAMERA
android.permission.RECORD_AUDIO
android.permission.RECEIVE_BOOT_COMPLETED

9/30

\)
P

o}
F

android.permission.INTERNET
android.permission.READ_EXTERNAL_STORAGE
android.permission.WRITE_EXTERNAL_STORAGE
android.permission.READ_MEDIA_IMAGES
android.permission.READ_MEDIA_VIDEO
android.permission.READ_MEDIA_AUDIO
android.permission. ACCESS_NETWORK_STATE
android.permission.FOREGROUND_SERVICE

i HIRLR 8/46

HEH: SRR AT BB .

>N

@

He

BRSO S AR A i R .

R A B

&

2
dashif.org ‘6“29 424

>

W 185.199.109.153

X 52 47158 W0
b7y ALY =R
4E: 40.065647
43[E: -79.891724

&HE: Google 1|4

aomedia.org

IPHiik: 185.199.109.153
R 5243 e
b7y IRl ERA

EE: 40.065647
43[E: -79.891724
A \ BE: Google A
5"
default.url A 0 %’ b o o No Geolocation information available.
YA ) 2
Q— %2 ) IPHitit: 143.204.165.30
Bz =E
.g( HBIK: 75 52 5 17
journeyapfi#/cem w4 5 07 SRR A
E: 32.783058
43[E: -96.806503
"4
P/ \N
& URL ]
¥ S
URL{E & ‘x A SO

S [ O s o RS 7 S E 0 P | 5 e e R R (N 42 | SR E b

#1051/3£ 125



P K2 P& | BORMHTRYE | MD5:

9c4635a5359761f657adf8932ef3beb67

® https://developer.apple.com/streaming/emsg-id3

file:dvb-dash:
http://dashif.org/guidelines/thumbnail_tile
http://dashif.org/guidelines/trickmode

f2/a.j
® https://aomedia.org/emsg/id3 ajava
® https://default.url b1/m0.java
http://dashif.org/thumbnail_tile
http://dashif.org/guidelines/last-segment-number
data:cs:audi :2007
ata:cs:audiopurposecs a1/djava

® https://github.com/baseflow/flutter-permission-handler/issues

c4/t.java

® https://github.com/journeyapps/zxing-android-embedded
® https://journeyapps.com/

£ =77 SDK A5 #r

QF

=~
SDK£& & THR# HWiRfEE S
A
Flutter Google Flutter £8aEIB 50 Ul HELL, AT LLHRGE
ZXing Android Embedded rneyA Barcode scanninglibraryfgyw f
/ L4
_—y
App Startup FEFAE %&E’JE&XEM S350 IR o PEIF RN G RN R AR
TN BYITALIRT . App Startup foifffasE X3t
Jetpack App Startup Google ; i 540 1L 52 S0 P BB o K
7\ ¢
Jetpack WorkManager Google A P A L B 4 T A IR AT L8 AT R TSR S A 55
Jetpack Profilelnstaller Google
7347y <
Jetpack Room oogl m =AM EEAE SQNNT FRAE T —ANMSR)E, R RESSTE 70 FI A SQLite SR KT RERY [F)
P Google OX) Y o mi iGNyt

Y’\
B HURATE M 4 WK

Tt 9 61

"library_zxinga

1 6a09e667f3bcc908b3? 3e3adec17512775099da2f590b0667322a

A
p)

= e
IR

(&

AAt WA S AT B BN, WERNES S, AR E R B B AT G0 I AST™ it B H T 51 A B0 A L 32 2 ) 3
BRMA G T AR WA Z et Te, Ao NI BE R SGEHANE . W R TEE R, % K 53R R .

WIS KAE B 22 A W 6 A — 3L M (K032 Bl B P 7 AN 22 AP HESE . e RERE BT IS T DA 20, IR NS p P A2 I i A 22 A B R

S [ O s o RS 7 S E 0 P | 5 e e R R (N 42 | SR E b

FHNMT/IE120



FHEKZLSHFESE | ARSI | MD5: 9¢4635a5359761F657a df8932ef3 be67

© 2025 MWK - B sh i a et & B Ak

WS i S A I e e SR T i = <7 P o s 3 T4 W 7 A B H1200/3612



