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D_GSERVICES AN AR 3kE android 5| F#IFRAITPR.
BYWiFiER RIS ERE RV E S EER., U
android.permission.ACCESS COARSE LOCATION 223 SRENHERSAIE FEEABHRZEE30~1500K, HEEFILIAESRIEEEIIA
VA=
) - o SRR BIGPSERENPENEMER, EAHMEEA10KLA, &
android.permission.ACCESS_FINE_LOCATION J[e2io IREUEHRAIE - ey esmsrmre
. o o IV Android 9.0LA L7 ¥FHEHINFIFERAER Service.startForegr
android.permission.FOREGROUND SERVICE =i tlzERIEService ound, FiFpodcastil (ELENTIEN, SSHER)
android.permission.INTERNET ek TEEERIIA) SRR NS SR,
android.permission.MODIFY_AUDIO_SETTINGS ekt E*FEEH‘@E@% iim’iﬁ*% EREREMIE, WS, ZRTRRESD
SR E BE.
android.permission. ACCESS_ NETWORK_STATE @ SRELIRTS TR EEFTE NSRS,
android.permission.ACCESS_WIFI_STATE ZE BEEWI-FIRZS N FREFEEEAWI-FISAER.
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android.permission.WRITE_SYNC_SETTINGS I[EXi) ERRLRE AR FER R E,
android.permission.READ_SYNC_SETTINGS =8 ENESIRE RPN FREFENELSIRE, IIREN BKEA BREL.
android.permission. AUTHENTICATE_ ACCOUNTS 1S ;;?;W%ﬁgﬁﬁ g&i?gg%ﬁ?;ﬁglﬁ;;ﬂ;;minag;gg%}j%ﬁgﬁiﬁm
=7} R%H o

android.permission.VIBRATE il PehilRangs SN e hRaIRE, TR SBARENTIRE.
android.permission.SYSTEM_ALERT WINDOW el RS RTFRFEREE. B n LEEFRNENER,

SRR AR R EEE B TR, XERIERFHL
android.permission.RECEIVE BOOT COMPLETED TiE FER REERYE, MBEMSRNAEF—BIET, SMEEFRTER

HE,

oyt = P~ v =T ™
android.permission.USE_FINGERPRINT E SRR gjﬁﬁﬁpl R 28 PEFR. RFRFREERUSE B
android.permission.INSTALL_ SHORTCUT i@ g;;;if_ﬁf%q:ﬁ SR R ELauncherdh & 2ElduEz s,
pa
ch)llr?.andr0|d.Iauncher.perm|55|on.|NSTALL_SHORT sz Rt R Ty e
cR(;?L.JaTndr0|d.Iauncher.perm|55|on.UNINSTALL_SHO 5z MRSt AR A R R S bt
android.permission.REQUEST INSTALL PACKAGES | fEk& PN FAER | Android8.0 LU RS FERA IR FItER AR,
android.permission.BLUETOOTH feks BRI R VTN R E A RIS,
android.permission.MANAGE_OWN_CALLS ZiE giﬂ;ggﬁzgﬁ Q;ﬁg%igfﬂ%ConnectionSewice APIEEEE A
= N E \ o

com.sec.android.provider.badge.permission.READ | i@ %ﬁﬁgﬁﬁ E=EFNINFEEFEER E BNER .
com.sec.android.provider.badge.permission.WRITE | @& %ﬁ?ﬁﬁ E=EF IR AR FosEn E BB H .
com.htc.launcher.permission.READ_SETTINGS ZE gjéiﬁgﬁ% FEHTCHNAR AR e En BB =,
com.htc.launcher.permission.UPDATE_SHORTCUT | & Eﬁ%ﬁﬁgﬁ% FEHTCNAR P EshEin E R rIB AN HEE =,

) - SR L o o
Z()DE.Esonyerlcsson.home.perm|55|on.BROADCAST_B - %%E;ZF?LUT RN AR RS s E o B T s,
com.sonymobile.home.permission.PROVIDER INSE | ... FENFAER ERR R FERR R Famh e |- B AT s
RT BADGE ZE —— FERRFHWIN FEREER B ~ErHEEEE.
com.anddoes.launcher.permission.UPDATE_COUN | _.. ENFEREF SR S g
T =36 —— FrapexHIN FEERF/S B E BRI EEE.,
com.majeur.launcher.permission.UPDATE_BADGE i@ gﬁéiﬁﬁﬁ% fEsolidgIn e FE s L BB e E.

i i issi VFfERF L N e L A LSt
fg;nbguanel.andr0|d.Iauncher.perm|55|on.CHANGE s %EDLEZ;F?LLT I T R PSS AR T - S s,
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. . . FRER e S o
com.huawei.android.launcher.permission.READ SE 15 Eﬁﬁﬁ&}?}_u:r A T R PSR T B .
TTINGS BT
E%r_r;;\ggwei.android.Iauncher.permission.WRITE_S s g}gﬁgﬁhm A SR PR  ET Eh  Srm mhEs,
android.permission.READ _APP_BADGE =il ERVFEERFEN | RTNAER TN AR EME,
com.oppo.launcher.permission.READ_SETTINGS EiE gjéiﬁgﬁ% FEOPPOFH RN FRfEFFEaE R - BB H =,
com.oppo.launcher.permission. WRITE_SETTINGS @ Eﬁ%ﬁﬁgﬁ% FEOPPOFH IR FE /o aENR L BB =,
me.everything.badger.permission.BADGE_COUNT _ 40 AR skE3 android 3 |FRAGSRATIUR
READ °
me.everything.badger.permission.BADGE_ COUNT _ S0 AT skE3 android 3 |FRAGSRATIUR
WRITE °
. . ~ g TR FREFEAT TEEIE, R ERPARAAIER T
android.permission.CALL_PHONE i BEiERTEE TR AIRA, (BT TR S EE,
RIFRIFFREFMRSRIE B PEEER., XN RER
android.permission.READ LOGS eis ENREFEHTUG | ILURIIEFERIER, XEERErsEESBR AR
SEREER, 1ERISFARTEIHEE,
android.permission.RECORD AUDIO feks RERENER SR FFE FARER R,
. . n . VTR FFEFARRIR AR, B e e E
android.permission. CAMERA e IHREFORFINST (FHEEIEE,
android.permission.GET_ACCOUNTS ZE RECHKS FVFR FRRE K ARSS RO FIER,
. . N . AR FIFEFEEETH EFRERIRTEECRA (i) #4E
& 5 =
android.permission.READ_CONTACTS X EREREAER RS S RS A B A
. - ~ . . VTN FEFERUEFH EREIERRA () 2R, =
android.permission.WRITE_CONTACTS I3 BENEKRAER e
android.permission.READ_EXTERNAL STORAGE [ EESDRIE FFFRIFFERMSD-RIEER.
android.permission.WRITE_EXTERNAL STORAGE fEis ?EW\{I%E%/.:HB”@% SRR E NI NI,
ERFIERE
android.permission.CHANGE_NETWORK_STATE [ TWLEIEEE SR FRE RS B,
. - n MIEEETANA | RIFNAEFSIESBRERGTIES. TR AEFAELE
android.permission.REORDER_TASKS y[eiid RIS (TGS TSR,
AL AT SR FRE IR EAIFAIINRE. B PRAIR FfEFr
android.permission.READ_PHONE_STATE 23 : P RHENESRIESIS, EREDES, LITSANSng
. - BUGHEAPPESE | BAF— M AEEFHRLEEM NS (Rl
K
android.permission.BROADCAST PACKAGE ADDED | &% o e oy
android.permission.BROADCAST_PACKAGE CHAN | - FAPPIMYASE | BRI NAEFENEIE N AR, (&E. .
GED = 0 £ R EHE.
android.permission.BROADCAST PACKAGE INSTAL s BAPPLERE | BT — M AEFEREIEMNARFESTE (RIS
L - pIl RIETHUTIUE) RO HEER.
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android.permission.BROADCAST_PACKAGE REPLA | . & HWAPPEIRANE | BAF— I NEEFRNE N e B I 1EH
CED - #n 2.

. - ~ MERERNETHIN. | SIFNAREFORA XA ISDE THYESHYER. TR
android.permission.GET TASKS fehka ety R S S S R PSR,
:\r;]érlsgoefrjg.messenger.perm|55|on.M|PUSH_RECE 545 AR sE3 android 3 |FBEEEATIYE,
gI)Em.coloros.mcs.permlssmn.RECIEVE_MCS_MESSA s AR skE3 android 3 |FRAGSEATIUR,
éoEm.heytap.mcs.perm|55|on.RECIEVE_MCS_MESSA s AR skE3 android 3 |FRAGSRATIUR,
android.permission.FLASHLIGHT ZiE FEHIIRERT SRR RHEHIINSERT .

oy 1| [ Ay
@ TTEEHIACTIVITIES
ACTIVITY INTENT

im.risgoefrjg.ui.LaunchActivity

Schemes: http://, https://, ffnjvh://, hchat://,

Hosts: lovechat323.com,

Mime Types: image/*, video/*, vnd.android.cursor.item/vnd.im.risgoefrjg.messenger.android.profil

€

im.risgoefrjg.ui.ShareActivity

Schemes: hchat://,

im.risgoefrjg.ui.hui.visualcall.VisualCallActivit

Schemes: hchat://,

y Hosts: chat,
& MEZEEE

Fs et Fa==t7 41 g
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=1e: 0 | 11581

1RRE == 5 ERMER

E&ERA R N e ARSI TES
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NIRRT LA A RmIERT

ZRN R IZSEEEZ M RESRENIENRA Android L, XEGERE
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N FFERFF TR MLSiiE, FIGNBAXXHTTP, FTPH#HMY, DownloadManage
R EE AN NERE rilMediaPlayer, £HJAPIZBI275E{RAIRIFRIER, BAAE/S true”, EIXIAPI
2 [android:usesCleartextTraffi KRS EEHINFER, BUME false”, BHAFRIPsGRENTEREEHR=
c=true] M, BESCHRIERIRF, MEKEET IS ERAIEEE, FHERTLERHK
ENERIER MEKE.
NFEEFEEMERERE MiEL R ER LN RRFAIE— 22, FRNEE S ERE X AtH]
3 [android:networkSecurityCo | S8 HMELEIRE, MRS ARER L, XERER LSS
nfig=@7F120005] TERIN e TECE,
4 R = R FARTERREETHE, XEEE R TN E RS s s AEF L, X
[android:debuggable=true] | "™ © T IR AR BT,
Service (im.risgoefrjg.messe
z nger.GecmPushListenerServi B Service 51k FREMIR FRREFFHR, ELEErILIAISSE FRYHEEL bR
ce) FRAERIF. FEERTIIE), intent-filterfOfFERIBXMNServiceRBHSHAY,
FE—Nintent-filter,
Broadcast Receiver (com.go
ogle.android.gms.measure &3 Broadcast Receiver5iggs FRIEMRFARERFHE, FEtirEaLAHRE E
6 ment.AppMeasurementRec HHYHRIEM R FIRERAIE), intent-filterAFEERBHIX Broadcast ReceivergR
eiver) SREARIF. S,
FHE—intent-filter,
. L App Link Z=38E URL  (http://lovechat323.com/.well-known/assetlinks.jso
PP S assednledson X n) SRIERERER. (RALE: None) . MFRFHEEAYFEFM Web
[android:name=im.risgoefrj | URL/EEFHB4EEAEIRE IR R, ANSRILSIFERTA App Link FE4/15ES
7 ui.LaunchActivity] SIS BRI, WESRARERFILESLEE URL, XIS SENENER T, HEE
g-utal o y. URI FREBEkssdE, BN Pl OAuth S, BRI/ BREEIESE. Bl
[android:host=http://lovech 1BIYHEE assetlinks.json SU4EFHET Activity intent-filter 5949 [android: auto
at323.com Verify="true"] FRFESIEXRIGIE App Link ki,
App 48 assetlinks json 32 App Link Z&F=38IE URL  (https://lovechat323.com/.well-known/assetlinks.js
fERHE) : on) FREKFIFFEEAILER. RSLEB: None) . RFEEFHHERITFRFM We
[android:name=im.risgoefrj | __ b URL/EBFHMAEEMZEREAIN FETER, AISRISIHEREL App Link E41/55
8 ui.LaunchActivity] = ECEAER, NEERARERFALENSLSE URL, XAl SMMENaRT, it
A B UR OSSR, 0 PIl. OAuth Sk, BEASEE/BHOEBOIS, B4
Laarlago; C'O:Gt_ ttps://lovec JEITIEE assetlinks.json S4HHEIT Activity intent-filter 7Y [android: au
: toVerify="true"] [EFEIGIERIGIE App Link ki,
. oo e e I Activity Sise ORI, B EALlsiSE LR
ftE—Nintent-filter. FfERFAIE., intent-filterfYfFAERBBIX Mctivity 2 Bz SHAY,
Activity (im.risgoefrjg.ui.Ext
10 ernalActionActivity) FHHF BRI Activity 5iggs EVEMN RS, EitEerIigeE ERY R
ik FRERAIAL intent-filterffFERBAIXMActivity EBSHAY.
FHE—intent-filter,
Activity (im.risgoefrig.mess EAIGEEIFE StrandHogg 2.0 *%ﬁb?ﬁﬁilﬁlﬂ’ﬂmﬂﬁo R FERT, H{m}ﬁz}fﬁfiﬁ
enger.OpenChatReceiver) is | __ Eﬂﬂ%%%ﬁﬁﬂﬁﬁ%&%ﬁﬁlf&ﬂ'\]ﬁtﬁﬁ%ﬁﬁ’\ﬁ@’fﬁﬁ%ﬂ, TSR FEFE AR /I
11 vulnerable to StrandHogg 2 = FNEWENSZREER. JLIBTEEENEERE N singlelnstance"F+
0 BB taskAffinity (taskAffinity="") SEEILIRFRE. EEETLUERFEIERR SDK
’ TS (28) Bzl 29 SEEhRALIEFEARINES LR,
Activity (im.risgoefrjg.mess
12 enger.OpenChatReceiver) BRI Activity5igeg FRIRMRN ARERFLR, EIEEX RS FRYHaEARN e
RAYRIF. FFERRTiAIE,
[android:exported=true]
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Activity (im.risgoefrjg.ui.hui.
visualcall.VisualCallActivity)

BEAILEFE StrandHogg 2.0 #&FRERINEG. mRFIRET, EthNREER
LS SR S E RN EAIN RS IIER,  MT{sER Rk

13 is vulnerable to StrandHog FOBWENZZHER R, JLBTEEEREMERE/ singlelnstance"F
20 IREZS taskAffinity (taskAffinity="") SRISEIRRE, EEJLUSRIFREHR SDK
9e KRk (28) T3 20 EEIRALET ARENE S,
Activity (im.risgoefrjg.ui.hui.
14 visualcall.VisualCallActivity) KU Activity 51 FRVEMR FRERES, R EFEEGESE AT E AR
RAYRIF. FrEBaTiial,
[android:exported=true]
Activity (im.risgoefrig.ui.hui. E?iﬂﬂfﬁiﬂﬁ&‘StrandHogg 2.0 *ﬁﬁﬂi‘%ﬁ%ﬂﬁlﬁgmﬂﬁo imREFIFER, BRI FER
visualcall VisualCallReceive | AL I EE R N FERAYERETRER, TR ek
15 Activity is valnerable to 5t | ™ ERENENBE SR, PIUBERMEEEREN singleinstance 7
andHogg 2.0 REZ taskAffinity (taskAffinity="") SEEILIFIR. EERTLUSRAERIER SDK
’ hiAs (28) B3R 29 BERIRA LTSRS ST,
Activity (im.risgoefrjg.ui.hui.
16 visualcall.VisualCallReceive BRI Activity Siggs ERIEMN RIS, EIMFEEXRE ERYHEERERE
Activity) SRR, FFEBRTA(A,
[android:exported=true]
gt'v'twﬁ%ﬂas"“ﬂ”'w’% BT taskAffinity, ERIFERAIREAIRIAREIRT S—MISH Acti
17 — - L vity 89 Intent, 737 BrIEEMhR FRAEREEEAIXEERIEY Intent FRRIBIEHMER.,
(|)m.r|sgoefrJg.U|.VoIPAct|V|t EAREFIEARE, 15 affinity H5NES
y
e RET Tes AT R SISRIRET taskAffinity, EABRIFERTAEAEAREEIRT 5— IS Act
18 (im.risgoefrig.ui.VolPPermis vity B9 Intent, A TRILEEfER FIFEREEURIEEHEATAT Intent RIBURMER,
BT TBIRRERRRNAIRE, 15 affinity (REFAIEE
sionActivity)
{Et'v'twﬁ%ﬁask’*ﬁ'”'ﬁ BT taskAffinity, EARIFERFAIREAIRIAREIRT S—MISH Acti
19 (im.risgoefrig.uiVolPFeedb vity B9 Intent, AT BILIEEMER FRFEREEURIEEHATAT Intent FRIBURMER,
U TBIREREOANRE, 1§ affinity (RIFAEE
ackActivity)
Service (im.risgoefrjg.messe
20 nger.AuthenticatorService) B Service 5i%E FREMRNFRFHR, FEINAFEXNSS EAHHITEARFEE
ENESiaN FEBRTA(A,
[android:exported=true]
Service (im.risgoefrjg.messe
1 nger.ContactsSyncAdapterS B Service 5i%% FREMRNFARFHR, FENAFEXNSS EAUHITEARFEE
ervice) R, BRI,
[android:exported=true]
Service (im.risgoefrjg.messe
b o BRI Service A4 TIRE HIGRIBRIFIER, Bl ERTLURRE HIE
EWBEE’J%W&%IU, A @Efmﬁﬁif??ﬁlﬂo E%U—’l\ﬁﬁa"fﬁﬁ'ﬂﬂﬁifﬁfiﬁjﬁ“ﬁ%‘iﬁ’ﬂﬁlﬁﬁ@{%}jo
22 Permission: android.permis 1, Mﬁ&@ibﬂgﬁﬂﬁﬁﬂﬁﬁﬁﬂ%}f‘i&%m &D%b?ﬁlﬁ%jﬂ%ﬁ% &, —
sion.BIND CHOOSER TARG TENAREFAILUERAREX MR, HASZAHRE, IREHIRENES,
ET SERVICE - HEFERERIERS MR AEER 78R SX MUR,
[android:exported=true]
Service (im.risgoefrjg.messe
»3 nger.MusicPlayerService) 5 &I Service 5igeE LRIV FREFES, FIEERTiRE FAMHITEMMRERE
AP, FFEBRTA(A,

[android:exported=true]
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24

Service (im.risgoefrjg.messe
nger.MusicBrowserService)
IR,

[android:exported=true]

BRI Service5igeE FAIRMMNERHE, BItEENSIRE FAYHIEMMNERE
FrERRTi3E),

25

Service (im.risgoefrjg.messe
nger.WearDatalayerListene
rService) SRHFERIF,
HHE—intent-filter,

&I Service 518 FAVEMRFRERFHE, EIEr g oY HeEhE
FRERAIAL intent-filterffFERBBIX N Service 2B SHAY.

26

Service (im.risgoefrjg.messe
nger.voip.AppConnectionS
ervice) ZHPRERIF, BZN0%
RERPRAYERIF RS,
Permission: android.permis
sion.BIND_TELECOM_CONN
ECTION_SERVICE
[android:exported=true]

BRI Servicel =48 TR FRIRMMN TSR, FLGLEAILRE EAYE
RN AR, ERE—MEDTTRINAEFFREEXAPRAYRF. H
It, ROZfEE X BRIty ERIRAYRIFRS]. MREHRRE S EEEk, —
TENAEFALIESFREX MR, FEZEHRE. MREHIRENES,
REERERMERSERINERA BEREX MR,

27

Broadcast Receiver (im.risg
oefrjg.messenger.MusicPla
yerReceiver) RE{FRIF,
FE—"Nintent-filter,

&I Broadcast Receiver5igss FRYEMMNEEFHER, EiIErsngsE E
YT Efb R FBRERRAR), intent-filterB9TFESZREBIX M Broadcast Receiver2%&
HSH.

28

Broadcast Receiver (im.risg
oefrjg.messenger.voip.VolP
MediaButtonReceiver) F#
RIP,

FE—Nintent-filter,

&3] Broadcast Receiver5ig# FAVENEFHE, EIErLsigE L
Y HTE bR FBFEREAA), intent-filterBYTFESRERIX M Broadcast Receiver2%&
V=i

29

Broadcast Receiver (im.risg
oefrjg.messenger.AppStart
Receiver) SRHE{ERIF,
FE—"intent-filter,

&3] Broadcast Receiver5ig# FAVEBNFEFHE, EIErsigE L
HYHTEfb N e AIE), intent-filterfi9fEEERABIXMBroadcast ReceiverZ&
S,

30

Broadcast Receiver (im.risg
oefrjg.messenger.RefererRe
ceiver) ZAPRIRIF, (BRRIZ
EEPRAYRIF RS,
Permission: android.permis
sion.INSTALL_PACKAGES
[android:exported=true]

KI— Broadcast Receiverf¥t=44 T i85 FHEBR FER, FEtiFEaLA
FIEE _ FRYHTEMBN FRERFAIA. BRI MED I R R EE AR
FREGIFF. B, MAZEEN A RERIRIMREPRS]. MRCHZENEE
ek, —NERNAEFILISKIEHESX MR, FS5IZAETE. RTH
RENER, REEAERIIBERRINEERZRSHEX MR,

31

Content Provider (im.risgoe
frjg.messenger.voip.CallNot
ificationSoundProvider) 7k
R,

[android:exported=true]

&I Content ProviderS5ig& _ FHIEMNERFHS, FEUFEEX SR EAYHT
Hifth R e FERRT A1,

32

Service (com.blankj.utilcod
e.util. MessengerUtils$Serve
rService) SRR,
FE—intent-filter,

KI Service 5ig# FIVEMBRFERFHE, FE IR iR EaYHaEhR
FRERAIAL intent-filterf9fFERBAIX N Service 2B SHAY.

33

Broadcast Receiver (com.go
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Permission: com.google.an
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cn/dreamtobe/kpswitch/handler/KPSwitchRootLayoutHand
ler.java

cn/dreamtobe/kpswitch/util/KeyboardUtil.java
cn/dreamtobe/kpswitch/util/StatusBarHeightUtil.java
cn/dreamtobe/kpswitch/util/ViewUtil.java
com/alivc/component/capture/VideoPusher.java
com/alivc/component/capture/VideoPusherJNI java
com/alivc/rtc/AliRtcEngine. java
com/alive/rtc/AliRtcEnginelmpl.java
com/alivc/rtc/device/Devicelnfo.java
com/alivc/rtc/device/UTUtdid.java
com/bjz/comm/net/factory/ApiFactory.java
com/bjz/comm/net/factory/ApiGameFactory.java
com/bjz/comm/net/mvp/presenter/FcCommonPresenter.ja
va
com/bjz/comm/net/premission/PermissionActivity.java
com/bjz/comm/net/premission/PermissionManager.java
com/bjz/comm/net/receiver/NetworkConnectChangedRece
iver.java

com/bjz/comm/net/utils/MD5Utils.java
com/bjz/comm/net/utils/RxHelper.java
com/bjz/comm/net/utils/TokenLoader.java
com/contrarywind/view/WheelView java
com/coremedia/iso/boxes/sampleentry/AudioSampleEntry.j
ava

com/litesuits/orm/LiteOrm.java
com/litesuits/orm/db/TableManager.java
com/litesuits/orm/db/assit/Querier.java
com/litesuits/orm/db/assit/SQLStatement.java
com/litesuits/orm/db/assit/Transaction.java
com/litesuits/orm/db/utils/DataUtil.java
com/litesuits/orm/log/OrmLog.java
com/preview/PreviewDialogFragment.java
com/serenegiant/usb/DeviceFilter.java
com/serenegiant/usb/USBMonitor.java
com/serenegiant/usb/UVCCamera.java
com/socks/library/Util java
com/socks/library/klog/BaselLog.java
com/socks/library/klog/FileLog.java
com/socks/library/klog/JsonLog.java
com/socks/library/klog/XmlLog.java
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com/tablayout/SlidingScaleTabLayout.java
com/tablayout/transformer/TabScaleTransformer.java
com/zhy/http/okhttp/cookie/store/PersistentCookieStore.ja
va

com/zhy/http/okhttp/log/Loggerinterceptor.java
com/zhy/http/okhttp/utils/L.java
ezy/assist/compat/RomUltil java
ezy/assist/compat/SettingsCompat.java
im/risgoefrjg/javaBean/wallet/BankCardListResBean.java
im/risgoefrjg/javaBean/wallet/BillRecordDetailBean.java
im/risgoefrjg/javaBean/wallet/BillRecordResBillListBean.java
im/risgoefrjg/javaBean/wallet/WalletPaymentBankCardBea
n.java
im/risgoefrjg/javaBean/wallet/WalletWithdrawTemplateBea
n.java

im/risgoefrjg/messenger/AndroidUtilities.java
im/risgoefrjg/messenger/AnimatedFileDrawableStream.java
im/risgoefrjg/messenger/AppChooserTargetService.java
im/risgoefrjg/messenger/ApplicationLoader.java
im/risgoefrjg/messenger/ContactsController.java
im/risgoefrjg/messenger/ContactsSyncAdapterService.java
im/risgoefrjg/messenger/DispatchQueue.java
im/risgoefrjg/messenger/DownloadController.java
im/risgoefrjg/messenger/Emoji.java
im/risgoefrjg/messenger/FileLoadOperation.java
im/risgoefrjg/messenger/FileLoader.java
im/risgoefrjg/messenger/FileLog.java
im/risgoefrjg/messenger/FileRefController.java
im/risgoefrjg/messenger/FileStreamLoadOperation.java
im/risgoefrjg/messenger/FileUploadOperation.java
im/risgoefrjg/messenger/GcmPushListenerService.java
im/risgoefrjg/messenger/ImagelLoader.java
im/risgoefrjg/messenger/ImageReceiver.java
im/risgoefrjg/messenger/KeepAliveJob.java
im/risgoefrjg/messenger/LocaleController.java
im/risgoefrjg/messenger/LocationController.java
im/risgoefrjg/messenger/MediaController.java
im/risgoefrjg/messenger/MediaDataController.java
im/risgoefrjg/messenger/MessageObject.java
im/risgoefrjg/messenger/MessagesController.java
im/risgoefrjg/messenger/MessagesStorage.java
im/risgoefrjg/messenger/MusicBrowserService.java
im/risgoefrjg/messenger/MusicPlayerService. java
im/risgoefrjg/messenger/NativeLoader.java
im/risgoefrjg/messenger/NotificationBadge java
im/risgoefrjg/messenger/NotificationCenter.java
im/risgoefrjg/messenger/NotificationlmageProvider.java
im/risgoefrjg/messenger/NotificationsController.java
im/risgoefrjg/messenger/ScreenReceiver.java
im/risgoefrjg/messenger/SecretChatHelper.java
im/risgoefrjg/messenger/SendMessagesHelper.java
im/risgoefrjg/messenger/SharedConfig.java
im/risgoefrjg/messenger/SmsReceiver.java
im/risgoefrjg/messenger/UserConfig.java
im/risgoefrjg/messenger/Utilities.java
im/risgoefrjg/messenger/VideoEditedInfo.java
im/risgoefrjg/messenger/VideoEncodingService.java
im/risgoefrjg/messenger/WearDataLayerListenerService.jav
a

im/risgoefrjg/messenger/XiaomiUtilities.java
im/risgoefrjg/messenger/browser/Browser.java
im/risgoefrjg/messenger/camera/CameraController.java
im/risgoefrjg/messenger/camera/CameraSession.java
im/risgoefrjg/messenger/secretmedia/ExtendedDefaultDat
aSource.java
im/risgoefrjg/messenger/support/JobintentService.java

ARSI 22, W RARBCECEAT A R, 3 B Ik 2R AT TEAT I B s L b A 2 FTT/FL367T




A T 1R W B K —— R B & & T B A A

‘B ME: https://www. zhihuaspace. cn:8888

im/risgoefrjg/messenger/support/customtabs/CustomTabs
SessionToken.java
im/risgoefrjg/messenger/support/customtabsclient/shared/
CustomTabsHelper.java
im/risgoefrjg/messenger/support/fingerprint/FingerprintMa
nagerCompatApi23.java
im/risgoefrjg/messenger/utils/PlayerUtils.java
im/risgoefrjg/messenger/utils/SelectorUtils.java
im/risgoefrjg/messenger/voip/AppConnectionService.java
im/risgoefrjg/messenger/voip/AudioRecordJNI.java
im/risgoefrjg/messenger/voip/AudioTrackJNI.java
im/risgoefrjg/messenger/voip/JNIUtilities.java
im/risgoefrjg/messenger/voip/VolPBaseService.java
im/risgoefrjg/messenger/voip/VolPServerConfig.java
im/risgoefrjg/messenger/voip/VolPService.java
im/risgoefrjg/phoneformat/PhoneFormat.java
im/risgoefrjg/sqlite/SQLiteCursor.java
im/risgoefrjg/sqlite/SQLiteDatabase.java
im/risgoefrjg/sqlite/SQLitePreparedStatement.java
im/risgoefrjg/tgnet/ConnectionsManager.java
im/risgoefrjg/tgnet/FCTokenRequestCallback java
im/risgoefrjg/tgnet/NativeByteBuffer.java
im/risgoefrjg/tgnet/NetworkConfig.java
im/risgoefrjg/tgnet/SerializedData.java
im/risgoefrjg/tgnet/TLClassStore.java
im/risgoefrjg/tgnet/TLIsonResolve.java
im/risgoefrjg/translate/MD5.java
im/risgoefrjg/ui/ArticleViewer.java
im/risgoefrjg/ui/AudioSelectActivity.java
im/risgoefrjg/ui/CacheControlActivity.java
im/risgoefrjg/ui/CancelAccountDeletionActivity.java
im/risgoefrjg/ui/ChangeBioActivity.java
im/risgoefrjg/ui/ChangePhoneActivity.java
im/risgoefrjg/ui/ChangePhoneNumberActivity.java
im/risgoefrjg/ui/ChangeSignActivity.java
im/risgoefrjg/ui/ChangeUsernameActivity.java
im/risgoefrjg/ui/ChannelAdminLogActivity.java
im/risgoefrjg/ui/ChannelCreateActivity.java
im/risgoefrjg/ui/ChatActivity.java
im/risgoefrjg/ui/ChatEditActivity.java
im/risgoefrjg/ui/ChatEditTypeActivity.java
im/risgoefrjg/ui/ChatRightsEditActivity.java
im/risgoefrjg/ui/ChatUsersActivity.java
im/risgoefrjg/ui/ContactAddActivity.java
im/risgoefrjg/ui/ContactsActivity.java
im/risgoefrjg/ui/ContentPreviewViewer.java
im/risgoefrjg/ui/CountrySelectActivity.java
im/risgoefrjg/ui/DialogsActivity.java
im/risgoefrjg/ui/DocumentSelectActivity.java
im/risgoefrjg/ui/ExternalActionActivity.java
im/risgoefrjg/ui/GroupCreateFinalActivity java
im/risgoefrjg/ui/GroupEditActivity.java
im/risgoefrjg/ui/GrouplnviteActivity.java
im/risgoefrjg/ui/GroupStickersActivity.java
im/risgoefrjg/ui/ldenticonActivity.java
im/risgoefrjg/ui/IndexActivity java
im/risgoefrjg/ui/InviteContactsActivity.java
im/risgoefrjg/ui/LanguageSelectActivity.java
im/risgoefrjg/ui/LaunchActivity.java
im/risgoefrjg/ui/LaunchAgDialogActivity.java
im/risgoefrjg/ui/LocationActivity.java
im/risgoefrjg/ui/LoginActivity.java
im/risgoefrjg/ui/Media1Activity.java
im/risgoefrjg/ui/MediaActivity.java
im/risgoefrjg/ui/NewContactActivity.java
im/risgoefrjg/ui/NotificationsCustomSettingsActivity.java
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im/risgoefrjg/ui/NotificationsSettingsActivity.java
im/risgoefrjg/ui/PasscodeActivity.java
im/risgoefrjg/ui/PassportActivity.java
im/risgoefrjg/ui/PeopleNearbyActivity java
im/risgoefrjg/ui/PhoneBookSelectActivity.java
im/risgoefrjg/ui/PhonebookShareActivity.java
im/risgoefrjg/ui/PhotoCropActivity.java
im/risgoefrjg/ui/PhotoViewer.java
im/risgoefrjg/ui/PopupNotificationActivity.java
im/risgoefrjg/ui/PrivacyControlActivity.java
im/risgoefrjg/ui/PrivacySettingsActivity.java
im/risgoefrjg/ui/ProfileActivity.java
im/risgoefrjg/ui/ProfileNotificationsActivity.java
im/risgoefrjg/ui/SecretMediaViewer.java
im/risgoefrjg/ui/SessionsActivity.java
im/risgoefrjg/ui/SettingsActivity.java
im/risgoefrjg/ui/ShareActivity.java
im/risgoefrjg/ui/StickersActivity.java
im/risgoefrjg/ui/TestActivity.java
im/risgoefrjg/ui/ThemeActivity.java
im/risgoefrjg/ui/ThemeSetUrlActivity.java
im/risgoefrjg/ui/TwoStepVerificationActivity.java
im/risgoefrjg/ui/VolPActivity.java
im/risgoefrjg/ui/WallpaperActivity.java
im/risgoefrjg/ui/WebviewActivity.java
im/risgoefrjg/ui/actionbar/ActionBarLayout.java
im/risgoefrjg/ui/actionbar/ActionBarPopupWindow.java
im/risgoefrjg/ui/actionbar/AlertDialog.java
im/risgoefrjg/ui/actionbar/BaseFragment.java
im/risgoefrjg/ui/actionbar/BottomSheet.java
im/risgoefrjg/ui/actionbar/DrawerLayoutContainer.java
im/risgoefrjg/ui/actionbar/Theme.java
im/risgoefrjg/ui/actionbar/ThemeDescription.java
im/risgoefrjg/ui/actionbar/XAlertDialog.java
im/risgoefrjg/ui/activities/LoginActivity.java
im/risgoefrjg/ui/activities/WalletRechargeH5Activity.java
im/risgoefrjg/ui/activities/WalletWithdrawActivity.java
im/risgoefrjg/ui/activities/WalletWithdrawAddNewAccount
Activity.java
im/risgoefrjg/ui/activities/WqDialogsActivity.java
im/risgoefrjg/ui/activities/WqgDialogsAdapter.java
im/risgoefrjg/ui/adapters/BaseLocationAdapter.java
im/risgoefrjg/ui/adapters/ContactsAdapter.java
im/risgoefrjg/ui/adapters/DialogsAdapter.java
im/risgoefrjg/ui/adapters/DialogsSearchAdapter.java
im/risgoefrjg/ui/adapters/PhonebookSearchAdapter.java
im/risgoefrjg/ui/adapters/SearchAdapter.java
im/risgoefrjg/ui/adapters/SearchAdapterHelper.java
im/risgoefrjg/ui/bottom/BottomBarLayout.java
im/risgoefrjg/ui/cell/FmtDialogCell.java
im/risgoefrjg/ui/cells/AboutLinkCell.java
im/risgoefrjg/ui/cells/ArchiveHintCell java
im/risgoefrjg/ui/cells/AudioPlayerCell.java
im/risgoefrjg/ui/cells/BotHelpCell java
im/risgoefrjg/ui/cells/ChatActionCell java
im/risgoefrjg/ui/cells/ChatMessageCell java
im/risgoefrjg/ui/cells/ContextLinkCell.java
im/risgoefrjg/ui/cells/DialogCell java
im/risgoefrjg/ui/cells/DialogMeUrICell java
im/risgoefrjg/ui/cells/DrawerActionCell.java
im/risgoefrjg/ui/cells/DrawerProfileCell java
im/risgoefrjg/ui/cells/PopMenuCell.java
im/risgoefrjg/ui/cells/SharedAudioCell java
im/risgoefrjg/ui/cells/SharedLinkCell. java
im/risgoefrjg/ui/cells/ThemeCell java
im/risgoefrjg/ui/cells/ThemesHorizontalListCell.java
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im/risgoefrjg/ui/components/AlertsCreator.java
im/risgoefrjg/ui/components/AnimatedFileDrawable.java
im/risgoefrjg/ui/components/AudioPlayerAlert.java
im/risgoefrjg/ui/components/AvatarDrawable.java
im/risgoefrjg/ui/components/BlockingUpdateView.java
im/risgoefrjg/ui/components/ChatActivityEnterView.java
im/risgoefrjg/ui/components/ChatAttachAlert.java
im/risgoefrjg/ui/components/ChatAvatarContainer.java
im/risgoefrjg/ui/components/ClippinglmageView.java
im/risgoefrjg/ui/components/EditTextBoldCursor.java
im/risgoefrjg/ui/components/EditTextCaption.java
im/risgoefrjg/ui/components/EditTextEmoji.java
im/risgoefrjg/ui/components/EmbedBottomSheet.java
im/risgoefrjg/ui/components/EmojiView.java
im/risgoefrjg/ui/components/EmojiViewV2.java
im/risgoefrjg/ui/components/ForegroundDetector.java
im/risgoefrjg/ui/components/ImageUpdater.java
im/risgoefrjg/ui/components/InstantCameraView.java
im/risgoefrjg/ui/components/LetterDrawable.java
im/risgoefrjg/ui/components/PasscodeView.java
im/risgoefrjg/ui/components/PhotoFilterView.java
im/risgoefrjg/ui/components/PhotoPaintView.java
im/risgoefrjg/ui/components/PhotoViewerCaptionEnterVie
w.java
im/risgoefrjg/ui/components/PipRoundVideoView.java
im/risgoefrjg/ui/components/PipVideoView.java
im/risgoefrjg/ui/components/RLottieDrawable.java
im/risgoefrjg/ui/components/RadioButton.java
im/risgoefrjg/ui/components/RecyclerListView.java
im/risgoefrjg/ui/components/ShareAlert.java
im/risgoefrjg/ui/components/SpannableStringLight.java
im/risgoefrjg/ui/components/StaticLayoutEx.java
im/risgoefrjg/ui/components/StickersAlert.java
im/risgoefrjg/ui/components/TermsOfServiceView.java
im/risgoefrjg/ui/components/ThemeEditorView.java
im/risgoefrjg/ui/components/TimerDrawable java
im/risgoefrjg/ui/components/VideoTimelinePlayView.java
im/risgoefrjg/ui/components/VideoTimelineView.java
im/risgoefrjg/ui/components/WallpaperUpdater.java
im/risgoefrjg/ui/components/WebPlayerView.java
im/risgoefrjg/ui/components/compress/Checker.java
im/risgoefrjg/ui/components/compress/Luban.java
im/risgoefrjg/ui/components/paint/RenderView.java
im/risgoefrjg/ui/components/paint/Shader.java
im/risgoefrjg/ui/components/paint/Slice java
im/risgoefrjg/ui/components/paint/Utils.java
im/risgoefrjg/ui/components/toast/ToastUtils.java
im/risgoefrjg/ui/components/voip/CallSwipeView.java
im/risgoefrjg/ui/components/voip/DarkTheme.java
im/risgoefrjg/ui/components/voip/VolPHelper.java
im/risgoefrjg/ui/dialogs/McShareDialog.java
im/risgoefrjg/ui/fragments/BaseFmts.java
im/risgoefrjg/ui/fragments/CallRecordsFragment.java
im/risgoefrjg/ui/fragments/ContactsFragment.java
im/risgoefrjg/ui/fragments/DialogsFragment.java
im/risgoefrjg/ui/fragments/DiscoveryFragment.java
im/risgoefrjg/ui/fragments/MeFragmentV2 java
im/risgoefrjg/ui/fragments/TabWebFragment.java
im/risgoefrjg/ui/fragments/adapter/FmtContactsAdapter.ja
va

im/risgoefrjg/ui/hui/CameraViewActivity.java
im/risgoefrjg/ui/hui/CharacterParser.java
im/risgoefrjg/ui/hui/WebViewAppCompatActivity.java
im/risgoefrjg/ui/hui/adapter/AddNewCallAdapter.java
im/risgoefrjg/ui/hui/adapter/CreateGroupAdapter.java
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im/risgoefrjg/ui/hui/adapter/CreateSecureAdapter.java
im/risgoefrjg/ui/hui/adapter/MyDialogsAdapter.java
im/risgoefrjg/ui/hui/adapter/NewChatAdapter.java
im/risgoefrjg/ui/hui/adapter/SelectContactsAdapter.java
im/risgoefrjg/ui/hui/adapter/StartChatAdapter.java
im/risgoefrjg/ui/hui/adapter/grouping/AddGroupingUserAd
apter.java
im/risgoefrjg/ui/hui/adapter/pageAdapter/PageSelectionA
dapter.java
im/risgoefrjg/ui/hui/adapter/pageAdapter/PageStickerAda
pter.java
im/risgoefrjg/ui/hui/chats/CreateGroupFinalActivity.java
im/risgoefrjg/ui/hui/chats/GroupShareActivity.java
im/risgoefrjg/ui/hui/chats/MryDialogsActivity.java
im/risgoefrjg/ui/hui/chats/NewChatActivity.java
im/risgoefrjg/ui/hui/chats/ProfileGroupActivity.java
im/risgoefrjg/ui/hui/chats/StartChatActivity.java
im/risgoefrjg/ui/hui/contacts/AddContactsActivity.java
im/risgoefrjg/ui/hui/discovery/ActionintroActivity.java
im/risgoefrjg/ui/hui/discovery/NearPersonAndGroupActivit
y.java

im/risgoefrjg/ui/hui/discovery/QrScanActivity.java
im/risgoefrjg/ui/hui/discoveryweb/DiscoveryJumpPausedFl
oatingView.java
im/risgoefrjg/ui/hui/discoveryweb/DiscoveryJumpToPage.ja
va
im/risgoefrjg/ui/hui/friendscircle/fcHelper/OKHttpStreamFe
tcher.java
im/risgoefrjg/ui/hui/friendscircle/okhttphelper/AESHelper.j
ava
im/risgoefrjg/ui/hui/friendscircle/okhttphelper/MD5Utils.jav
a
im/risgoefrjg/ui/hui/friendscircle/okhttphelper/OkHttpStrin
gCallBack.java
im/risgoefrjg/ui/hui/friendscircle_v1/adapter/FcDetailAdapt
erjava

im/risgoefrjg/ui/hui/friendscircle v1/adapter/FcHomeAdapt
erjava
im/risgoefrjg/ui/hui/friendscircle_v1/adapter/UserFcListAda
pter.java
im/risgoefrjg/ui/hui/friendscircle_v1/base/BaseFcActivity.ja
va
im/risgoefrjg/ui/hui/friendscircle_v1/base/BaseFcFragment.
java
im/risgoefrjg/ui/hui/friendscircle_v1/base/CommFcListActiv
ity.java
im/risgoefrjg/ui/hui/friendscircle_v1/base/CommFcListFrag
ment.java
im/risgoefrjg/ui/hui/friendscircle_v1/fragments/FcFollowFra
gmentjava
im/risgoefrjg/ui/hui/friendscircle_v1/fragments/FcHomeFra
gment.java
im/risgoefrjg/ui/hui/friendscircle_v1/fragments/FcRecomm
endFragment.java
im/risgoefrjg/ui/hui/friendscircle_v1/helper/FcDBHelper.jav
a
im/risgoefrjg/ui/hui/friendscircle_v1/player/logger/ExoPlay
erLogger.java

im/risgoefrjg/ui/hui/friendscircle v1/player/player/AbsBase
VideoPlayer.java
im/risgoefrjg/ui/hui/friendscircle_v1/player/player/VideoPla
yerManager.java
im/risgoefrjg/ui/hui/friendscircle_v1/player/utils/Utils.java
im/risgoefrjg/ui/hui/friendscircle_v1/ui/FcPageDetail Activity
Jjava
im/risgoefrjg/ui/hui/friendscircle_v1/ui/FcPageMineActivity.
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java
im/risgoefrjg/ui/hui/friendscircle_v1/ui/FcPageOthersActivit
y.java
im/risgoefrjg/ui/hui/friendscircle_v1/ui/FcPublishActivity.jav
a
im/risgoefrjg/ui/hui/friendscircle_v1/ui/FcTopicMainActivity
java
im/risgoefrjg/ui/hui/friendscircle_v1/ui/ImagePreSelectorAc
tivity.java
im/risgoefrjg/ui/hui/friendscircle_v1/ui/ImagePreviewActivit
y.java
im/risgoefrjg/ui/hui/friendscircle_v1/ui/ImageSelectorActivi
ty.java
im/risgoefrjg/ui/hui/friendscircle_v1/utils/KeyboardUtils jav
a
im/risgoefrjg/ui/hui/friendscircle_v1/utils/StatusBarHeightU
tiljava
im/risgoefrjg/ui/hui/friendscircle_v1/utils/ViewUtil java
im/risgoefrjg/ui/hui/friendscircle v1/view/FCindexBar.java
im/risgoefrjg/ui/hui/friendscircle_v1/view/FcChildReplyListD
ialog.java
im/risgoefrjg/ui/hui/friendscircle_v1/view/FcDoReplyDialog.
java
im/risgoefrjg/ui/hui/friendscircle_v1/view/flowLayout/TagA
dapter.java
im/risgoefrjg/ui/hui/friendscircle_v1/view/flowLayout/TagFl
owlayout.java
im/risgoefrjg/ui/hui/friendscircle_v1/view/panel/KPSwitchR
ootlLayoutHandler.java
im/risgoefrjg/ui/hui/friendscircle_v1/view/richtext/TextCom
monUtils.java
im/risgoefrjg/ui/hui/friendscircle_v1/view/toast/FcToastUtil
s.java
im/risgoefrjg/ui/hui/login/ChangePersonallnformationActiv
ity.java
im/risgoefrjg/ui/hui/login/LoginPasswordContronllerActivit
y.java
im/risgoefrjg/ui/hui/login/PcScanCodeLoginActivity.java
im/risgoefrjg/ui/hui/mine/AboutAppActivity.java
im/risgoefrjg/ui/hui/mine/DataUsageActivity.java
im/risgoefrjg/ui/hui/mine/MrySessionsActivity.java
im/risgoefrjg/ui/hui/mine/MryThemeActivity.java
im/risgoefrjg/ui/hui/mine/PrivacyAndSafeActivity.java
im/risgoefrjg/ui/hui/mine/PrivacySecurityActivity.java
im/risgoefrjg/ui/hui/mine/QrCodeActivity.java
im/risgoefrjg/ui/hui/packet/RedpktGroupSendActivity.java
im/risgoefrjg/ui/hui/packet/RedpktSendActivity.java
im/risgoefrjg/ui/hui/packet/RedpktSendActivity backjava
im/risgoefrjg/ui/hui/packet/SelecteContactsActivity.java
im/risgoefrjg/ui/hui/packet/fragments/PacketLuckyFragme
ntjava
im/risgoefrjg/ui/hui/packet/fragments/PacketNormalFragm
entjava
im/risgoefrjg/ui/hui/packet/fragments/PacketSpecialFragm
entjava
im/risgoefrjg/ui/hui/packet/pop/RedPacketViewHolder.java
im/risgoefrjg/ui/hui/transfer/TransferSendActivity.java
im/risgoefrjg/ui/hui/transfer/TransferSendActivity_backjav
a

im/risgoefrjg/ui/hui/transfer/TransferStatusActivity.java
im/risgoefrjg/ui/hui/transfer/TransferStatusActivity_back.ja
va

im/risgoefrjg/ui/hui/views/SilderRelativeLayout.java
im/risgoefrjg/ui/hui/visualcall/AVideoCalllnterface.java
im/risgoefrjg/ui/hui/visualcall/BaseCallActivity.java
im/risgoefrjg/ui/hui/visualcall/FlowService java
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im/risgoefrjg/ui/hui/visualcall/PermissionUtils.java
im/risgoefrjg/ui/hui/visualcall/RingUtils.java
im/risgoefrjg/ui/hui/visualcall/ThreadUtils.java
im/risgoefrjg/ui/hui/visualcall/VisualCallActivity.java
im/risgoefrjg/ui/hui/visualcall/VisualCallReceiveActivity.java
im/risgoefrjg/ui/hui/visualcall/VisualCallReceiveService.java
im/risgoefrjg/ui/hviews/MryCheckBox.java
im/risgoefrjg/ui/hviews/MyScrollView.java
im/risgoefrjg/ui/hviews/PasswordEditText.java
im/risgoefrjg/ui/hviews/dialogs/XDialog.java
im/risgoefrjg/ui/hviews/dragView/DragCallBack java
im/risgoefrjg/ui/hviews/dragView/DragHelperFrameLayout.
java

im/risgoefrjg/ui/hviews/helper/MryDeviceHelper.java
im/risgoefrjg/ui/hviews/helper/MryDrawableHelper.java
im/risgoefrjg/ui/hviews/helper/MryNotchHelper.java
im/risgoefrjg/ui/hviews/page/PagerConfig.java
im/risgoefrjg/ui/hviews/page/PagerGridLayoutManager.jav
a

im/risgoefrjg/ui/hviews/pop/BasePopup.java
im/risgoefrjg/ui/hviews/slidemenu/SwipelLayout.java
im/risgoefrjg/ui/hviews/swipelist/reservation/TopWrapped
DividerltemDecoration.java
im/risgoefrjg/ui/load/animation/SpriteAnimatorBuilder.java
im/risgoefrjg/ui/newcall/NewCallActivity.java
im/risgoefrjg/ui/settings/CacheControlSettingActivity.java
im/risgoefrjg/ui/settings/NoticeAndSoundSettingActivity.ja
va

im/risgoefrjg/ui/utils/AppUpdater.java
im/risgoefrjg/ui/utils/ChatActionBarHelper.java
im/risgoefrjg/ui/utils/DownloadUtils.java
im/risgoefrjg/ui/utils/QrCodeParseUtil java
im/risgoefrjg/ui/utils/ThirdPartSdkinitUtil. java
im/risgoefrjg/ui/utils/number/MoneyUtil java
im/risgoefrjg/ui/utils/picture/PictureUtil.java
im/risgoefrjg/ui/utils/translate/DecodeEngine.java
im/risgoefrjg/ui/utils/translate/ssrc/SSRC.java
im/risgoefrjg/ui/utils/translate/utils/AudioFileUtils.java
org/webrtc/ali/AliHardwareAudioEncoder.java
org/webrtc/ali/USBAudioDevice. java
org/webrtc/alirtcinterface/ALI_RTC_INTERFACE IMPL java
org/webrtc/alirtcInterface/SophonEngine.java
org/webrtc/alirtcinterface/SophonEnginelmpl.java
org/webrtc/audio/AppRTCAudioManager.java
org/webrtc/audio/AppRTCBluetoothManager.java
org/webrtc/audio/AppRTCProximitySensor.java
org/webrtc/sdk/SophonSurfaceView.java
org/webrtc/utils/AppRTCUtils.java
org/webrtc/utils/CpuMonitor.java
org/webrtc/utils/MemoryMonitor.java
org/webrtc/utils/NetworkMonitor.java
pub/devrel/easypermissions/EasyPermissions.java
pub/devrel/easypermissions/helper/ActivityPermissionHelp
erjava
pub/devrel/easypermissions/helper/BaseSupportPermission
sHelper.java
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CWE: CWE-276: BRIA
PRAIER
OWASP Top 10: M2: |

com/alivc/rtc/device/core/persistent/PersistentConfiguratio

njava

com/danikula/videocache/StorageUtils.java
im/risgoefrjg/messenger/AndroidUtilities.java
im/risgoefrjg/messenger/FileLog.java
im/risgoefrjg/messenger/ImagelLoader.java
im/risgoefrjg/messenger/MediaController.java
im/risgoefrjg/messenger/SharedConfig.java
im/risgoefrjg/messenger/voip/VolPController.java
im/risgoefrjg/ui/DocumentSelectActivity.java
im/risgoefrjg/ui/SettingsActivity.java
im/risgoefrjg/ui/components/voip/VolPHelper.java
im/risgoefrjg/ui/dialogs/McShareDialog.java
im/risgoefrjg/ui/fragments/MeFragmentV2 java
im/risgoefrjg/ui/hui/chats/GroupShareActivity.java
im/risgoefrjg/ui/hui/mine/AboutAppActivity.java
im/risgoefrjg/ui/hui/mine/QrCodeActivity.java
im/risgoefrjg/ui/hviews/helper/MryDisplayHelper.java

2 nsecure Data Storage im/risgoefrjg/ui/utils/DownloadUtils.java
OWASP MASVS: MST
G-STORAGE-2
im/risgoefrjg/messenger/AndroidUtilities.java
im/risgoefrjg/ui/ChangeUsernameActivity.java
im/risgoefrjg/ui/ChannelCreateActivity.java
im/risgoefrjg/ui/ChatActivity.java
im/risgoefrjg/ui/ChatEditTypeActivity.java
im/risgoefrjg/ui/GrouplnviteActivity.java
im/risgoefrjg/ui/PhonebookShareActivity.java
;
G-STORAGE-10 :

im/risgoefrjg/ui/ThemeSetUrlActivity.java
im/risgoefrjg/ui/components/EmbedBottomSheet.java
im/risgoefrjg/ui/components/ShareAlert.java
im/risgoefrjg/ui/dialogs/McShareDialog.java
im/risgoefrjg/ui/hui/chats/ProfileGroupActivity.java
im/risgoefrjg/ui/hui/discovery/QrScanResultActivity.java
im/risgoefrjg/ui/hui/packet/BillDetailsActivity.java
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CWE: CWE-312: BAX
TFHESUMER

OWASP Top 10: M9: R
everse Engineering
OWASP MASVS: MST
G-STORAGE-14

com/alivc/rtc/device/UTUtdid.java
com/bjz/comm/net/bean/AtUserBean java
com/bjz/comm/net/bean/FCEntitysRequest.java
com/bjz/comm/net/bean/FCEntitysResponse.java
com/bjz/comm/net/bean/FcUserInfoBean.java
com/bjz/comm/net/bean/MiniGameBean.java
com/bjz/comm/net/bean/ResponseAccessTokenBean.java
com/litesuits/orm/db/assit/SQLBuilder.java
com/litesuits/orm/db/model/EntityTable.java
com/litesuits/orm/db/model/MapProperty.java
com/zhy/http/okhttp/builder/PostFormBuilder.java
im/risgoefrjg/javaBean/SharelnstallConfigBean.java
im/risgoefrjg/messenger/ContactsController.java
im/risgoefrjg/messenger/FileRefController.java
im/risgoefrjg/messenger/GcmPushListenerService java
im/risgoefrjg/messenger/ImagelLoader.java
im/risgoefrjg/messenger/LocaleController.java
im/risgoefrjg/messenger/NotificationsController.java
im/risgoefrjg/messenger/SendMessagesHelper.java
im/risgoefrjg/ui/ArticleViewer.java
im/risgoefrjg/ui/ChannelCreateActivity.java
im/risgoefrjg/ui/ChatEditTypeActivity.java
im/risgoefrjg/ui/DataAutoDownloadActivity.java
im/risgoefrjg/ui/DataSettingsActivity.java
im/risgoefrjg/ui/LaunchActivity.java
im/risgoefrjg/ui/NotificationsCustomSettingsActivity.java
im/risgoefrjg/ui/NotificationsSettingsActivity.java
im/risgoefrjg/ui/PassportActivity.java
im/risgoefrjg/ui/QuickRepliesSettingsActivity.java
im/risgoefrjg/ui/actionbar/Theme.java
im/risgoefrjg/ui/adapters/MentionsAdapter.java
im/risgoefrjg/ui/components/AlertsCreator.java
im/risgoefrjg/ui/components/EmojiView.java
im/risgoefrjg/ui/components/EmojiViewV2.java
im/risgoefrjg/ui/hui/contacts/CreateGroupingActivity.java
im/risgoefrjg/ui/hui/friendscircle_v1/view/edittext/span/Us
erjava
im/risgoefrjg/ui/hui/login/LoginContronllerActivity.java
im/risgoefrjg/ui/hui/packet/SelecteContactsActivity.java
im/risgoefrjg/ui/settings/AutoDownloadSettingActivity.java
im/risgoefrjg/ui/settings/DataAndStoreSettingActivity.java

CWE: CWE-919: #3501
RIFEfERHAI55
OWASP Top 10: M1: |
mproper Platform Us
age

OWASP MASVS: MST
G-RESILIENCE-2

com/litesuits/orm/BuildConfig.java
com/serenegiant/uvccamera/BuildConfig.java
im/risgoefrjg/messenger/BuildConfig.java

WebViewls=H A =SiEiE

it

CWE: CWE-73: #peiz
AR

im/risgoefrjg/ui/fragments/TabWebFragment.java
im/risgoefrjg/ui/hui/discoveryweb/DiscoveryJumpToPage.ja
va

CWE: CWE-327: {s5F

EHRIHEAFEIKBEAY
ERFEX

OWASP Top 10: M5: |
nsufficient Cryptogra
phy

OWASP MASVS: MST
G-CRYPTO-4

com/bjz/comm/net/utils/MD5Utils.java
com/danikula/videocache/ProxyCacheUtils.java
com/litesuits/orm/db/assit/Encrypt.java
im/risgoefrjg/messenger/AndroidUtilities.java
im/risgoefrjg/messenger/FileUploadOperation.java
im/risgoefrjg/messenger/Utilities.java
im/risgoefrjg/translate/MD5.java
im/risgoefrjg/ui/hui/friendscircle/okhttphelper/MD5Utils.jav
a

im/risgoefrjg/ui/utils/ChiperUtils.java

ARSI 22, W RARBCECEAT A R, 3 B Ik 2R AT TEAT I B s L b A 2

=
=

551971/3£36

\



A T 1R W B K —— R B & & T B A A

‘B ME: https://www. zhihuaspace. cn:8888

RIFERERFEIRRIER S, BURMEREK

CWE: CWE-276: BRiA
BUPRAIEH
OWASP Top 10: M2: |

im/risgoefrjg/ui/components/paint/Slice.java

TCAROZAE SRR 44 nsecure Data Storage | im/risgoefrjg/ui/utils/translate/ssrc/SSRC java
OWASP MASVS: MST
G-STORAGE-2
;:V;l:ﬁ%;slgﬁzg fser com/alivc/rtc/device/UTUtdid.java
OWASP 'It) 10: M5 | com/alivc/rtc/device/utils/PhonelnfoUtils.java
9 & e AT nsufficientré -to r.a com/socks/library/klog/FileLog.java
h yptog im/risgoefrjg/ui/hui/visualcall/VisualCallReceiveService.java
g\zASP MASVS: MST im/risgoefrjg/ui/utils/number/StringUtils.java
G-CRYPTO-6 ’ im/risgoefrjg/ui/utils/translate/ssrc/SSRC.java
CWE: CWE-749: 25
BT AR RIEL im/risgoefrjg/messenger/utils/PlayerUtils.java
OWASP Top 10: M1: | | im/risgoefrjg/ui/ArticleViewer java
10 mproper Platform Us im/risgoefrjg/ui/WebviewActivity.java
age im/risgoefrjg/ui/components/EmbedBottomSheet.java
OWASP MASVS: MST | im/risgoefrjg/ui/components/WebPlayerView.java
G-PLATFORM-7
com/bjz/comm/net/factory/ApiFactory.java
com/bjz/comm/net/factory/ApiGameFactory.java
v FEFE SSL Pinning S48 ) com/bjz/comm/net/factory/ApiHuanHuiFactory.java
R ] R EEERHMITME 8YXI’I-E\'?'CV'\OA:|§XIS MST com/bjz/comm/net/factory/ApiMPFactory.java
com/bjz/comm/net/factory/ApiTranslateAudioFactory.java
com/zhy/http/okhttp/https/HttpsUtils.java
CWE: CWE-89: SQL#p
g ite% 1T < WERTT . .
\;*S L2 > kgel_ VR —— Z;E;i?ggf?iii com/danikula/videocache/sourcestorage/DatabaseSourcel
12 Pt N BT AEASESOLS ) " | nfoStorage.java
I .“ o OWASP Top 10: M7: com/litesuits/orm/db/assit/Querier.java
Client Code Quality
CWE: CWE-327: &5
ggz‘é FERER com/alivc/rtc/device/UTUtdid.java
OV\;/:_;:il'o 10:Ms: | | im/risgoefrig/messenger/Utilities java
13 SHA-12 NaZ5 MeSHSana 7S > 1o T M- im/risgoefrjg/ui/PassportActivity.java
nsufficient Cryptogra im/r1sgoetng/uy/ Pe VI
h im/risgoefrjg/utils/DeviceUtils.java
(p)Vi/IASP MASVS: MST im/risgoefrjg/utils/FingerprintUtil java
G-CRYPTO-4
CWE: CWE-200: 18
14 |PHEhEHEE HEE com/danikula/videocache/HttpProxyCacheServer.java
! OWASP MASVS: MST | im/risgoefrjg/tgnet/NetworkConfig.java
G-CODE-2
CWE: CWE-276: ZRIA
15 NFREFAI LIS NMEEFRER, 8 RPRAIER com/alivc/rtc/device/core/persistent/TransactionXMLFile ja
RSB RN OWASP MASVS: MST va
G-STORAGE-14
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CWE: CWE-79: 7EWeb
TNEA ARSI
MEMEAMES (ESuhR

— R ERRR \WebView.loa

dDataWithBaseURLZ5; M o im/risgoefrjg/ui/ArticleViewer.java
16 MEZEIWebView, HBAIXANRFFE = OWASP Top 10: MT: | im/risgoefrjg/ui/components/EmbedBottomSheet.java

mproper Platform Us
age

OWASP MASVS: MST
G-PLATFORM-6

s

CWE: CWE-649: {ifi

FRESINEZEREEX

NI TR com/alivc/rtc/device/utils/AESUtils.java

= im/risgoefrjg/ui/hui/friendscircle/okhttphelper/AESHelper.j
17 IS OWASP Top 10: M5: | | ava

nsufficient Cryptogra im/risgoefrjg/ui/utils/AesUtils.java

phy im/risgoefrjg/ui/utils/ChiperUtils.java

OWASP MASVS: MST

G-CRYPTO-3
18 T OWASP MASVS: MST | im/risgoefrjg/ui/utils/SimulatorUtil java

G-RESILIENCE-1
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True True Full RELRO No N True Fal
info info info ne o info se
THHIE | XATHBNHE: | EEENSREREER info | ne | THHISEBLININEREL [
IRE T NX ERINT— MR RELRO, RELRO #% - in _FD_SET chk',' _FD_ISSET ¢
i, XirE B, LMFeSiat | GOT AaEZZWEm | fo | hk1
EREFTHE | REMHAREETX | ELF SHESFHE il - =
AT, BE. XHEALUEY | &. T552 RELRO A X i =1
BEWEE | EREUREIZABGE | , BANGOT (gotfl. | # ) af
EANR shell | HRIEEAYSSERMESRIG | gotplt &) IMCA | I8 X B
code Fa] M i, =) {as
1 arm64-v8a/libtmessages.3 | HiT. ® %
0.so = a8
1= %
7 =
) R
) U
= N
B P
7 A
;R | T
PAT | H
H
True True Full RELRO No N False Fal
info info info ne o se
THEISTE | XANTHESEER | EHENSRERSER | info | ne | THHISMESETHANNEREL
BET NX I —MEEE | RELRO, RELRO R - in | . DNEREHRAE TERT glibc
fiI, Xtr& | B, MFEFeswal | GOT AaEaZ WG | i fo | NERNAZLREL (U0 strcpy
ERNEFRE | IREHMHAGERE DX | ELF SHERUGFIRE il Z |, gets F) PEMXKEHIEE | &F
AT, B, XHAILUBT | &. 752 RELRO # X B | . (FRSmFEEN -D_FORTIFY. | &
ST E | EREUREZEEGE | [ BN GOT (gotfl. | # # | SOURCE=2 RNMEFEL, X4 | &
FENEY shell | HIBEAYEEIESRIE | got.plt &) #FRCH | I8 X | HEXTF Dart/Flutter FEANE Jz:]
code A<E] Mz R, =) “ | B
. 7. 2 2
2 arm64-v8a/libusb100.s0 - -
= -4
7 =1
B R
S U
= N
24 P
7= A
BR [T
PAT | H
H
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True True Full RELRO No N False Fal
info info info ne o se
THHIE | ATHEHBNEE | SR EREER info | ne | THHIEKEIHINNERE
RET NX ERIT—M&MEE | RELRO, RELRO HH®R - in | . DNEREERE TEXT glibe
fiI, Xtr& | B, IMFESEE | GOT AaERnZWan | i fo | NENAZERE (W strcpy
EREFTHE | REMEHAREETX | ELF SHESFHE il Z |, gets %) MEMKEHEE | &
AEAT, B, XHEAILABE | &. 5% RELRO X | . (FFRISEIN -D_FORTIFY. | £
EEWEE | EREUREIZABGE | , BN GOT (gotfl. | il | SOURCE=2 RNNEREEL, X4 | &
EANR shell | HRIEEAYSSERMESRIG | gotplt &) IMCA | I8 X | WEXTF Dart/Flutter ERE | B
code Fa] M i, =) “ | B
. HiT. 2 2
3 arm64-v8a/libuvc.so = 5
1= 53
17 =
) R
) U
= N
B’ P
7 A
;R | T
PAT [ H
H
True True Full RELRO No N True Fal
info info info ne o info se
THISE | ANTEHESEE | RS E RS ER info | ne | THFISAEBLATINESRE: [
BET NX ERINT—MEIEE | RELRO, RELROFEE | — in | strlen chk',' sprintf chk’,"
i, XiRE | B, MEESHEL | GOT RFaESEWERY | # | fo | _vsnprintf_chk','_strchr_ch
ERNEFRE | IREHMHAGERE DX | ELF SHERUGFIRE il — | k,'_read chk,' strrchr ch | &
AT, B, XHAILUBT | &. 752 RELRO # X B | K] =3
G EREOREIZRISE | , B4 GOT (.got#0. {as l aJ
FENR shell | HIEEASSSERMESRIE | got.plt BBE) BIRCA | I8 X =2
code A<E] M R, =) {as
4 arm64-v8a/libwukong ua. | BT, R’ B4
so =1 )
= -4
7 =1
B R
S U
= N
iz P
7= A
BR [T
PAT | H
H

PR

x= ITEE | #6R
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android.permission. ACCESS_COARSE_LOCATION
android.permission.ACCESS_FINE_LOCATION
android.permission.MODIFY_AUDIO SETTINGS
android.permission. WAKE_LOCK
android.permission.VIBRATE
android.permission.SYSTEM_ALERT_WINDOW
android.permission.RECEIVE_ BOOT COMPLETED
android.permission.REQUEST INSTALL PACKAGES
android.permission.CALL_PHONE
android.permission.RECORD AUDIO
android.permission. CAMERA
android.permission.GET_ACCOUNTS
android.permission.READ_CONTACTS
android.permission.WRITE_CONTACTS
android.permission.READ_PHONE_STATE
android.permission.GET_TASKS

TR ERMER | 16/30

com.google.android.c2dm.permission.RECEIVE
android.permission.FOREGROUND SERVICE
android.permission.INTERNET
android.permission.ACCESS_NETWORK_STATE
android.permission.ACCESS_WIFI_STATE
android.permission, AUTHENTICATE_ACCOUNTS
com.android.launcher.permission.INSTALL_ SHORTCUT
android.permission.BLUETOOTH
android.permission.READ_EXTERNAL STORAGE
android.permission.WRITE_EXTERNAL_STORAGE
android.permission.CHANGE_NETWORK_STATE
android.permission.REORDER TASKS
android.permission.FLASHLIGHT

FERIR 13/46

o}
3k

\

~

R SRR 2 RARRIR,
HEERMR: BTSSR RihBIUR.

@ fZtE

7 WS

PERA | EER

google.github.io e

IPiiht: 117.24.10.83
ER: SRR ERE
HBIX: 2257 feil

& Sgirts: AnFtEfEIE
45 40.065647
4305 -79.891724

&EE: Google it

lovechat323.com e

IPHtitit: 185.147.178.12
E=R: =FRERE
#X: None

tokrs: ==

& 42.733280

438 -84.637764

&EE: Google ithfE]
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ARSI 22, W RARBCECEAT A R, 3 B Ik 2R AT TEAT I B s L b A 2

=
=

5524771/3£36

\



A T 1R W B K —— R B & & T B A A

B 5 AL :

https://www. zhihuaspace. cn:8888

coub.com

iy

IPitBtE: 13.225.131.79
E=R: HBEREER
HBIX: SEo-1EE
I5irh: EEE

£5[E: 59.894440
437E: 30.264200
&E: Google

www.linkedin.com

ZE

el

IPittt: 117.24.10.83
B +E

HEX: 4t

o e e

£5FE: 39.907501
43/E: 116.397102
BE: 5EiE

www.winimage.com

iy

IPHttthit: 117.24.10.83
ER: E=FBENE
HBER: FrEFa

b7y sl =il 2) =3

S5 40.862041
£215: -74.406120

&E: Google H#E]

live.cailiao.im

iy

No Geolocation information available.

www.ntsc.ac.cn

i

IPitihit: 117.24.10.83
B FE

HBER: Jb=

tE: dbe

£5E: 39.907501
ZE: 116.397102
BE: 5EtE

usher.ttvnw.net

iy

IPHiik: 13.225.131.79
ExR: KHRE

HX: 68

grh: Icheon

& 37.279179
KB 127.442421
&E: Google

api.stripe.com

ZE

iy

IPHiE: 13.230.11.13
E=x: B

HBRR: R

te: R

£EFE: 35.689499
4378 139.692322

&E: Google HhE

www.paypal.com

iy

IPHttttiE: 146.75.49.21
ER: &E

HIX: E/RIS5IH
iR E/RISRIm
45 37.5794

215 126.9754

&E: Google H#E]

maps.googleapis

iy

No Geolocation information available.

game.bjz.com

iy

No Geolocation information available.
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https://www. zhihuaspace. cn:8888

www.aparat.com

iy

IPHiE: 159.226.242.43
E=: Fi (REr=HE)
HhEX: fmm=

ipih: =

4EE: 35.694241

£2/E: 51.421310

&E&: Google

www.shareinstall.com.cn

ZE

el

IPittt: 117.24.10.83
B +E

HBEZ: 132

i S

£5FE: 24.913891
4375 118.585831
BE: 5EiE

shibatch.sourceforge.net

iy

IPHtitit: 104.18.12.149
E=R: =FRERE
R hiFERIE
I5th: IBSL

&5FE: 37.775700
438 -122.395203

&E: Google H#E]

stripe.com

iy

IPittiE: 198.202.176.141
E=R: =FRERE
X: JiFERIE

15ib: (IBLL

& 37.773968

FE: -122.410446

&E: Google ]

impyq.gz.bcebos.com

el

IPHtihit: 117.24.10.83
Ex: hE

Hhlx: 75

57 P

£ 31.311365
£305: 120.617691
B

attheme.org

iy

IPttthit: 185.107.56.208
BR: 7= (FEH)
HiE: 7ot

1iirh: #8{A/R

45 52.695984

£215: 6.194719

B&: Google H#E

login.live.com

iy

IPtitit: 20.190.144.160
E=R: AHRE

HEX: &/Rteukbyeolsi
7 =N

45FE: 37.566311

£2[E: 126.977203

&E: Google ]

www.taobao.com

fiD

IPHiik: 52.20.185.129
B TE

HOEX: ST

g T

£EFE: 32.209366
2FE: 119.434372
=r=q
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B 5 AL :

https://www. zhihuaspace. cn:8888

api.twitch.tv

iy

IPHiik: 146.75.50.214
B e

H#X: Vastra Gotalands lan
15kl Goeteborg

& 57.707409

4378 11.966732

&E: Google

risgoefrjg-48b0d.firebaseio.com

ZE

iy

IPHtik: 69.16.230.42
E=R: =FRERE
HOEX: B ER

tE: tEREHAR

£5FE: 39.099731
438 -94.578568

&E: Google HhE

www.smpte-ra.org

iy

IPHttthiE: 52.20.185.129
ER: E=FBENE
R FEE R
ter: A

45 39.039474
£21E: -77.491806

&E: Google H#E]

instagram.com

iy

IPittit: 157.240.31.174
Bz B4

X R=

i R

£HE: 35.689499

FFE: 139.692322

&E: Google ]

ss3.4sqi.net

IPHiik: 146.75.50.132
E=R: #met

HX: Vastra Gotalands lan
15l Goeteborg

4FE: 57.707409

43E: 11.966732

&EE: Google it

translations.lovechat323.com

iy

IPHtthit: 69.16.230.42
ER: =7 BENE
HiE: ZEMR

Ipih: ==

SRS 42.733280
£215: -84.637764

B&: Google H#E

m.bjz.com

iy

No Geolocation information available.

player.vimeo.com

iy

IPHtitit: 162.159.138.60
E=R: =FRERE
R HiFERIE

I5th: IBSL

£5FE: 37.775700

438 -122.395203

&EE: Google H#E]
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B 5 AL :

https://www. zhihuaspace. cn:8888

schemas.microsoft.com

iy

IPittit: 13.107.246.74
E=R: =FRERE
m 'f&Eﬁ;

tekris: *?Ei

£ 47.682899

FFE: -122.120903

B&: Google H#E]

www.alibaba.com

ZE

el

IPHtiE: 59.82.122.231
B +E

HEX: #T

tes: U

£5FE: 30.293650
43/E: 120.161583
BE: 5EiE

game.cailiao.im

ZE

iy

No Geolocation information available.

www.163.com

fiD

IPHtiit: 58.222.29.215
E=xR +E

HOEX: ST

tEs: &M

& 32.492168

438 119.910767
EE: 5EtE

libusb.info

iy

IPHisiE: 185.199.110.153
ER: SSFEERE

HBIR: 72571 feir

girs: NIRRT

£5/E: 40.065647

35 -79.891724

&E: Google ]

www.ietf.org

iy

IPHiik: 104.16.45.99
E=R: =FRERE
X hRlERTE

iah: (HS LW

£H[E: 37.775700
2E: -122.395203

BE: Google HE]

twitter.com

ZE

iy

IPititiE: 104.244.42.1
E=R: E=FRERE
HBRR: hiFERIE
i5th: (B£L

£5FE: 37.773968
3E: -122.410446

&E: Google HhE

ip-api.com

iy

IPtittiE: 208.95.112.1
ER: =FRERE
HBER: JE-E2 sy
tpk: Skyland

45[E: 35.483757
£2F5: -82.521996

&EE: Google H#E]
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B 5 AL :

https://www. zhihuaspace. cn: 8888

wealthextend.huanhuit.com

iy

IPiitiE: 103.224.212.216
E=R: AT

HIX: 4R

imrh: DS

S -37.982201

#2[E: 145.038940

&E: Google

login.yahoo.com

ZE

iy

IPHtiit: 124.108.115.75
BEx &8

Hx: &4t

I &dt

4[E: 25.038172

42[E: 121.563599

&E: Google HhE
/N
< gtk
RIHER iRRE 3
e https://uniapp.dcloud.io/collocation/frame/window?id=getapp
e https://zz.bdstatic.com/linksubmit/push.js Bf5 [22-A

https://hm.baidu.com/hm.js?d52711a913fc0e5a8fb42d5a70c55159

file:videoprofile:
file:videotrack:
file:channel_profile:

com/alivc/rtc/AliRtcEnginelmpl.java

http://192.200.1.242:1999/
http://m.bjz.com/
https://106.13.253.35/
https://live.cailiao.im/
http://game.bjz.com/
https://game.cailiaoc.im
http://192.168.1.4:20000/
https://106.13.253.90/
https://impyq.gz.bcebos.com/
http://ip-api.com/json/
https://wealthextend.huanhuit.com/

com/bjz/comm/net/UrlConstant.java

https://vop.baidu.com/

com/bjz/comm/net/factory/ApiTranslate

AudioFactory.java

https://impyq.gz.bcebos.com/

com/bjz/comm/net/utils/HttpUtils.java

e 127.0.0.1 com/danikula/videocache/HttpProxyCac
o http://%s:%d/%s heServer.java
o http://%s:%d/%s com/danikula/videocache/Pinger.java

http://www.smpte-ra.org/schemas/2052-1/2010/smpte-tt

com/googlecode/mp4parser/authoring/t

racks/SMPTETTTrackimpl.java

https://stripe.com/docs/stripe.js

com/stripe/android/Stripe. java

https://api.stripe.com
https://stripe.com/api
https://twitter.com/stripestatus

com/stripe/android/net/StripeApiHandler

Jjava
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https://www. zhihuaspace. cn: 8888

o https://static-maps.yandex.ru/1.x/?11=%.6f,%.6f&z=%d&size=%d, %d&|=map&scale=%d&pt=%.6f,
%.6f,vkbkm&lang=%s
e https://static-maps.yandex.ru/1.x/?l1=%.6f,%.6f&z=%d&size =%d, %d&|=map&scale=%d&lang=%s

im/risgoefrjg/messenger/AndroidUtilities.
java

e https://lovechat323.com/dI

im/risgoefrjg/messenger/ContactsContro
ller,java

e https://static-maps
e https://maps.googleapis

im/risgoefrjg/messenger/ImagelLoader.ja
va

e https://instagram.com/

e https://www.instagram.com/explore/tags/
e https://twitter.com/

o https://twitter.com/hashtag/

im/risgoefrjg/messenger/MessageObject.
java

e https://lovechat323.com/install.html?appkey=7hda8k35whgpo4
e http://www.shareinstall.com.cn/js-test.html?appkey=7hda8k35whgpo4

im/risgoefrjg/messenger/MessagesContr
oller.java

e www.shareinstall.com.cn
e http://www.google.com

im/risgoefrjg/messenger/browser/Browse
rjava

e https://player.vimeo.com/video/%s/config

e http://www.aparat.com/video/video/embed/vt/frame/showvideo/yes/videohash/%s
e https://api.twitch.tv/kraken/streams/%s?stream_type=all

e https://api.twitch.tv/api/channels/%s/access_token

e https://usher.ttvnw.net/api/channel/hls/%s.m3u8?%s

e https://coub.com/api/v2/coubs/%s.json

im/risgoefrjg/messenger/utils/PlayerUtils.
java

e https://www.google.com/resolve?name=

im/risgoefrjg/tgnet/ConnectionsManager
Jjava

e https://47.57.143.174/dns-query

e https://8.212.10.34/dns-query

e 47.104.243.76

e 192.168.1.184

e 183.230.11.65

e 36.255.220.245

o https://qwnejkqw314.oss-accelerate.aliyuncs.com/afwfkwfwe.txt

im/risgoefrjg/tgnet/NetworkConfig.java

e https://lovechat323.com/embed

im/risgoefrjg/ui/ArticleViewer.java

e https://lovechat323.com

e http://lovechat323.com

e https://lovechat323.com/authtoken/

e https://openapi.baidu.com/oauth/2.0/token
e https://vop.baidu.com/pro_api

im/risgoefrjg/ui/ChatActivity.java

e https://lovechat323.com/deactivate?phone=

im/risgoefrjg/ui/PassportActivity.java

e https://lovechat323.com/proxy?
o https://lovechat323.com/socks?

im/risgoefrjg/ui/ProxySettingsActivity.jav
a

o https://lovechat323.com/deactivate?phone=

im/risgoefrjg/ui/TwoStepVerificationActiv
ity.java

e https://attheme.org?slug=

im/risgoefrjg/ui/actionbar/Theme java

e https://d.alipay.com

im/risgoefrjg/ui/activities/WalletRecharg
eH5Activity.java
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B 5 AL :

https://www. zhihuaspace. cn: 8888

https://ss3.4sqi.net/img/categories v2/

im/risgoefrjg/ui/adapters/BaseLocationA
dapter.java

https://lovechat323.com/

im/risgoefrjg/ui/components/URLSpanN
oUnderline.java

https://player.vimeo.com/video/%s/config
http://www.aparat.com/video/video/embed/vt/frame/showvideo/yes/videohash/%s
https://api.twitch.tv/kraken/streams/%s?stream_type=all
https://api.twitch.tv/api/channels/%s/access_token
https://usher.ttvnw.net/api/channel/hls/%s.m3u8?%s
https://coub.com/api/v2/coubs/%s.json

im/risgoefrjg/ui/components/WebPlayer
View.java

https://lovechat323.com
http://lovechat323.com
https://lovechat323.com/authtoken/

im/risgoefrjg/ui/hui/discovery/QrScanAct
ivity.java

www.shareinstall.com.cn

im/risgoefrjg/ui/utils/QrCodeParseUtil.jav
a

http://www.ntsc.ac.cn

im/risgoefrjg/ui/utils/timer/OrderCountD
ownHelper.java

http://shibatch.sourceforge.net/

im/risgoefrjg/ui/utils/translate/ssrc/SSRC.
java

www.163.com

https://lovechat323.com/fag#passport

Www.qd.com
http://www.aparat.com/video/video/embed/vt/frame/showvideo/yes/videohash/%s
https://lovechat323.com/faq

127.0.0.1

https://www.instagram.com/explore/tags/

223.5.5.5

https://www.google.com/resolve?name=

36.255.220.245

https://impyq.gz.bcebos.com/

http://ip-api.com/json/

192.168.1.184

https://api.twitch.tv/api/channels/%s/access_token
https://www.facebook.com
https://api.twitch.tv/kraken/streams/%s?stream_type=all
http://shibatch.sourceforge.net/
https://qwnejkqw314.o0ss-accelerate.aliyuncs.com/afwfkwfwe.txt
https://maps.googleapis

https://www.linkedin.com

http://192.200.1.242:1999/

https://lovechat323.com/fag#secret-chats
http://app.navi.baidu.com/mobile/#navi/naving/
https://lovechat323.com/embed

https://twitter.com/stripestatus

https://lovechat323.com/socks?
https://openapi.baidu.com/oauth/2.0/token
http://www.shareinstall.com.cn/js-test.html?appkey=7hda8k35whgpo4
https://lovechat323.com/deactivate?phone=

file:videoprofile:

https://twitter.com
http://bbs.Ibsyun.baidu.com/forum.php?mod=viewthread&tid=106461
114.114.114.114

https://lovechat323.com/authtoken/

https://lovechat323.com/dl

https://lovechat323.com
https://lovechat323.com/install.html?appkey=7hda8k35whgpo4
https://static-maps.yandex.ru/1.x/?11=%.6f,%.6f&z=%d&size =%d, %d&|=map&scale=%d8& pt=%.6f,
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‘B ME: https://www. zhihuaspace. cn:8888

%.6f,vkbkm&ulang=%s

e https://lovechat323.com/

e file:videotrack:

e https://coub.com/api/v2/coubs/%s.json

e https://www.paypal.com

e www.shareinstall.com.cn

e https://twitter.com/

e https://ss3.4sqi.net/img/categories v2/

e https://106.13.253.90/

e http://lovechat323.com

e http://192.168.1.4:20000/

o https://static-maps.yandex.ru/1.x/?l1=%.6f,%.6f&z=%d&size =%d, %d&|=map&scale=%d&lang=%s
e https://stripe.com/docs/stripe.js

o https://game.cailiao.im

e https://translations.lovechat323.com/%1$s/emoji
e https://login.yahoo.com

e https://d.alipay.com

e https://vop.baidu.com/pro_api

e https://vop.baidu.com/

e https://accounts.google.com

e https://login.live.com

e https://47.57.143.174/dns-query

o https://google.github.io/exoplayer/fags.html#what-do-player-is-accessed-on-the-wrong-thread-wa
rnings-mean

e 10.0.0.200

e https://8.212.10.34/dns-query

e http://%s:%d/%s

e https://usher.ttvnw.net/api/channel/hls/%s.m3u8?%s
e http://www.ntsc.ac.cn

e https://live.cailiao.im/

o https://risgoefrjg-48b0d.firebaseio.com

e https://106.13.253.35/

e https://api.stripe.com

e http://m.bjz.com/

e https://static-maps

e https://accounts.google.com/o/oauth2/revoke?token=
e http://www.smpte-ra.org/schemas/2052-1/2010/smpte-tt
o 47.104.243.76

e http://game.bjz.com/

e https://wealthextend.huanhuit.com/

e www.taobao.com

e 10.0.0.172

e https://lovechat323.com/privacy

e https://plus.google.com/

e https://stripe.com/api

e https://lovechat323.com/proxy?

e www.baidu.com

e https://attheme.org?slug=

e https://player.vimeo.com/video/%s/config

e 183.230.11.65

e https://instagram.com/

o file:channel_profile:

o https://twitter.com/hashtag/

e http://www.google.com

B5IE-S

e http://libusb.info

lib/arm64-v8a/libusb100.so
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‘B ME: https://www. zhihuaspace. cn:8888

1.2.04
8.8.8.8
file://hostname/

127.0.0.1

ftp://%s:%s @%s

https://slsrole.alicdn.com

http://203.107.1.33/131392/d?host=
http://www.alibaba.com/experiments/rtp-hdrext/audio_ranking_level id

https://log-global-cn-shenzhen.aliyuncs.com

http://www.alibaba.com/experiments/rtp-hdrext/picture_id
http://www.winimage.com/zlibdll

http://www.ietf.org/id/draft-holmer-rmcat-transport-wide-cc-extensions-01

lib/arm64-v8a/libwukong_ua.so

S FIREBASE DATABASES

FIREBASE URL

¥i8

https://risgoefrjg-48b0d.firebaseio.com

=B

=L

NFBFER5 Firebase #OREEHE,

€ =% SDK

SDK&FH FRE HRER
IPRERBT TS REEISRIESE 1P, RS SIPIERTTKE IP, RAEEEERINE IP fligil

BRIER IRk Aliyun Fin0, RBE TEEETIESEHNT L. SXRASISERREREEN, TRIETITER, 12
FrEEE, K CC R, iR IP i, %% CC 5 DDOS I,

AndroidUtilCode Blanki AndroidUtilCode 2—MEAZANRETRERE, CREtEk TR TERNREY, BExE

’ 9 Demo FNEA TN, FIFBEESEESFAY APls BILAK KRS AR,

Google Sign-In Google RFR Google ERAY API,
&8 Google Play fRSS, EHIRFERTLARIFE Google $HAEIRINEE, HINHEE, Google+ &, FF

Google Play Service Google ®i$ Google Play @[ELA APK /oA B FEEH. XFE—k, SRR AR,
FEATLAFERZHAEERY, Google MURMAIRIHSE.

EasyPermissions Google EasyPermissions 2—M32E88E, ATEHLERT Android M S BIRAINEARFIPRBEE,

File Provider Android FileProvider 2 ContentProvider B4&7k72E, Bi@idtlE content://Uri (K& file:///Uri L{EH%E
DESR RIS

Firebase Google Firebase IRt T HHT. ¥, HEGEMEERIRESINRE, TEIGREREY TaHEE T EIRER.

= HpFE
EMAIL RIS
support@stripe.com com/stripe/android/net/StripeApiHandler.java

sms@stel.com

im/risgoefrjg/ui/CancelAccountDeletionActivity.java

sms@stel.com

im/risgoefrjg/ui/ChangePhoneActivity.java

login@stel.com
sms@stel.com

im/risgoefrjg/ui/LoginActivity.java
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sms@stel.com im/risgoefrjg/ui/PassportActivity.java
login@stel.com im/risgoefrjg/ui/activities/LoginActivity.java
login@stel.com im/risgoefrjg/ui/hui/login/LoginContronllerBaseActivity.java

sms@stel.com
support@stripe.com Bifs [Z-S
login@stel.com

it 1BIRRS

=2 S5 Ptk
Baidu Location https://reports.exodus-privacy.eu.org/trackers/97
Baidu Map https://reports.exodus-privacy.eu.org/trackers/99
Google Firebase Analytics Analytics https://reports.exodus-privacy.eu.org/trackers/49
$
P ZIREIE
AJEERYEREA

BEHERY=> "com.baidu.lbsapi.API_KEY" : "kdjUejljejr98r5IAPI34kPK4M45T7Y4"

AIUBERYI=> "com.google.android.maps.v2.API_KEY" : "AlzaSyA-t0jLPjUt2FxrA8VPK2EiYHcYcbolR6k"

openinstall#EitfJ=> "com.openinstall. APP_KEY" : "ffnjvh"

"LoginPassword" : "Password"

"PassportAuthorize" : "AUTHORIZE"

"Authentication” : "Authentication”

"TypePrivate2" : "Private"

"yuncheng_app_key" : "hf4gX21KF4+d3MBQdtbQCgRUv4ImXdcd366tMJ_2NkprdqFQ+JpjlLglLcjeglAiPhawp_Skh)g-btxAXxfMy6eoVE1Z5fLbHa9ML
84-gJ9CQ2t-p5ATwGwW-liBiglGLE35hA5yAWgdxLwxRIflwNFFmM2i29YghMzFxjgNtgLqtrtwmcG66YULTm-O7wxuAyW8yaliCVI5igvChLSTIvQPwxfiKp1Sw
1+iGTUAx4j69AT3tPeWludJIhbEQzVkcRPSkvtrz5ZtvTAFTFGw_ZtiXBOWXRg5i-lvaTd++Zp9pr85E8IZCy2roG4BKf2Mc9ZTtRVCITm+I6Ht2Hs8ipggo3uT
xwXTMXDiNYfvoAyegblngR-OM26+E4MCAKI_QSqRI25NOKS8O5EV +1J +VKP2nx89cKwxQErwhdZUnDDnvDuxRffIrfRP7PZhbkcjaUvQiv-ZTE6J91V3ZQ
nzu7a8jOf51saiXnwUDNBuUOWP6c4xjOQHalyUGA9ILb8fGpdefZXz"

"FindBackPassword" : "FindBackPassword"

"CommitAuthentication" : "CommitAuthentication"

"TypePrivateGroup" : "Private”

"UseProxyUsername” : "Username”

"UseProxySecret" : "Secret"

"AdvanceAuth" : "AdvanceAuth"

"ReAuth" : "Re-certification”
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"RealNameAuth" : "RealNameAuth"

"TypePrivate" : "Private”

"google crash_reporting_api_key" : "AlzaSyC6uk1nvjb5BYzqEzgaWy iTryf5373Nyw"

"key walletDefaultBackground" : "walletDefaultBackground"

"pref_speakerphone _key" : "speakerphone_preference"

"key windowBackgroundGray" : "windowBackgroundGray"

"Sessions" : "Sessions"

"firebase_database url" : "https://risgoefrjg-48b0d.firebaseio.com”

"FaceAuth" : "FaceAuth"

"FindBackPassword" : "FindBack"

"Username” : "Username”

"Authenticated" : "Authenticated"

"google_api_key" : "AlzaSyCéuk1nvjb5BYzqEzgaWy iTryf5373Nyw"

"key_windowBackgroundWhite" : "windowBackgroundWhite"

"UseProxyPassword" : "Password"

"PasscodePassword" : "Password"

"baidu_map key" : "kdjUejljejr98r5IAPI34kPK4AMA45T7Y4"

"NotAuthenticated" : "NotAuthenticated"

pE5eNoBQIFVcd9lEuylhvopfgS1RSj5C

ABVGDE2JZIQKLMNOPRSTUFHC34WXY9678

C71CAEBIC6B1C9048E6C522F70F13F73980D40238E3E21C14934D037563D930F48198A0AA7C14058229493D22530F4DBFA336F6E0AC925139543AED
44CCE7C3720FD51F69458705AC68CDA4FE6B6B13ABDCI746512969328454F18FAF8C595F642477FE96BB2A941D5BCD1D4AC8CC49880708FA9B378E3
C4F3A9060BEE67CFOA4A4A695811051907E162753B56BOF6B410DBA74D8A84B2A14B3144EOEF1284754FD17ED950D5965B4B9DD46582DB1178D169
C6BC465BOD6FFIOCA3928FEF5BOAEAEAT18FC15E83EBEAOF87FAIFFSEED70050DED2849F47BF959D956850CE929851F0D8115F635B105EE2E4E15D04B2
454BF6F4FADF034B10403119CD8E3B92FCC5B

A2B55680-6F43-11E0-9A3F-0002A5D5C51B

QrMgt8GGYI6T52ZY5AnhtxkLzb8egpFn3j5JELIBHEWtACbUNZ5cc3aYTsTRbmkAkRIeYbtx92LPBWm7nBO9UII7y5i5MQNmMUZNf5QENurR5tGyo7y)2G0
MBjWvy6iAtlIAbacKPOSwOUeUWx5dsBdyhxa71d1APtybSdDgicBDuN;jlOmIZFUzZSS9dmN8IBDOWTVOMz0pRZbR3cysomRXOO1ghqjJdTcyDIxzpNAEsz
N8RMGjrzyU7HjbmwieYNK

fb9fObb7fdd0760c354cc3d80cecb1d9

e283aac0-7c0f-4f2e-bcf7-90acc19903ed

9A04F079-9840-4286-AB92-E65BE0885F95

c06c8400-8e06-11e0-9cb6-0002a5d5¢51b

f180c508-f49a-40bd-b8ac-50577ce9aff6
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