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LS

TR cq90#lE.apk

SR 151.87MB

NIFREZFR: Y7

wHaE: com.chuanggijzgdy

FE: org.cocos2dx.lua.AppActivity

RAS: 5.5.5.39856

B/\SDK: 21

B#xSDK: 28

IETEISH RIS

MD5: 5c05b1d6f8d872ca3fe0343d6ff07caf

SHA1: cf662eb993ff1d16b1cabc5fa8cf20a35f382bcb
SHA256: €9a1c02ce341005549f5bc236f311d19afd9c188b37bddc56222b3bbad460f26
NFEFZENE 33/100 (F=IXES)

PRERESA:

IR AL AREEREeRE

S OtEERT =

5

=a [XLBIHER

Activity2B{: 441, Hepexportdyg: 04

ServicefBi: 91, Hrpexportfyg: 040

Receiverfgf4: 34, Hrepexporthya: 04

ProviderdBf4: 24, Hrhexporthya: 0

2 =
* =15y

THEMHEES
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vl &4 True
v2 &4: False
v3 &4 False
v4 &4Z: False

F&: C=fang, ST=fang, L=fang, O=fang, OU=fang, CN=fang

EREL rsassa_pkes1vi1s
EREIE: 2021-06-07 09:40:21+00:00
BMERZ: 2032-05-20 09:40:21+00:00

K17 A: C=fang, ST=fang, L=fang, O=fang, OU=fang, CN=fang

55 0x45ba30be
EFEE%: sha256
JFFEMD5: 608d0600e3c2d255621c2d41874ed420

UEESHAT: 4ca235f250ab0b2ebd3501003bf1bd7f0ed1c2c3

UEESHA256: 4fb01ec5b29f2208586398f00fe7a81d70a13279e5d1fda40f99d7e1744bdaaa

UERSHAS12:

89887048fcc2e371decff4a543436b6c90f5887c514f7f231a312f290ed4d834ac13528¢52f71ca778d54c71ad9f00b35b23dc2d03e0f0fad44ac77cfb22c866

HE 1 ANESIER

i= NFBYR

BBRER REFR BBRAE PUBREER
android.permission.INTERNET fels EE =1 e Tl SVFR R RS BT,
AR SRR AT IIIEE. BUHARAIR AR
android.permission.READ_PHONE_STATE et - T BEHFNSEISSIS, REREHEEE, WRXAHS
a B,
android.permission.READ EXTERNAL STORAGE feia EEENSD-RAA FEFRIFFERMSD-RIEER.
android.permission.WAKE_LOCK fels FHLEFANARRR Zg;gﬁﬁ*ﬁ%ﬁﬁmﬂ% EFNFRRAEE ST
android.permission.VIBRATE =@ EhliRaNES VTR e IRaES, AT EEBAREITIRE,
android.permission.SYSTEM_ALERT WINDOW 23 R AN EREFEE, TRERRLUEEFEN RS,
android.permission.SYSTEM_OVERLAY WINDOW | &40 AR kB8 android 5|FERYARNIIR,
android.permission.ACCESS WIFI_STATE =@ BEWI-FIXES N R FEE R AWI-FIIRSHYER.
android.permission. WRITE_EXTERNAL STORAGE 23 Eﬂw\ﬂ%@mﬁ% ST B NN S,
EEEARE
Zr_;-cEirmd.permlsswn.READ_PRIVILEGED_PHONE_ST 40 AT skES android 3 |FEIATIR,
android.permission.ACCESS_ NETWORK_STATE =@ IRENILSIRTS VM R EETEMEIPATS.
RIFRIFFEFNRANE BESHEEER, IXEENFE
android.permission.READ LOGS feia ENEFEE | FRILIRIMERFERER, XEERETEEERPN
NEETHIREER, ERISTASURITEE,
android.permission.MODIFY_AUDIO_SETTINGS fEks ﬁ*@aﬁ""ﬂ@’% @fﬂﬁ% ERERSAGE, MSE. ZRTRRES
SIRE IR,
android.permission.CAMERA feia FRRBFIREIRIR FVTRIFBEFCIRIRRTUR, BIO TR saeE

HARHERZIATEN .

ARSI 22, W RARBCECEAT A R, 3 B Ik 2R AT TEAT I B s L b A 2

H30T/3L24 11



A T 1R W B K —— R B & & T B A A

‘B ME: https://www. zhihuaspace. cn:8888

android.permission.RECORD AUDIO ekt SRENRE IR SRR BRI RE R,
android permission READ_MEDIA AUDIO ke TIPDIREERR | e o Pere S ARSI
S
android permission READ_ MEDIA IMAGES ke Qgﬁgﬁmﬁﬁi S ISR SN T
) . - TS MBI . - .
android.permission.READ_MEDIA VIDEO el e FOVFRIFEFE RS NSRBI A4
com.asus.msa.SupplementaryDID.ACCESS =@ EBE FoaldiFEs REREITNRERoaid, ELuLE EREREIRMR,
iy
8 MEZLEE
B 1| 0|55:0|%20
Fs B Fa= 41 iR
1 * (SIS BEAR BRI E ARSI R,
—
==RNSEYarin
B 1] 0]|EE:1
R EiEE HINMER
BEERA =R NI E RS SR TES
MNFREFERTVIERHERTES, IRRFERVISENER, BACHESESERE5.0-8.0 89)anus
NIFFFERFFE anusimia = BRI, ERE5.0-7.0 BEfTIER T VISE S =NRARER, IURERSER T v2/v3&EE A28
e R R,
Q MANIFESTS
BiE 1| 3|55 0| F#k 0
Fs [0 fa==1 i HNMER
N FHTE AL TREAs . . N . NN
gg;?i:{j«éﬁf%ﬁﬂm ZR FERF ] LIREEER 2 N NESHENIBRA Android £, IXEGGEA
1 - - =M Google EWEERIZLEHT. 3% Android kAs => 10, API 29 LU
Android 5.0-5.0.2, [minSdk PR
=21] BN LT,
RIFEFER TEERAX MEIRE, FIRIBAXXHTTP, FTPH#Y, DownloadMana
RO ARSI NE e gerflMediaPlayer, $RJAPIZBI27 B KA FRFER, BRMEA true”, £33
2 [android:usesCleartextTraff AP 5FI288 BB =IN FIfER, EOAE S false”, R {FERPSCRENTERR
ic=true] RSN, ESSHFERRR, REEE G EREEE, FE
PAEAIGEIRIE R MERE.,
Ay S=A=) 4R77
gﬂiﬁifﬁiﬁfﬁc RS REE LA e, FERIRE hEE
3 onfio @xml network secu =R MNMERLIRE, MABEERR R, XERE LSS ERESS
o= - AU AR PR TR
rity_config]
4 TEFF AR . MRS, X SR RN E S S S RN AR L.
[android:debuggable=true] | =% XS R EREA AR EN R,
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N FRERPEOE I LA D
5 [android:allowBackup=true

]

EMRSAIHHT A B adb &R FEFEEE. CRIFCEERTUSBHE
HBP RS EEHINFEEFETE.

</> D

SiE 8|EE:3|%=1|Fik0

FS [0

FR

SEIRE XiHE

FPermTO RN S M /e /AN S el

bfb/weixin/pay/http/HttpUtils.java
bfb/weixin/pay/pay/Pay.java
ch/qos/logback/classic/android/LogcatAppender.java
ch/qos/logback/classic/net/SimpleSocketServer.java
ch/qos/logback/classic/pattern/TargetLengthBasedClassN
ameAbbreviator.java
ch/qos/logback/classic/spi/ThrowableProxy.java
ch/qos/logback/core/joran/util/ConfigurationWatchListUti
ljava
ch/qos/logback/core/net/DefaultSocketConnector.java
ch/qos/logback/core/net/SocketConnectorBase.java
ch/qos/logback/core/recovery/ResilientOutputStreamBase
Jjava

ch/qos/logback/core/spi/ContextAwareBase java
ch/qos/logback/core/spi/ContextAwarelmpl.java
ch/qos/logback/core/subst/Node.java
com/qiyukf/module/log/UploadClient.java
com/qiyukf/nimlib/c.java

com/qiyukf/nimlib/c/e.java

com/qiyukf/nimlib/c/f.java

com/qiyukf/nimlib/c/f/a.java

com/qiyukf/nimlib/e/f java

com/qiyukf/nimlib/f/a/a.java
com/qiyukf/nimlib/j/a/a java
com/qiyukf/nimlib/j/b/a/a java
com/qiyukf/nimlib/l/a/i.java

com/qiyukf/nimlib/I/f.java
com/qiyukf/nimlib/net/a/d/b.java
com/qiyukf/nimlib/push/net/httpdns/d/a.java
com/qiyukf/nimlib/q/a/a.java
com/qiyukf/nimlib/sdk/NIMClient.java
com/qiyukf/nimlib/sdk/NIMSDK java
com/qiyukf/nimlib/sdk/NIMYsfSDK java
com/qiyukf/nimlib/sdk/util/NIMUtil.java
com/qiyukf/nimlib/session/v.java
com/qiyukf/sentry/a/be.java
com/qiyukf/sentry/android/core/c.java
com/qiyukf/share/media/a.java
com/qiyukf/uikit/common/ui/imageview/BaseZoomablel
mageView.java
com/qiyukf/uikit/session/helper/PickimageAndVideoHelp
erjava
com/qiyukf/uikit/session/helper/VideoMsgHelper.java
com/qiyukf/uikit/session/module/input/InputPanel java
com/qiyukf/unicorn/f/a java
com/qiyukf/unicorn/h/a.java
com/qiyukf/unicorn/httpdns/e/a.java
com/qiyukf/unicorn/mediaselect/internal/utils/PhotoMeta
dataUtils.java

com/qiyukf/unicorn/n/g.java
com/qiyukf/unicorn/ui/activity/FileDownloadActivity.java
CWE: CWE-532: i@ com/qiyukf/unicorn/widget/flowlayout/TagAdapter.java

Mt [ e [ o B
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1 \) E > REE SCSRE {'EE H&SXIHHNE/EFEEE
e OWASP MASVS: MST

e com/qiyukf/unicorn/widget/flowlayout/TagFlowLayout.jav
G-STORAGE-3

a
com/umarkgame/umarksdk/UmarkGameSdk java
com/umarkgame/umarksdk/activity/GiftAdapter.java
com/umarkgame/umarksdk/floatviews/FloatView.java
com/umarkgame/umarksdk/thirdlibs/volley/CacheDispatc
her.java
com/umarkgame/umarksdk/thirdlibs/volley/NetworkDispa
tcherjava
com/umarkgame/umarksdk/thirdlibs/volley/Request.java
com/umarkgame/umarksdk/thirdlibs/volley/RequestQueu
ejava
com/umarkgame/umarksdk/thirdlibs/volley/VolleyLog.jav
a
com/umarkgame/umarksdk/thirdlibs/volley/toolbox/Basic
Network.java
com/umarkgame/umarksdk/thirdlibs/volley/toolbox/DiskB
asedCache.java
com/umarkgame/umarksdk/thirdlibs/volley/toolbox/Imag
eRequest.java
com/umarkgame/umarksdk/thirdlibs/volley/toolbox/Json
Request.java
com/umarkgame/umarksdk/utils/LogUtils.java
com/umarkgame/umarksdk/utils/UdidUtils.java
com/yaya/sdk/async/http/FileAsyncHttpResponseHandler.
java

com/yaya/sdk/connection/YayaObject.java
com/yaya/sdk/d/f java

com/yaya/sdk/down/b.java
com/yunva/im/sdk/lib/YvLoginlnit.java
com/yunva/im/sdk/lib/d/a.java
org/cocos2dx/lib/Cocos2dxActivity.java
org/cocos2dx/lib/Cocos2dxAudioFocusManager.java
org/cocos2dx/lib/Cocos2dxBitmap.java
org/cocos2dx/lib/Cocos2dxEditBoxHelper.java
org/cocos2dx/lib/Cocos2dxGLSurfaceView.java
org/cocos2dx/lib/Cocos2dxHelper.java
org/cocos2dx/lib/Cocos2dxHttpURLConnection.java
org/cocos2dx/lib/Cocos2dxLocalStorage.java
org/cocos2dx/lib/Cocos2dxMusic.java
org/cocos2dx/lib/Cocos2dxReflectionHelper.java
org/cocos2dx/lib/Cocos2dxSound.java
org/cocos2dx/lib/Cocos2dxVideoHelper.java
org/cocos2dx/lib/Cocos2dxVideoView.java
org/cocos2dx/lib/Cocos2dxWebView.java
org/cocos2dx/lib/DataTaskHandler.java
org/cocos2dx/lib/FileTaskHandler.java
org/cocos2dx/lib/HeadTaskHandler.java
org/cocos2dx/lib/QuickHTTPInterface java
org/cocos2dx/lua/AppActivity.java
org/cocos2dx/lua/LualavaBridge.java
org/cocos2dx/lua/PlatformSDK java
org/cocos2dx/lua/YileUtil.java
org/cocos2dx/utils/PSDialog.java

ARSI 22, W RARBCECEAT A R, 3 B Ik 2R AT TEAT I B s L b A 2 S671/3: 2471



A B B K —— R B 2 BT & AR ‘B MAk: https://www. zhihuaspace. cn:8888

ch/qos/logback/core/android/AndroidContextUtil java
com/qiyukf/module/log/LogPulseClient.java
com/qiyukf/nimlib/j/a.java

com/qiyukf/nimlib/q/a/a java
com/qiyukf/sentry/android/core/k java
com/qiyukf/unicorn/f/a java

com/qiyukf/unicorn/f/b.java
com/qiyukf/unicorn/fileselect/ui/activity/FilePickerActivity.
java
com/qiyukf/unicorn/mediaselect/internal/utils/MediaStor
eCompat.java
com/qiyukf/unicorn/mediaselect/internal/utils/PathUtils.ja
va

com/qiyukf/unicorn/n/b/e.java
com/qiyukf/unicorn/n/e/a java
com/qiyukf/unicorn/n/e/d.java
com/qiyukf/unicorn/ui/activity/BrowserActivity.java
com/umarkgame/umarksdk/activity/ScreenShotsActivity.j
ava
com/umarkgame/umarksdk/thirdlibs/volley/toolbox/Volle
y.java

com/umarkgame/umarksdk/utils/UdidUtils java
com/yaya/sdk/core/b.java

CWE: CWE-276: BRA | com/yaya/sdk/d/ijava

APRAIER com/yunva/im/sdk/lib/a/a.java

OWASP Top 10: M2: 1 | com/yunva/im/sdk/lib/a/d java

nsecure Data Storage | rg/cocos2dx/lib/Cocos2dxHelperjava

OWASP MASVS: MST org/cocos2dx/lua/YileUtil.java
G-STORAGE-2
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com/qgiyukf/module/zip4j/tasks/AbstractModifyFileTask ja
va
com/qiyukf/nimlib/push/net/httpdns/a/a.java
) . com/qiyukf/nimlib/push/net/httpdns/util/e.java
CTV;IEE’\CE)J/:KIL;;;; e com/qiyukf/nimlib/push/packet/symmetry/d.java
OW,;:'SP Top 10: M5: | com/qiyukf/sentry/a/aj.java
3 N— . " nsufficient Cry;;togr.a com/qiyukf/share/media/a.java
h com/qiyukf/unicorn/httpdns/b/a.java
(p)ViASP MASVS: MST com/qiyukf/unicorn/httpdns/util/e.java
G-CRYPTO-6 ’ com/umarkgame/umarksdk/asynchttpstack/entity/Multip
artEntity.java
com/umarkgame/umarksdk/view/IDFactory.java
com/yaya/sdk/async/http/SimpleMultipartEntity.java
com/yaya/sdk/core/a.java
CWE: CWE-295: iF#
UEARIES
OWASP Top 10: M3: | | com/qiyukf/unicorn/ui/activity/BrowserActivity.java
4 = nsecure Communicat | com/umarkgame/umarksdk/activity/GiftBagActivity.java
ion com/umarkgame/umarksdk/activity/ProtocolActivity.java
OWASP MASVS: MST
G-NETWORK-3
com/qjiyukf/uikit/session/helper/CustomURLSpan.java
5 R OWASP MASVS: MST | com/qgiyukf/unicorn/ui/d/a/g.java
G-STORAGE-10 com/qiyukf/unicorn/ui/d/j.java
ch/qos/logback/classic/joran/action/ConfigurationAction.j
ava
ch/qos/logback/classic/sift/ContextBasedDiscriminator.jav
a
ch/qos/logback/core/CoreConstants.java
CWE: CWE-312: BESZ ch/qos/logback/core/net/ssl/SSL.java
FhEmR=E ch/qos/logback/core/rolling/helper/DateTokenConverter.j
OWASP Top 10: M9: | @va
6 Reverse Engineering ch/qos/logback/core/rolling/helper/IntegerTokenConverte
OWASP MASVS: MST | Fjava
G-STORAGE-14 com/qiyukf/nimlib/c/c.java
com/qiyukf/nimlib/f/b/c.java
com/qiyukf/nimlib/ipc/NIMContentProvider.java
com/umarkgame/umarksdk/UmarkGameSdk java
com/umarkgame/umarksdk/constant/FinalValue.java
org/cocos2dx/lua/PlatformSDK java
CWE: CWE-919: #z)
NrFEFERAAY5S R
OWASP Top 10: M1: | e . .
7 = mbroper ISIthorm Us com/chuanggi/ljzqdy/BuildConfig.java
=e agF; P com/umarkgame/umarksdk/BuildConfig.java
OWASP MASVS: MST
G-RESILIENCE-2
ch/qos/logback/classic/android/SQLiteAppender.java
CWE: CWE-89: SQLE com/qiyukf/nimlib/f/c/a.java
T SOLite¥ = A*{%ﬁﬁﬁﬁ%ﬁ?ﬁ; com/qiyukf/nimlib/f/c/c.java
~ NiG TR . . . .
. SOL 56Ol 25 . VANERIAY (SQL com/q!yuI;;/mmhb/f/c/dqava
(EBP NS SSQUEN, EN) com/glyu /unicomye/ajava
i " ,OWASP Top 10: M7: com/qiyukf/unicorn/e/b.java
\ Client Code Qu.ality. com/yaya/sdk/b/a java
com/yaya/sdk/b/b.java
org/cocos2dx/lib/Cocos2dxLocalStorage.java
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CWE: CWE-327: fs5F com/anysdk/Util/i.java
WIS EXEEAY | com/qiyukf/module/log/UploadClient.java
FREFEL com/qiyukf/nimlib/push/net/httpdns/util/c java
9 MD5.E 2= hoHRRIA S OWASP Top 10: M5: | | com/qiyukf/nimlib/q/i.java
== nsufficient Cryptogra | com/qiyukf/unicorn/httpdns/util/c.java
phy com/umarkgame/umarksdk/utils/MD5.java
OWASP MASVS: MST | com/yaya/sdk/d/d.java
G-CRYPTO-4 org/cocos2dx/lua/YileUtil. java
CWE: CWE-276: ZRHA
IPRAIERS . - .
10 RIFSEFOURRIRRI ST, SRSk OWASP Top 10: M2: | EZqu;yiljzgll/n;!bg]Z/i{c?cl.Jj:iTeAs ncHttpResponseHandler
IEARAZAE S HHIGRT ST nsecure Data Storage | . yay Y P 4 presp )
OWASP MASVS: MST )
G-STORAGE-2
ch/qos/logback/core/net/ssl/SSLContextFactoryBean.java
com/qiyukf/nimlib/push/net/httpdns/b/b.java
1 2e OWASP MASVS: MST com/q!yukf/un!corn/httpd.ns/c/b.Java
G-NETWORK-4 com/qiyukf/unicorn/i/a/e java
com/yaya/sdk/async/http/MySSLSocketFactory.java
org/cocos2dx/lib/Cocos2dxHttpURLConnection.java
CWE: CWE-295: F$
IEARIES e
SSLUTRZS] \Fpab OWASP Top 10: M3: | | Comvanysdi/Util/bjava
12 PN . N =t nsecure Communicat com/qiyukf/unicorn/i/a/b.java
= ion com/umarkgame/umarksdk/asynchttpstack/httpstacks/Ht
OWASP MASVS: MST tpUrlConnStack.java
G-NETWORK-3
CWE: CWE-200: {58 com/qiyukf/nimlib/push/net/httpdns/a/b.java
s tER com/qiyukf/unicorn/httpdns/b/b java
13 IPSpiLHiEE OWASP MASVS: MST | com/giyukf/unicorn/httpdns/g/b.java
G-CODE-2 com/yaya/sdk/d/g.java
It FRFERAEERESQL Cipher, SQLC com/qiyukf/nimlib/f/b/b.java
14 ipher/asqliteBOREESC4HRE2561 | (58 OWASP MASVS: MST | com/qiyukf/nimlib/f/b/c.java
AESHNER G-CRYPTO-1 com/qiyukf/nimlib/f/b/d. java
CWE: CWE-649: i
TFRESINEZEZSEX
BNTAH TR G
N FEFE rsPKCS5/PKCS74 = . - I
15 HIHE= CBC S—— e OWASP Top 10: M5: | com/q!yukf/n|rp||b/push/.net/httpdns/utll/a.Java
- com/qiyukf/unicorn/n/c.java
FroracleI§it. nsufficient Cryptogra
phy
OWASP MASVS: MST
G-CRYPTO-3
CWE: CWE-327: {#F
EARHRE RG]
vy IR BA=] ECBt& BREFEL
y, - OWASP Top 10: M5: | . . .
16 = nsufficient Cryptogra com/qiyukf/unicorn/n/c java
phy
OWASP MASVS: MST
G-CRYPTO-2
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CWE: CWE-327: {§FH

EREEFERBERY
BEFEE
17 OWASP Top 10: M5: | | com/bytedance/dr/impl/k.java
nsufficient Cryptogra | com/qiyukf/nimlib/push/packet/asymmetric/e.java
h
E)ViASP MASVS: MST
G-CRYPTO-4
CWE: CWE-327: {s5F8
BRG]
EEFEL
18 =e S::ﬁiscl:i)e-lr;?pcgyop;t';ﬂgsr.al com/yaya/sdk/d/a.java
phy
OWASP MASVS: MST
G-CRYPTO-2
M ESEES
R SY
U
N M
RP p B
AT A oL
H T S
( H ST
=] ( RI
£ NX (% STACK CANARY %ES | .o | FORTIFY(EMBE&MBEts PP
g | WOE ST | (S RELRO E :
# | D(
= &
B | o 5
&z |2 s
) |2 5
i =
& )
)
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True True Full RELRO No N False Fal
info info info ne o se
TSN | XATHESER | WHEENSRERSER | inf | n | ZHESESEHTINERE
RET NX | BT —MM&MEE | RELRO, RELRO#fR | o e | . NIERREHRML TS glibe
fiI, XIRE | B LMEFESE | GOT A2ESEWE | — | in | (RN RZ2RE (0 strcpy
ENEFRE | REMUAREPX | A9 ELF THEESMERE | # | fo | |, gets &) METRKIGEHIGE | #F
AT, BE, XHFALIBEY | BE. &5 RELRO # | = | . EFRRIEIAIN -D_FORTIFY_ | S
EEREE | ARSREZENGIE | F, 2B GOT (got X | ¥ | SOURCE=2 SENIEIE%L, X | &
FENRT shel | HRIBEAOZEMERIG | 70 .gotplt &) #ix | 4 | & | MEEXSTF Dart/Flutter BER | A
Icode 7] | i IBHRIE, ® | X | &R
Wiz, 5 | #
1 armeabi/libEncryptorP.so i’ "
B | B
= i’
7 | &
B | R
o
£ | N
B (P
7 | A
;R | T
PA | H
TH
00 02
s IAFEAAR
S Ee | AR
android.permission.READ_PHONE_STATE
android.permission.WAKE_LOCK
android.permission.VIBRATE
SEEHEHEEPR | 7/30 | android.permission.SYSTEM_ALERT WINDOW
android.permission.MODIFY_AUDIO _SETTINGS
android.permission.CAMERA
android.permission.RECORD _AUDIO
android.permission.INTERNET
android.permission.READ_EXTERNAL STORAGE
android.permission.ACCESS_WIFI_STATE
- android.permission.WRITE_EXTERNAL_STORAGE
HERMBLR 8/46 android.permission.ACCESS NETWORK STATE
android.permission.READ_MEDIA_AUDIO
android.permission.READ_MEDIA IMAGES
android.permission.READ_MEDIA VIDEO
FR: CRREERT 2RISR,
HEERNUR: BArRSHE EIRRrUR.
@ fek=2ASin
f#= W& PERA | (EER
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IPitishiE: 59.111.48.68
ER: hE

R: %R

b7 |

HE: 23.127361
£2fE: 113.264572
B

nosup-hz1.127.net =g

Jalil

1Pttt 120.92.149.155
ER: hE

IR LLZR

i 55

4R 36.098610

2[E: 120.371941

B

alil

alink.volceapplog.com =g

IPiiht: 59.111.241.163
ER: =FRERE
HIX: hiFERIE

ikrh: (B

4 37.774929

42 -122.419418

&EE: Google H#E

iy

astat.bugly.cros.wr.pvp.net =g

IPitistit: 120.92.149.155
E=R: hE

X: %R

b7 |

HE: 23.127361

£2fE: 113.264572
B

alil

da.qytest.netease.com =8

IPHtithiE: 59.111.48.68
E=R: hE

R ;T

Itk $5T

£[E: 32.209366
£2fE: 119.434372
B

alil

tobapplog.ctobsnssdk.com =g

IPHtishik: 150.138.144.223
EI=R: Fin

HBEX: sronig

tkirh: Fronig

£E: 1.289987

£3/8: 103.850281

&EE: Google &

iy

astat.bugly.qcloud.com =g

IPHihiE: 120.92.149.155
EE: FE

bR T

tekrta: A

45 30.293650

£3/%: 120.161583
=

dr.netease.im T

ali
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https://www. zhihuaspace. cn:8888

log-api.oceanengine.com Ze =

IPHishiE: 120.92.149.155
E=: hE

HBRZ: 1775

Iekh: £k

#5[E: 33.385559

438: 120.125282
B=:

Jalil

toblog.ctobsnssdk.com =g

IPHishiE: 120.92.149.155
B hE

R ;T

itk S8 T

4[E: 32.209366

£2FE: 119.434372

B

Jalil

cq90.umarkgame.com =g

IPHihiE: 120.92.149.155
Ez: FE

MR 3k

tekrta: dbe

45 39.907501

2/%: 116.397102
&5

alil

imtest.netease.im Ze

IPHtistit: 120.92.149.155
E=R: hE

R: %R

b7 |

HE: 23.127361

£2fE: 113.264572
B

statistic.live.126.net T

alil

IPHihit: 120.92.149.155
Ez: FE

bR T

tekrta: A

45/ 30.293650

£2/E: 120.161583
=

ali

yht.umarkgame.com =8

IPHtiik: 59.111.48.68
EE: FE

MR Jb5

tekrta: dbe

45 39.907501
£2/F: 116.397102
=

da.qiyukf.com =g

ali

IPHtistit: 120.92.149.155
B hE

X: %R

b7 |

HE: 23.127361

£2fE: 113.264572
B

iy

imtest6.netease.im =z

No Geolocation information available.
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https://www. zhihuaspace. cn: 8888

abtest.volceapplog.com

alil

IPHihiE: 120.92.149.155
EZ: FE

X T3

tekrta: 75N

4 31.311365

£23/%: 120.617691

&5

applog.snssdk.com

alil

IPHtiiE: 59.111.48.68
EZ: FE

MR T3

tpkrta: 75

45 31.311365
£2/E: 120.617691
&5

logback.qos.ch

iy

IPHtishik: 159.100.250.151
B %t

HhER: &Rt

ttirh: &2

H[E: 47.366825

438 8.549790

&EE: Google H#E

Iftpay.jieshenkj.com

alil

IPtttiE: 150.138.144.223
B hE

HIRZ: LLZR

I 55

4R 36.098610

2[E: 120.371941

B

databyterangers.com.cn

iy

No Geolocation information available.

tobapplog.volceapplog.com

Ze

il

IPitishiE: 59.111.48.68
B +E

X ;T

i 8T

4E[E: 32.209366
£2fE: 119.434372
BE: 5t

ichannel.snssdk.com

zZe

il

IPHtisiE: 59.111.48.68
E=x: +E

X ;15

i T

4E[E: 32.209366
£2fE: 119.434372
BE: 5t

gydev.netease.com

Ze

il

IPitishiE: 59.111.48.68
B +E

HX: 7R
|

HE: 23.127361
£2fE: 113.264572
BE: 5t

hs.apivv.info

ze

iy

No Geolocation information available.
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https://www. zhihuaspace. cn: 8888

klink.volceapplog.com

alil

IPkiit: 59.111.241.137
E=x: hE

R ;T

I 480

4 34.266666

4ZRE: 117.166664
=T}

sentry.music.163.com

alil

IPiitit: 59.111.241.137
E=: hE

HX: 7R

IekrE: T

4 23.127361

£2E: 113.264572

=T}

wanproxy-hz.127.net

Jalil

IPiiit: 59.111.241.137
E=: hE

WX: 7R

IekE: T

4 23.127361

£2E: 113.264572

=T}

hs.yunva.com

iy

No Geolocation information available.

pay.anysdk.com

Ze

il

IPistit: 211.151.20.124
E=x: +E

HhER: Jbe=

te: b

45FE: 39.907501

£2fE: 116.397102

BE: 5t

toblog.volceapplog.com

Ze

il

IPiiiE: 59.111.241.137
Ex: hE

HBRZ: Lz

57Ty =)

45 36.098610

42FE: 120.371941

BE 5EtE

toblog-alink.ctobsnssdk.com

zZe

il

IPiiiE: 59.111.241.137
Ex: HE

X ;15

15k &N

4HE: 32.492168

42F=: 119.910767

BE 5EtE

aql.qytest.netease.com

il

IPHiiE: 59.111.241.137
Ex: E

HX: 7R

se: o

4 23.127361

43FE: 113.264572
BE 5EtE
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H15651/3£24 51



A T 1R W B K —— R B & & T B A A

B 5 AL :

https://www. zhihuaspace. cn: 8888

Ibs-giyu.netease.im

Jalil

IPittit: 124.232.170.115
ER: hE

X: %R

b7 |

HE: 23.127361

£2fE: 113.264572

B

c.kp747.com

iy

No Geolocation information available.

da.giyukf.netease.com

ze

il

IPititik: 59.111.241.163
Ex: E

HX: 7R

se: T

4hE: 23.127361

42FE: 113.264572
BE 5EtE

www.163.com

Ze

il

IPiit: 59.111.241.163
ExR: +E

X ;T

571 SRRV

4hE: 32.492168

42F=- 119.910767
BE 5EtE

example.com

ze

iy

IPHitik: 124.232.170.115

E=R: =R EARE
HIX: hiFtEEIE
tekr: &2,

45E: 34.052570
£2fE: -118.243904

&E: Google ithE

ap1.giyukf.com

zZe

el

IPHttit: 170.106.118.26
E=x: +E

HX: 7R

|

HE: 23.127361

£2fE: 113.264572
BE: 5t

log.snssdk.com

zZe

il

IPiit: 59.111.241.163
Ex: E

HIX: iR

tRh: <

£F7E: 28.200001

42FE: 112.966667

BE 5EtE

giyukf.netease.com

il

IPiit: 59.111.241.163
Ex: hE

HX: 7R

se: o

4 23.127361

43FE: 113.264572
BE 5EtE
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IPiiht: 59.111.241.163
E=x: hE

HX: 7R

575 SR

4 23.127361

£2E: 113.264572
=T}

alil

imtest4.netease.im =

sim.qudao.info Ze No Geolocation information available.

iy

IPititik: 59.111.241.163
Ex: HE

HX: 7R

ser: TN

4hE: 23.127361

43FE: 113.264572

Ibs.netease.im =z

il

1Ptttk 185.199.111.153
B =7 RENE

X: =5i&B

tekrs: InFERTE

S5 40.065647

Z[E: -79.891724

B&: Google i

iy

loopj.com e

ame
A\ /4

FIILHER IR L

e http://apps.bdimg.com/libs/jquery/1.11.1/jquery.min.js Bfs[EE-A

o http://Iftpay.jieshenkj.com/sdk_transform/pay_api
o http://Iftpay.jieshenkj.com/count_ali/count_ali bfb/weixin/pay/config/Config.java
e http://Iftpay.jieshenkj.com/ali_pay/bfbaliappsdksearch

« http://logback.qos.ch/css/classic.css ch/qos/logback/classic/html/UrlCssBuild

er.java
e http://logback.qos.ch/codes.html#receiver no_port ch/qos/logback/classic/net/SocketRecei
e http://logback.qos.ch/codes.html#receiver no_host ver.java
e http://logback.qos.ch/codes.html
e http://logback.qos.ch/manual/ ch/qos/logback/core/CoreConstants.jav
e http://logback.qos.ch/codes.html#tbr fnp_not set a
e http://logback.qos.ch/codes.html#sat_missing_integer token
e http://logback.qos.ch/codes.html#earlier_fa_collision ch/qos/logback/core/FileAppender.java

ch/qos/logback/core/OutputStreamApp

e http://logback.qos.ch/codes.html#layoutinsteadofencoder .
enderjava

ch/qos/logback/core/joran/action/Appe

e http://logback.qos.ch/codes.html#appender_order nderRefAction java

e http://logback.qos.ch/codes.html#socket_no_port ch/qos/logback/core/net/AbstractSocket
e http://logback.qos.ch/codes.html#socket no_host Appender.java
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https://www. zhihuaspace. cn:8888

http://logback.qos.ch/codes.html#smtp_no_layout

ch/qos/logback/core/net/SMTPAppende
rBase.java

http://logback.qos.ch/codes.html#syslog_layout

ch/qos/logback/core/net/SyslogAppend
erBase java

http://logback.qos.ch/codes.html#missingrightparenthesis

ch/qos/logback/core/pattern/parser/Par
ser.java

http://logback.qos.ch/codes.html#tbr fnp_prudent unsupported
http://logback.qos.ch/codes.html#fwrp_parentfilename_not_set
http://logback.qos.ch/codes.html#tbr_fnp_not_set

ch/qos/logback/core/rolling/FixedWindo
wRollingPolicy.java

http://logback.qos.ch/codes.html#rfa_no_tp
http://logback.qos.ch/codes.html#rfa_no_rp
http://logback.qos.ch/codes.html#rfa_collision
http://logback.qos.ch/codes.html#rfa_file_after

ch/qos/logback/core/rolling/RollingFileA
ppender.java

http://logback.qos.ch/manual/appenders.html#sizeandtimebasedrollingpolicy

ch/qos/logback/core/rolling/SizeAndTim
eBasedFNATP java

http://logback.qos.ch/codes.html#sbtp _size format

ch/qos/logback/core/rolling/SizeBasedTr
iggeringPolicy.java

http://logback.qos.ch/codes.html#rfa_collision_in_dateformat

ch/qos/logback/core/rolling/TimeBased
FileNamingAndTriggeringPolicyBase.java

http://logback.qos.ch/codes.html#tbr fnp not set

ch/qos/logback/core/rolling/TimeBased
RollingPolicy.java

http://logback.qos.ch/codes.html#renamingerror

ch/qos/logback/core/rolling/helper/Ren
ameUtil.java

http://logback.qos.ch/codes.html#1andonly1

ch/qos/logback/core/sift/SiftingJoranCo
nfiguratorBase.java

https://sim.qudao.info/account/login
https://sim.qudao.info/api/pay/exec

com/anysdk/framework/IAPDebug.java

http://sim.qudao.info/account/login
http://sim.qudao.info/account/logout

com/anysdk/framework/SocialDebug.jav
a

http://c.kp747.com/k.js

com/anysdk/framework/Statistics.java

https://sim.qudao.info/account/login
https://sim.qudao.info/account/logout

com/anysdk/framework/UserDebug.java

https://pay.anysdk.com/v5/order/getorderid/
https://pay.anysdk.com/v5/unit/payment_switch/
https://pay.anysdk.com/v5/unit/get_order url/
https://pay.anysdk.com/v5/simsdkpaynotice/simsdkpaynotice/
https://pay.anysdk.com/v5/unit/query_ads/

com/anysdk/Util/a.java

http://statistic.live.126.net/statics/report/common/form

com/qiyukf/nimlib/c/f/a.java
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https://www. zhihuaspace. cn:8888

https://imtest.netease.im/Ibs/conf jsp
https://imtest.netease.im/1.gif
https://imtest4.netease.im/test
https://imtest6.netease.im:8012/
https://Ibs.netease.im/Ibs/conf.jsp
https://Ibs-qiyu.netease.im/lbs/conf.jsp?devflag=qyonline
https://dr.netease.im/1.gif

com/qiyukf/nimlib/e/e java

https://nosup-hz1.127.net

com/qiyukf/nimlib/e/g.java

https://wanproxy-hz.127.net/Ibs

com/qiyukf/nimlib/net/a/b/a/c.java

59.111.179.213
59.111.179.214
59.111.239.61
59.111.239.62

com/qiyukf/nimlib/push/net/httpdns/a/
b.java

www.163.com

com/qiyukf/nimlib/qg/k java

https://statistic.live.126.net/statics/report/im/sdk/msgreceived

com/qiyukf/nimlib/session/h.java

https://8593144935bb47e4aeb6c1436e86aa68@sentry.music.163.com/1537

com/qiyukf/unicorn/c.java

59.111.179.213
59.111.179.214
59.111.239.61
59.111.239.62

com/qiyukf/unicorn/httpdns/b/b.java

1.3.0.2

com/qiyukf/unicorn/httpdns/g/b.java

http://aq1.qytest.netease.com
http://qiyukf.netease.com
http://qydev.netease.com
https://ap1.giyukf.com
http://da.qytest.netease.com
http://da.qiyukf.netease.com
https://da.qgiyukf.com

com/qiyukf/unicorn/i/a/c.java

https://yht.umarkgame.com/umarkpay/pay

com/umarkgame/umarksdk/UmarkGam
eSdkjava

https://yht.umarkgame.com/umarkpay/pay

com/umarkgame/umarksdk/activity/Pay
Activity.java

https://yht.umarkgame.com/umarkpay/pay

com/umarkgame/umarksdk/checkOrder
No/CheckOrderNo.java

https://yht.umarkgame.com/
https://yht.umarkgame.com/umarkpay/pay
https://yht.umarkgame.com/datacenter/game
https://yht.umarkgame.com/dljy/m/index.html
http://Iftpay.jieshenkj.com/ali_pay/merchantsearch
https://yht.umarkgame.com/usercenter/sdk
https://yht.umarkgame.com/usercenter/user

com/umarkgame/umarksdk/constant/Ht
tpConstant.java

http://loopj.com/android-async-http

com/yaya/sdk/async/http/AsyncHttpClie
ntjava

http://hs.apivv.info:9800/get

com/yaya/sdk/core/CorelLib.java

http://hs.yunva.com:9735/

com/yaya/sdk/http/a.java
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o http://c.kp747.com/kjs

e https://toblog.ctobsnssdk.com/service/2/device_update

e www.163.com

o https://klink.volceapplog.com/service/2/device_register/

e https://imtest.netease.im/1.gif

e http://sim.qudao.info/account/login

o http://logback.qos.ch/codes.html#syslog layout

e http://sim.qudao.info/account/logout

e http://logback.qos.ch/codes.html#sbtp _size format

e http://da.giyukf.netease.com

e https://applog.snssdk.com/service/2/app_log/

e https://imtest.netease.im/Ibs/conf.jsp

e 59.111.239.62

e http://logback.qos.ch/codes.html#missingrightparenthesis

e http://logback.qos.ch/css/classic.css

e http://logback.qos.ch/codes.html#tbr fnp_not set

e http://logback.qos.ch/codes.html#rfa_collision

e http://logback.qos.ch/codes.html

e https://pay.anysdk.com/v5/unit/get_order url/

e https://ap1.qgiyukf.com

o https://8593144935bb47e4aebbc1436e86aa68@sentry.music.163.com/1537
e https://Ibs-giyu.netease.im/Ibs/conf.jsp?devflag=gyonline

e 127.0.0.255

e https://toblog.ctobsnssdk.com/service/2/device_register/

e http://Iftpay.jieshenkj.com/ali_pay/bfbaliappsdksearch

e https://klink.volceapplog.com/service/2/app_alert_check/

e https://toblog-alink.ctobsnssdk.com/service/2/alink data

e https://log.snssdk.com/service/2/app_log/

e http://qiyukf.netease.com

e https://toblog.volceapplog.com/service/2/log_settings/

e https://toblog-alink.ctobsnssdk.com/service/2/attribution_data

e https://h.trace.qg.com/kv

e https://pay.anysdk.com/v5/unit/payment_switch/

e http://logback.qos.ch/codes.html#layoutinsteadofencoder

o http://logback.qos.ch/manual/appenders.html#sizeandtimebasedrollingpolicy
e https://yht.umarkgame.com/datacenter/game

e https://alink.volceapplog.com/service/2/attribution_data

e http://hs.yunva.com:9735/

o http://logback.qos.ch/codes.html#socket no_host

e https://Ibs.netease.im/Ibs/conf.jsp

e http://logback.qos.ch/manual/

e https://sim.qudao.info/account/login

e https://astat.bugly.cros.wr.pvp.net/:8180/rqd/async

e http://Iftpay.jieshenkj.com/ali_pay/merchantsearch

e 59.111.179.214

o https://statistic.live.126.net/statics/report/im/sdk/msgreceived

e http://logback.qos.ch/codes.html#tbr fnp_prudent_unsupported

e https://pay.anysdk.com/v5/order/getorderid/

e http://cq90.umarkgame.com:99/center.php/api/

e 59.111.179.213

e http://logback.qos.ch/codes.html#fwrp_parentfilename_not_set

e http://qydev.netease.com

o http://Iftpay.jieshenkj.com/sdk transform/pay_api

e https://toblog.ctobsnssdk.com/service/2/app_log/

e http://logback.qos.ch/codes.html#smtp no_layout Bifs 28-S
e http://logback.qos.ch/codes.html#1andonly1

e http://logback.qos.ch/codes.html#socket no_port
e https://sim.qudao.info/api/pay/exec

e http://logback.qos.ch/codes.html#renamingerror
e https://da.qiyukf.com

e http://logback.qos.ch/codes.html#earlier fa_collision
e http://hs.apivv.info:9800/get

e https://log.snssdk.com/service/2/device_register/
e https://toblog.ctobsnssdk.com/service/2/app_alert_check/
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https://www. zhihuaspace. cn: 8888

e https://wanproxy-hz.127.net/lbs

e https://yht.umarkgame.com/usercenter/sdk

e https://yht.umarkgame.com/dljyy/m/index.html

e https://sim.qudao.info/account/logout

e https://tobapplog.volceapplog.com/service/2/app_log/
e https://astat.bugly.qcloud.com/rqd/async

e https://toblog.ctobsnssdk.com/service/2/log_settings/
e https://toblog.ctobsnssdk.com/service/2/abtest_config/
e https://imtest6.netease.im:8012/

e https://yht.umarkgame.com/

e 13.0.2

e http://aql.qytest.netease.com

e https://abtest.volceapplog.com/service/2/abtest _config/
e https://tobapplog.ctobsnssdk.com/service/2/app_log/
e https://yht.umarkgame.com/usercenter/user

e https://klink.volceapplog.com/service/2/device_update
e https://toblog.ctobsnssdk.com/service/2/profile/

e https://log.snssdk.com/service/2/log_settings/

e http://logback.qos.ch/codes.html#rfa_no_tp

e https://toblog.volceapplog.com/service/2/profile/

e http://logback.qos.ch/codes.html#sat_missing_integer token
e http://logback.qos.ch/codes.html#rfa_no_rp

e https://pay.anysdk.com/v5/unit/query_ads/

e http://logback.qos.ch/codes.html#null_cs

e http://logback.qos.ch/codes.html#rfa_collision_in_dateformat
o http://statistic.live.126.net/statics/report/common/form
e https://dr.netease.im/1.gif

e https://imtest4.netease.im/test
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