B e e | BEARSMIREG | MD5: 59743e8fdfb872a56¢2038ef9778ddc0

R 4 B R

ANDROID g &7 Mk &

S [ O s o RS 7 S E 0 P | 5 e e R R (N 42 | SR E b HATU/IL6T



B e e | BEARSMIREG | MD5: 59743e8fdfb872a56¢2038ef9778ddc0

IR ER A

SCAFAATR: 3d70b29c5f77e8e50279bc7f6f36a23d1583731901.apk
BEL NN 6.79MB

JS2FH 44 Pyraminx60s

LR com.pyraminxsoft

5 com.pyraminxsoft.MainActivity

FRA 1.0

f/NSDK: 22

\
H ##SDK: 29 /_§<
T £ RN )‘_\%

!
LR 2 4 o A 55/100 (1 A %) \Ags

AR 2 AR ,%/
MD5 59743e8fdfb872a56c2038ef9778ddc0

SHA1: a4499faled996a4da5f4c09e1 e76ce}t di

S

Ny
SHA256: 50eb5521553e3f47c¢179f936 1D09460e0fb32c23 ﬁmﬂ 983617a

o 5

AN/
= jczaﬁ%vm it /\,%.»

A

ActivityZH 11, )&% Fexportiif : /& t

) X7y

Servic€ZH¥I0, Hexport

Receiverdiff: 04, Hrdie

ProviderZiff: % ortffa: 04

=
¥ S WEHEE

TR S E % A
vl %44 True
V2 %4 False
V3 %44 False

S [ O s o RS 7 S E 0 P | 5 e e R R (N 42 | SR E b



B e e | BEARSMIREG | MD5: 59743e8fdfb872a56¢2038ef9778ddc0

v4 %54 False

4l C=US, ST=California, L=Mountain View, O=Android, OU=Android, CN=Android, E=android@android.com
X4 5k rsassa_pkes1v15

A3 2008-02-29 01:33:46+00:00

HRHAZ: 2035-07-17 01:33:46+00:00

AT N C=US, ST=California, L=Mountain View, O=Android, OU=Android, CN=Android, E=android@android.com
JF%%5: 0x936eacbe07f201df

WA A % sha

iIF4MD5: e89b158e4bcf988ebd09eb83f5378e87

WIF1iSHA1: 61ed377e85d386a8dfee6b864bd85b0bfaa5afs1

iIF1iSHA256: a40da80a59d170caa950cf15c18c454d47a39b26989d8b640ecd745ba71bf5dc

IEFISHAS12:
5216cch62004c4534f35c780ad7c582f4ee528371e27d4151f0553325de9cchebb34ec4233f5f640703581053abfea303977272d17958 71129224569

FREN 1 ASE—EH

== BUPR A= B 5 XU 73
g K\/Vé

BUBR 44 FK BRER PR 2 BUBR ik '%
R E°q w
N 2 Xi
e/ A1 S\ ]
android.permission.WRITE_EXTERNAL_STORAGE fs T il T NG N\ SN A -
FAF Ak A 2%
L] v "/
android.permission.READ_EXTERNAL_STORAGE ek FEESD RN % ‘i#ﬂ)ﬂﬂ%?bksoﬁi%
2
android.permission.INTERNET e ‘ PN AAER IS el * -Tﬁy
. _ Fo v R AN B I T LI BE o A7 SRR 10 ML AR 3 P
android.permission.READ_PHONE_STATE fal ( - SEULTHAENGINTFI S, R IEFEmIG, DU I7 05 g%
" o
Y ¢ A \
android.permission. ACCESS_WIFI_STATE FLS '\ \Z§WI—FMK?§ ‘ﬁ» ﬂ%%r%ﬁﬁﬁé@wmﬂk%&ﬂ’aﬁ%c

\ A

& P15 2 4 KR A A7 /\%} Z)’é,

. i M\' 25 @V-
) \ 7

=R \ Y

s 1] 0 E A O

B ))
o R

>

%

XRE

B AR 7 B FARS 2 AL P72 44

B HRE A TV 2407 Rl AT 24, IR AERIVI 24477 5, IR A et % 52 51|72 515.0-8.0 L fJanusik
MR FFAEE)anusifiii T . f6%255.0-7.0 LB AT I 7V 2 05 RIS AIRER?, DU RIS B T v2/v3 %84 7 S0 LI

‘y R Al R REAE AR
<%

'@Qﬁﬁﬁﬁémﬁ

/5.0 | fie: 0
s i it FEE R ARG B

S [ O s o RS 7 S E 0 P | 5 e e R R (N 42 | SR E b H3TL/IL6T



P K2 P& | BORMHTRYE | MD5:

59743e8fdfb872a56c2038ef9778ddc0

N TR P AT A2 R e A IR )
ELEH Android A L
Android 5.1-5.1.1, [minSdk=
22]

(EES

2N TR AT BL 2 AR B 2 A RME LI IHAR A Android b XEEieg A4
I Google #t A B 2242 5 8. SCRF Android B4k => 10, API 29 L& & 2
¥ 22 A5

TS FH 3 i v AR %
[android:allowBackup=true]

XA SV NI i adb & 0 R IS A RE P il . e e v 2 48)E 7 USBIRR
f FH 7 B2 L Sl 7 FH 7 el

<> AXAD 2 4 Y I G

a0 e EE | %40 bRk O
P4 |
e i s BEF P \)Q/
CWE: CWE-532: ik H
1 Jy ORI B R

OWASP MASVS: MSTG-
STORAGE-3

2 MD5 2 e g B

CWE: CWE-327: i &
O B A7 AU ) 55

[ AFS

OWASP Top 10: M5: In
sufficient Cryptograph

y

OWASP MASVS:M
CRYPTO-4

M Native & %24 i &l A il

dn F

&

&t

b

.

ﬁ§§ '
e
Pl

A
T— R %
\ f U M
rp | N B
P At | P ©
/Z \ bl A LS
i T ST
"ﬁ&ﬁ%" . H‘ 'F:I
CANARY | o | . | FORTIFYGERImHME |
SO K #r)
E E
L
% | S D(
) 0 #
i o
e | B o
y | E 1
% =1
= *
) )

S [ O s o RS 7 S E 0 P | 5 e e R R (N 42 | SR E b FA47/3L6



B e e | BEARSMIREG | MD5: 59743e8fdfb872a56¢2038ef9778ddc0

True True Full RELRO False Fal
info info info warning se
kA AN I SCAEAE LR RO R ) SO VA A AT T ] By wa
WET NX e Basin T — A4k il RELRO. RELRO Ho InTE R EERAL T E X gli | orni
fro Xhrd WLRME, DMEES iRk GOT ANETES % be (15 WAL A% (st ng
& AT TLTH v [ AL Wik ity ELF kil S repys gets 45D MIZE X i ¥
AHHAT, g mXE. R RG . fEsekE WS, {3 2w R I -D_F 5
(e GE FERT LA L 7E B 2 RELRO 1, #4~ GOT ORTIFY_SOURCE=2 3Kyl Ay
AN shel IR B2 TSR E AR 1 (.got Al .got.plt Pi# PR XA AN T Dart/Fl | H
Icode A~n] L2y 8 BRI ) ARId N H sk utter EARIEH
AT, it -
1 armeabi-v7a/libegret.so
X%
<R
\ %,/
M) V7
[ I X X3 V
%1 BUBA PR 5 FH 43 B o
i X
< -
1
E3.] A | AR N %
4 d =
BEEAF B | 1/30 android.permission.READ_PHONE_m'V ._)&
y 4 A
andr0|d.perm|SS|on.WRITE_EX'I§< RAGE
e FRUR 4/46 android.permission.READ_ NAL_STORAGE ,@
; android.permission.INT, R j
android.permission%%W |_STATE f
W DRz W AR % ,v
e FIRR: B i 2l %
| 2= \
@ % 7494 \
‘&/ Z/P>A
7T/
4, 0 ‘20' k| REEA | REER
A A
RS -
IPitiIE: 121.36.8.127
B
R g
tool.egret-fhbs.org wh P b7, - HB 78
45FE: 39.907501
£2FE: 116.397102
% B5E: S A
%—Y IPHEIE: 23.5.13.139
x ISR 74 A
HUEX: e e T
www.ibm. LA = 1573 TR AN
45FE: 34.052570
428 -118.243904
B%&: Google #i
AR U T2 51 ST A 0, 4400 AT (T R sk AR i B55/4L67



B e e | BEARSMIREG | MD5: 59743e8fdfb872a56¢2038ef9778ddc0

IPHitiE: 121.36.8.127

B
HX: -
plugin-check.egret.com G4 & $prh: bt

4[E: 39.907501
£2f8: 116.397102
=r=Y

& URL B0t _
y
URLIZ & S @"

http://ns.egret.com/eui
https://www.pyraminxsoft.com/antiepidemicBackend/index.php/api/

https://github.com/egret-labs/resourcemanager/blob/master/docs/README.md ELEl 5@
http://ns.egret.com/wing \
-
P>

https://www.pyraminxsoft.com/antiepidemicBackend/public/assets/ 7

-
® http://tool.egret-labs.org/weiduan/game/index.html &x'\xm/pyraminxsoft/M@a,java
-— iy 4
e http://tool.egret-labs.org/weiduan/game/index.html \A H 5] #-S %

] 7' 7
http://plugin-check.egret.com/runtime-check.php
127.0.0.1 ‘
http://www.ibm.com/data/dtd/v11/ibmxhtml1-transitional.dtd f ) )
eabi-v7a/libegret.so
ftp://%s:%s@%s Q
NN

1.2.04

http://plugin-check.egret.com/pkg-check.php /(&;

S AT BRI AT it B HE AT B R AT T B B R
PRl WEAARATEER, B R S IRATIE R

S [ O s o RS 7 S E 0 P | 5 e e R R (N 42 | SR E b SH651/3L65



