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57 TR R

4H[E: 55.752258

43[E: 37.615

trk.mail.ru

RS

Szgt 55.752258

43[E: 37.61547.
=14 I

twitter.com

Qﬁ' 37.775700
N \f S:-122.395203
e

/
227

Ft e T

BE: Google #1[]

cdn.branch.io

x4

IPiiit: 3.168.147.4
E=R:

HORK: e JE
571 s S A

4H[E: 34.052570
438: -118.243904

BE: Google #1[]

settings.crisp.chat

YA

iy

IPiiit: 104.18.29.104
E=R:

HOEX: e JE
te: 1H 40

&5[8: 37.775700
438: -122.395203
&EE: Google Hi&

momslab.firebaseio.com

by

IPHiE: 34.120.206.254
E=R: [

HBEE: w55 B

ttirs: St B

4552 39.099731

43[E: -94.578568

&E: Google #14

7
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www.dailymotion.com

A

iyl

IPiiit: 195.8.215.137
E=R: %=

X 952275 1
;A

4EE: 48.859077
438: 2.293486

BE: Google #if

android.asset

o

No Geolocation information available.

api.adapty.io

E78

iy

IPHBtE: 104.22.71.162 47
B %/

HORX: 0 iE e I

t5: 104l

E: 37.7757

ZE: ) 0

535

A
|

bnc.lt

" -'3.169.252.77 -
AE

=
* A JE IE

573 TR AN
45E: 34.052
FE: 1 04

BEG
2

oauth.vk.com

%

s.api.pushwoosh.com

X

N
A

/4%3 K
X
. & \ \6“29@\

g
93.186.237.1
EA IS

BX: sl

: SR}
4H[E: 55.752258
438: 37.615471

BE: Google 14

IPHiIt: 116.202.214.85
B @

HBER: 7 v A%

tlirl: iR i 2R
4H[E: 50.477852
43/8:12.371563

&E: Google #14

X
4 P N
S

2

f7S o

by

IPitithik: 213.180.204.244
E=R: =

HOEX: e 2 T

571 s S A

4H[E: 34.052570

438: -118.243904

&E: Google #14

. o
s

] N

api.vk.com

N

k7S

by

IPitit: 87.240.129.140
EIS: 2 7B

MUK 5 -1 754

Ipkh: e

4H[E: 59.894440

438: 30.264200

&E: Google 14

v
X
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api2.branch.io

A

iy

IPiiit: 18.65.3.119
HOEX: i fiE JE
tekms: Ve AL

4[E: 34.052570
438: -118.243904

BE: Google #if

branch.app.link

iy

IPHiE: 18.154.144.86
HBER: A 2 1
17 Y AT

45: 34.052570
43[E: -118.2439

B le }

help.branch.io

RS

Szgt 37.775700

3E: -122.395
=14 I

startup.mobile.yandex.net

Qﬁ* 55.752258
N v & 37.615471
e

BE: Google #1[]

image.crisp.chat

x4

IPititit: 104.18.28.104
E=R:

HORX: e JE
te: 1H 40

&5[8: 37.775700
438: -122.395203
&BE: Google HiF

-a'(\

& &@

YA

iy

IPiiit: 46.4.253.88
EI=R:

HBER: 7 v A%
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&EE: Google Hi&

appmetrica.yandex.com

iy

IPiiit: 93.158.134.167
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® https://mths.be/punycode

® https://github.com/joyent/node/issues/1707

® http://tools.ietf.org/html/rfc3492

® https://openjsf.org/

® https://momslab.app/uploads/paywall/connection.svg

® https://ionic.io

® https://g.co/ng/security

® https://chat.stenciljs.com

e https://www.iubenda.com/privacy-policy/70519719/full-legal
® https://www.iubenda.com/terms-and-conditions/70519719
® http://momentjs.com/guides/

® https://momslab.app/dish-placeholder.png

® https://cdn.momslab.app

® https://github.com/silkimen/cordova-plugin-advanced-http/wiki/Web-APIs-required-for-Multipart-r
equests

e https://momslab.app/

® https://github.com/tsayen

® https://momslab.app/uploads/paywall/avocado.svg

® http://benng.me

® https://momslab.app

e https://momslab.app/legal/oferta_na_uslugi.pdf —
e https://momslab.app/legal/oferta_regulyarnyh_platezhej.pdf \

® https://momslab.app/legal/politika_obrabotki_personal @
® http://foo.com

® https://github.com/ChromiumWebApps/chromium/blob/b3d3b4da8bb94c1b2e0 6d590f
da3620/net/cookies/canonical_cookie.cc
® https://momslab.app.link/trainings?videold=

® https://momslab.app/uploads/paywall/meditation.svg & \Q
® http://fake.url }t

® https://github.com/exponentjs/tough-cookie-web-stora
® https://github.com/katzer/cordova-plugin-backgro d\w
® https://github.com/ionic-team/stencil/issues/5

® https://momslab.app/uploads/paywall/yog
® http://drifty.com/

° https://mathiasbynens.be/notes/javas% ing @
® https://docs.sentry.io/platforms/j i -practices/br -extéfisions/
® https://capacitorjs.com/docs/we’, ents.
® https://momslab.app.link/joingo \

® https://capacitorjs.com/

e http://jsperf.com/b64tests \
® https://github.co i /c8rdova-plugin-a

t
® https://momsl s/paywall/p% / picture_v1.jpg
52

® https://an
hew

%

https://con

bADps/chromium/blob/b3d3b4da8bb94c1b2e061600df106d590f

da3620/net/cookies/parsed
® https://momslab.app/ ywall/paywall_main_picture_dark_v1.jpg

® http://www.iana.o ) ents/character-sets
® https://stenciljgh custom-elements

® https://pu
b696d83-81

.adapty.io/public/79/ea/79eac879-bcfd-419d-b77d-d592c78e3bf8/img-cover_5
74-f0cfécce1b54.png

® https: ckoverflow.com/questions/29249132/wkwebview-complex-communication-between-jav
ascriptha code/49474323

® http://plulbakaus.com/

® https://docs.sentry.io/platforms/javascript/guides/angular/

® https://momslab.app/api

L)
® https://momslab.app.link/tinkoff-pay-success Q\
N

® https://github.com/joyent/node Q
® https://tools.ietf.org/html/rfc3492 / -
® https://apis.google.com/js/platform.js 0 S
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® http://10.0.2.2:8969/stream

io/sentry/Spotlightintegration.java

® https://appmetrica.yandex.ru/docs/mobile-sdk-dg/push/android-initialize.html

com/yandex/appmetrica/push/firebase/i
mpl/c.java

e 8123
e 8122
e 8.1.21

io/grpc/okhttp/OkHttpServerTransport.ja
va

® https://appmetrica.yandex.ru/docs/mobile-sdk-dg/push/android-initialize.html

com/yandex/m etrica/pLEh/com mon/Cor
eConstants.java

® https://stats.rustore.ru

ru/rustore/sd

® javascript:_pwecallbackhelper.invokecallback

com/pusryip
\

® https://api.branch.io/

® https://api2.branch.io/

® https://api3-eu.branch.io/
® https://cdn.branch.io/

Y,
\

nch/referral/PrefHelper.java
-

® https://%s.api.pushwoosh.com/json/1.3/

P

com/pushwogs ositéry/Registration

e https://api.eu.amplitude.com/2/httpapi
® https://api.eu.amplitude.com/batch

® https://cp.pushwoosh.com/json/1.3/ Prefs.java
) L. I

® https://www.dailymotion.com/video/ V?
® https://vimeo.com/ igp/clnt/internal/e0/a.java
® https://www.dailymotion.com/thumbnail/video/ %

V4

4

® https://api2.amplitude.com/2/httpapi / -~
® https://api2.amplitude.com/batch 0 S

com/amplitude/core/Constants.java

° https://yandex.com/dev/appmetrica/doc/mobile;;ék—(k/cincepts/android—Wiz{.
7

com/yandex/metrica/impl/ob/Ln.java

7N

® https://api.adapty.io/api/v1/sdk/

N

com/adapty/internal/data/cloud/Reques
t.java

® https://appmetrica.yandex.ru/d -sdk-dg/push/an alize.html

A «\

com/yandex/appmetrica/push/firebase/i
mpl/e.java

N\ \J
® https://api.ipify.org?form
® https://fallback.adagt

com/adapty/internal/data/cloud/Reques
tFactory.java

\
) /»I/‘A,
o https://telegr%{é %
o https://twithgp: /%

im/crisp/client/internal/c/a.java

‘ L

com/vk/id/internal/api/VKIDApi.java

e www.dailymotion.com

im/crisp/client/internal/c/h.java

® https://appm .yangex.com/docs/troubleshooting/other.html

com/yandex/metrica/push/service/FakeS
ervice.java

® https; trica.yandex.com/docs/troubleshooting/other.html

com/yandex/metrica/push/service/Push)
obService.java

® https://appmetrica.yandex.com/docs/troubleshooting/other.html

com/yandex/metrica/push/service/PushS
ervice.java
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® https://startup.mobile.yandex.net/

com/yandex/metrica/impl/ob/]g.java

https://goo.gl/uvjkfp

com/pushwoosh/firebase/internal/check
er/FirebaseChecker.java

https://trk.mail.ru/c/fd4xI1

ru/rustore/sdk/core/Constants.java

https://capacitorjs.com/docs/apis/splash-screen#hiding-the-splash-screen

com/capacitorjs/plugins/splashscreen/Sp
lashScreen.java

https://appmetrica.yandex.ru/docs/mobile-sdk-dg/push/android-initialize.html

-
com/yandex/metrica/

ava

impl/C0744k j

https://docs.pushwoosh.com/platform-docs/pushwoosh-sdk/android-push-notifications

com/pushwo
va

shwvooshlinitializer.ja

https://settings.crisp.chat/client/website/

\Z
%‘isp/@nternal/l/a Jjava
y4

https://appmetrica.yandex.ru/docs/mobile-sdk-dg/push/android-initialize.html

£

I

L4
c%ndex/metrica/

a

ashboard

® https://branch.app.link/link-settings-page

® https://help.branch.io/developers-hub/docs/android-basic-integration#section-co
https://help.branch.io/developers-hub/docs/android-basic-integration#sectigfi-lgad-byénch
https://help.branch.io/using-branch/docs/android-app-links#section-add-i ﬁbr-to-manifest

S
e https://help.branch.io/developers-hub/docs/android-basic-integration#section-configu re\b@-d

#APp

&

io/brankh
Validat

\

-y

rraf/validators/Integration

https://crisp.chat/en/
https://www.google.com/

V4
%/crisp/client/internal/u/b.java

https://api.rollbar.com/api/1/item/

com/pushwoosh/u/b.java

https://android.asset/

jo/noties/markwon/image/destination/I
mageDestinationProcessorAssets.java

https://image.crisp.chat/avatar/opera

im/crisp/client/internal/k/a.java

to E
https://image.crisp.chat/ %
https://image,crisp.chat/avatar/M

io/branch/referral/ServerRequestCreate
Url.java

https://bnc.It/a/ &\
P
~

https://crisp.chat/

P
* ) |

im/crisp/client/internal/j/b.java

ingtest-devices
g-test-devices#section-resetting-your-test-device-d

® https://help
® https://h
ata

using-branch/d

/}%@

io/branch/referral/Branch.java

.io/using-bran
1 N,

127.0.0.1

io/grpc/okhttp/OkHttpClientTransport.ja
va

® https://icon-icogs.c loadimage.php?id=89781&root=1368/png/512/&file=-avatar_89781.pn
g H 5 #-S
® https://mo aseio.com
4
- 1 2 N
= Firebase At E 4k

S [ O s o RS 7 S E 0 P | 5 e e R R (N 42 | SR E b

H1951/3£24 51



B e FEE | BRI | MD5: 282150a8b99529866b09f8a5c¢544660e

Ly

s L

HdfE R

N 5 Firebase #E e iE (5

%R 50T https://momslab . firebaseio.com ] Firebase % 22 #4738 (5

Firebasez F£AL & )5 H

Firebase:m M EURL ( https://firebaseremoteconfig.googleapis.com/v1/projects/817694478994/na

mespaces/firebase:fetch?key=AlzaSyAZbj1vKsmxAtMyCxLxavWaauDS8t0d9hs ) LA . iEfifrixLs

HCE A S BURME S TR T R

{ -

"entries": {

"googlePlayBillingAvailable": "true",
"launchPlacementld": "launch_placement",
"liveStream™": "{}",
"mainPlacementld": "test_customsation_v3",
"onboardingRateAppPaneActive": "true",

"payOnWebsiteLink": "https://momslab.app/ru/actual_p a s@#tanffs"

"pushNotificationsRequestLocation": "onboarding-pro lected",

"surveyFirstHear": "{\"isActive\":false \"options\":[1}
"tinkoffPaymentActive": "false"
h

"state": "UPDATE",
"templateVersion": "111"

€ 5 =J7 SDK A4

) A ,_lé2>'

V"' S
SDK4 K y< HiA 15 \ A
r$pto, cgpitalize on the latest technologies for delivering p
allows you to automatically generate haptic effects b
r audio files. You can avoid the painstaking process of m
Lofelt SDK

android-gif-drawable

Sentry BWRHESTE, LT THT R R AR BT IE A 10 H 5 BT
\
ogle Play 55 k%5 Al iLIEFE Android FASEEFNA . AR T Google Play 455 /IR 45 fif ikt
Google Play BAli Google ) Z M HAN R BYuE T SRR 2 (1 Google Play Z5 B RS5 il J7 5, IBAAZ T fix s fi gt
Hh,
) /\
GoogleSigh Googl€ # PRHL0 ] Google % :1K) AP,

File Provider x

Google Play Service y> I

i 8h Google Play %, i FH AT LARIA B Google #t M B H T, Bk, Google+ %, JF
il Google Play i i A APK B 50 K A B G B HT.  IXRE—3k, BS0% AT DU PR Bl s
o IR LU R AR A Google AR A HI ek 15 B

FileProvider /& ContentProvider (s T2, el il content://Uri f# file:///Uri LAt %

Android 90555 PR KBRS
7
App Startup BESRAE T — Bl B3R, @R VERAE N R E WA A AL . BRI RN SURIRE A AR
PR AL KR B0 5 BRI VF i
Jetpack App Startup Google R IR BT LA App Startup JKIEIA6 /S ShIUR 3 B X B W1 LR . App Startup fuivF

SRR R SRR P IR, 0 0 D9 7 BEHTUAPL IR RS LA 52 SCRAIT Py 2R 3 4HE
FEFF o IX AT DARORHi A B2 A 2 1h) .
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Jetpack WorkManager Google {8 WorkManager API RJ DU B2 B 7E 7 AR HY B8 4% o J5 IR 79 238 47 (¥ R S 38 S P AT 45

. Firebase $i2ft 17047 Helipe. W EALIGBAI SR S AE 068, AT BV PRERIUT 3 I i T A
Firebase Google s
Jetpack Media Google 5N I A P A AR . C media2 BUR.
Jetpack Profilelnstaller Google L1 PE BE 4R AT IR 78 22 1 ART BS2ER ) 4 BRI

i AN T N = . 4 5N FE B T B4 N JEsy 7
Firebase Analytics | Googl}eﬁAnaIytlcs W) G B S Y B ok 58, PTG R A TS DA A P LB L
g {173 Hr e -
Jetpack AppCompat Google Allows access to new APIs on older API versions of the platform (m & erial Design).
Jetpack Room Google Room FFAMEEETE SQLite MFkal EFEAE T —AMGE, LA A 5y R SQLite [BEK Tk
P mooee PRI, K SR KR P L 0
2

% 1S A b 1k SR S PR

EMAIL

ATl

name@site.ru

H W51 2%-S

&8 5 =77 18 A R

Facebook Analytics

£ %5
: , Y
Amplitude Profiling, Analy s\ ttps://re
A}
AppMetrica /j‘
Branch A@z;é .
.
> <

Facebook Login

3 ‘ 9
4 -/ -~ |
4 Mentification \ 4

b

Facebook Share

h /1 rts.ex -priv .org/trackers/67

https://reports.exodus-privacy.eu.org/trackers/70

‘¥ Z, Ny
Google AdMob 0 Ad 's%
A K

https://reports.exodus-privacy.eu.org/trackers/312

Google Fireb %ﬁtics 7 A S https://reports.exodus-privacy.eu.org/trackers/49
p.
4 79 .
Pushwdos /‘ https://reports.exodus-privacy.eu.org/trackers/39
Sentry Crash reporting https://reports.exodus-privacy.eu.org/trackers/447

P BURS

4

FEIEAS E=> "io.branch.sdk.BranchKey.test" : "@string/branch_test_key"
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FEIES E.=> "io.branch.sdk.BranchKey" : "@string/branch_key"

SRS E.=> "com.pushwoosh.appid" : "@string/pushwoosh_app_id"

Google_Drive_API_Key: AlzaSyAZkYOg3NmgiXAVC6R8wyiW4VQPP3_MOis

"google_app_id" : "1:817694478994:android:ba1e18386c6ce39b390c4b"

"firebase_database_url" : "https://momslab.firebaseio.com"

"fb_app_id" : "388235655240118"

"facebook_client_token" : "2e000b90b91eca37c49f72999603f259"

"google_api_key" : "AlzaSyAZbj1vKsmxAtMyCxLxavWaauDS8t0d9hs"

"pushwoosh_api_token" : "aHLKAmMYyNCPY6Nj7UOE6YHbbLQCh6K1ePMIRXLRiIK1D" ‘

"appmetrica_api_key" : "fcf1c352-c867-4104-92b9-3f7ae144e732"

~
"branch_key" : "key_live_007jZVi5LzFK2r0QsdPUOhkirue42HGK" S
1+ A
"branch_test_key" : "key_test_leYd7Sp2GztG2F4IAgG)2hfbEtjTWTVD" ) ) 1 7.
"facebook_app_id" : "388235655240118" A K V
™ 1,

"adapty_sdk_key" : "public_live_jHtUZqYz.XISoQeOh7UftVzjCxY1P"

"google_crash_reporting_api_key" : "AlzaSyAZbj1vKsmxAtMyCxLxav\{aa,

_ 4
PN

1
"pushwoosh_app_id" : "C5ADE-68CDF" & \@
P \

"amplitude_api_key" : "2688237e6460ce386c402b7}1 b&j

8a3c4b262d721acd49a4bf97d5213199c86fa2 29%

N / 7
6c5f504e-8928-47b5-bfb5-73af8d8bf4b4
y WA

]
4e61 Ocd2-753f—4bfc-9b05-772ce8%¥&\ 6‘(
<4

N L
9b8f518b086098de3d77736f; 6195237 v

sha256/K87oWBWM%D xL+8IpNyoU B%%-!Q—

¥
67bb016b-be ¥—96a3f3b503d&\
P

Nt
a922bc3ce40b adb
-

862592&54
ABi2fbt8vL&j7Sj8aD5jc4xJFTD 3itsvqY1QIw

Oe5e9c33-f8c3-4568-W3f72

7
bbf54f5f-e38 »4%6— 84200b4448a
N

f047fd98f535372fea00211

7d962ba4#392-449a-a02d-6c5be5613928

e4250327-8d3c-4d35-b9e8-3¢1720a64b91
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dZozdop5rgKNxjbrQAd5nntAGpghow8401Xgg==

20799a27-fa80-4b36-b2db-0f8141f24180

a4b7452e2ed8f5f191058ca7bbfd26b0d3214bfc

a72bf6f57701ed3c2b8ed570054febbff4e58c12

2438bce1ddb7bd026d5ff89f598b3b5e5bb824b3

)
48761eef50ee53afc4cc9c5f10e6bde7f8f5b82f &Q

A
cc2751449a350f668590264ed76692694a80308a \)

X P
dfeb721c8b4d3b6eb44c861d4415007e5a35fc95
01528cc0-dd34-494d-9218-24af1317elee ‘ 2
~§

7fmduHKTdHHrIMvIdIEqAIISSii1tI35bxj1OXN5Ve8c4lU6URVU4xtSHc3BVZXS6WW)nxMDhIfQNONOK2N]g

B> Google Play N i35 B \?

VTR 22 SN / ZE B 0 T / Z SR 1 7 I o
¥#F43: 4.735135 F&&: 100,000+ {fikg: 0 Androidhids3zds: H52& pi 51t 5 Play S
FFARE(SE: MomsLab Limited, 5915489605082107932, Unit 1603, 16th Flo)$ ;

https://momslab.app, support@momslab.app,

/
AFoEHE: 20204212716 [ BEFABIES: Privacy link 6‘\29 L.

KFULRIF: 1

ZOEN . AR, s, PR PR s o %%&‘K U KRB 3, ZE ) P X S E Momslab B .  Momslab 52 —3k
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LHZE . ZIRIDVE R A2 MBS
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