5. apk XA, FEAMD5: 1bded6cc5ce7679247416391b157¢074 [IF ARSI

PHR LB A
ANDROID gS&othiks

& @{é’(\ $1rEHE: 2025-05-01 08:51:08

ARSI 22, W RARBCECEAT A R, 3 B Ik 2R AT TEAT I B s L b A 2 HAT/IL9TT



JE. apk A, FEAMD5 : 1bded6ccbce7679247416391b157¢074 IR AR HIIRE

1R FRRES

AHEFR: hh.apk

SR 5.33MB

NZFEFR: =)

T H.Wind

FE: com.iapp.app.logoActivity

HRAS: 3.1.0

E/\SDK: 19

B#rSDK: 26

JIIES SIS RIE=

FRARAEEE: IApp(HIES. \ 'S\
R R 41/100 (HRIER) ,%/
ARG 25 NFBIIHRS 2/‘

MD5: 1bdedbcc5ce76792474f639fb157c07 )%&
SHAT: 09bfda351d13869c2130d24d @?&&979
SHA256: 38114c3bc72dfa96c5d5 3\&56 2956cac2901

%
%
,‘);\)é'

CHtREREH

-
e

u

p 2

\v)&
@xm‘e%aa 5ee3

,_§\<0

)
Activit@‘fm\, Hrhexport
A

| 5 % N\
ServiceZBi&: 11, Hrex on
y 2

ReceiveréBft: 04, CXEI’\JE Do
A

y )
Provider?ﬂ{tF)WexportE’gﬁ o

D)
i =
THEHERER
vl &4: True
ASANPES 2] 275, i BAZ B AN R, 15 S B B R AT AT PR B LA AR B FB201 /3L 91T



JE. apk A, FEAMD5 : 1bded6ccbce7679247416391b157¢074 IR AR HIIRE

V2 &4 True

v3 B2 True

v4 %42 False

FER: C=US, ST=California, L=Mountain View, O=Android, OU=Android, CN=Android, Ezandroid@android.com

BBE% rsassa_pkes1v1s

BEAE: 2008-02-29 01:33:46+00:00

BREAZ: 2035-07-17 01:33:46+00:00

&1TA: C=US, ST=California, L=Mountain View, O=Android, OU=Android, CN=Android, E=android@android.com

FEFIE: 0x936eacbe07f201df

EHEL shal

IEEMD5: e89b158e4bcfo88ebd09eb83f5378e87

IFHSHA1: 61ed377e85d386a8dfeeb6b864bd85b0bfaa5af81 —
IEHESHA256: a40da80a59d170caa950cf15¢18c454d47a39b26989d8b640ecd745ba71bf5dc

UFFSHAS12:
5216ccb62004c4534f35¢780ad7c582f4ee528371e27d4151f0553325de9ccbebb34ec4233f5f640703581053abfea30397727 704d89b7711292a4569

PNIEEE: rsa
EEKAE: 2048 o

$88L f9f32662753449dc550fd88f1ed90e94b81adef9389ba16b89a6f3579¢112e75 &

HE 1 AMMEIER

= AR ~__>§{\<\~ %"‘

BURETR Z2ER | BURAR 13 7-‘
: ’
. - s S;FEEE'. droid 115 NSgT I AR, RIFEmRE EAE
android.permission.QUERY ALL PACKAGES =iE ¥§|J§E Y emr e esspaznn
y 4
V L 4 v

BRI FE IR RIRR FRE AR,

ﬂw in | TR EFIAE, RN T
" WSTRIRFIS, REEDES, LURANSHS

%ﬁ'ﬁﬁﬁ}%ﬁu@@%ﬁﬁ%

TR FRERFE NN,

android.permission.REQUEST_INSTALL_PACKAGES | 1B

android.permission.READ_PHONE_STATE

android.permission.INTERNET

android.permission.WRITE_EXTERNAL _STO!

android.permission.SYSTEM_ALERT R FRERSE. R LUEEF BN ER.

SN FRREERIRERS, BT RS EARETRE.

/ v
android.permission. R% L STORAGE / 2 ) EENSDRAE YN FIREFMSDREEUER.
& ML
w= | o &>\ mEGS |
== RT3

SR }?%

1w )& FEEEE | kEs

android.permission.VIBRATE

BEEMNA == N FERER RIS E SRR TESR

ARSI 22, W RARBCECEAT A R, 3 B Ik 2R AT TEAT I B s L b A 2 H3L/IL9T



JE. apk A, FEAMD5 : 1bded6ccbce7679247416391b157¢074 IR AR HIIRE

Q MANIFESTSHR
=2 0] 2|(ZE.0| &k 0
FS [ER% FEETEE ERER
N FBERFF TSR &R, BIGNBESZHTTP, FTPH#MY, DownloadManage
N FERFEE RN Mg RE rilMediaPlayer, £TXIAPIZBI27sERAIRIFEER:, BRMEA true”, £1XIAPI
1 [android:usesCleartextTraffi KB28eEBHINFER, EOMEN false”, BEEFERIFNARENTEREZHRS
c=true] MM, BEsCUEFESER,; MEREET GBI EHENEER, HETLERE
HIUEIRER MERE. -
- )&
, ey Alas (a2 Tes) 5% BRI Activity-Alias 5164 ORI, 48 HHOFE
- intent-filter. EAbRFFERAIE. intent-filterfFAERRBIX A ligs 2B SR,
- A NS
o> ZLRRAHE ’§‘<L
-y
B 6] S 8| ER 2| e 1| B O )(*3
p= | m sm | sEme rcm@_"\\ ‘Q
CWE: CWE-532: 1&g \ %/
: S RS ASE S I - BEHEERE
== e OWASP MASVS: MST |
G-STORAGE-3 ;/‘ &
v FRAE L Pinning Et&iM . o
2 _ e TV £ OWASP @WST e
e
1
& 327: &
REAIA B E
itz 4
3 OWASP Top 10:
nsufficient Cry|
phy
OWASP - st
G- T
q "
é&blmzwy
4 OWASP Top 10:.M9: R s —
everse Engineering
OWASP MASVS: MST
G-STORAGE-14
CWE: CWE-200: {58
tHEE
OWASP Top 10: M1: |
5 mproper Platform Us R RS
age
OWASP MASVS: MST
G-PLATFORM-7
CWE: CWE-295: iF$
IIFAEES
OWASP Top 10: M3: |
6 nsecure Communicati R =
on
OWASP MASVS: MST
G-NETWORK-3

AL

NS, WP RAZBEEA R, 1 K I AR BA T AT IR B Al AL 2



JE. apk A, FEAMD5 : 1bded6ccbce7679247416391b157¢074 IR AR HIIRE

CWE: CWE-330: {5/
TFEHAIBENEL
OWASP Top 10: M5: |
nsufficient Cryptogra
phy

OWASP MASVS: MST
G-CRYPTO-6

pAE - =y

SIS AREEF [E0T,

OWASP MASVS: MST
G-STORAGE-10

IBAE . RS

CWE: CWE-276: EKIA
APBRANIER

OWASP Top 10: M2: |
nsecure Data Storage
OWASP MASVS: MST
G-STORAGE-2

10

CWE: CWE-749: %
TR iEEEREL
OWASP Top 10: M1: |
mproper Platform Us
age

OWASP MASVS: MST ¢

G-PLATFORM-7

11

—/\W

g \WebView.|
dDataWithBaseURLFiESME—1

CWE: CWE-79:

latform Us

\age

SP MASVS: MST

G—PLATFORM—Gf
4

12

13

Cryptogra

SP MASVS: MST
G-CRYPTO-2

IBAE - RS

CWE: CWE-327: 58

THAREHEAN AR
SRNNERE

OWASP Top 10: M5: |
nsufficient Cryptogra
phy

OWASP MASVS: MST
G-CRYPTO-4

IBAE - RS

14

CWE: CWE-649: {fi

TRESINZERZSEXR
BN TSRS
=

OWASP Top 10: M5: |
nsufficient Cryptogra
phy

OWASP MASVS: MST
G-CRYPTO-3

RS- fRaESY

ARSI 22, W RARBCECEAT A R, 3 B Ik 2R AT TEAT I B s L b A 2 %5



JE. apk A, FEAMD5 : 1bded6ccbce7679247416391b157¢074 IR AR HIIRE

CWE: CWE-327: {8
THRSAAREARR
2HIIEEE

OWASP Top 10: M5: |
nsufficient Cryptogra
phy

OWASP MASVS: MST
G-CRYPTO-4

15

CWE: CWE-89: SQL#p

W SQLite: iT SHERER TR v

ASQLES SQLERAIFRATE MAMEAES (SQLiE o =

16 e e N e
et =P OWASP Top 10: M7: \)X/

Client Code Quality

CWE: CWE-919: #&0
RIFEFE IS5
OWASP Top 10: M1: |
B mproper Platform Us
age

OWASP MASVS: MST
G-RESILIENCE-2

= TR
7
00022 ISR TSI ‘97'0
VA f A
00183 RESEHEN S ST ERiRE ‘l& j
A N
00054 ST 2R BAPK
./ AN \
00063 fElEE (BEMR. #&ﬂ%ﬁg/

~ 7
00036 M res/raw E%“‘ﬂﬂﬁﬁﬁ% ,c YR RS
00162 Bl InetSocketA@ e % PO - =

00013

¥ LY
00163 Bl So?%‘éue \¥¢ ROR. fRaE
V4
/ e

RO LSS

00109 IpAE . ey

00091 PO pom
g

00025 L IR THI—RRIRAE IpAE . fRE

00012 ] EEEEEH NG i IBOE . Ry

00160 (EFFHBIARSS HUTIEITE D SRENT = SRR E

ARSI 22, W RARBCECEAT A R, 3 B Ik 2R AT TEAT I B s L b A 2 %6



JE. apk A, FEAMD5 : 1bded6ccbce7679247416391b157¢074 IR AR HIIRE

00161 XIESBIEETS ISR T R A AR SS 1 E RaR: MRS
00159 (RIS HU T SCAREN TS s S AR E Ram. B
00173 FREY AccessibilityNodelnfo FEEFREHRFHHUTIRIE T R
00125 MEAEINN IR ERRTE

00030 WBIATER URL R TERsS 88

00029 IRl el SN

00039 [EMERRSS S

00002 FIFFENFHAR

00001 VIARERSSFHESEE (FIRNJPEG) E4ERERISR

00046 FiERET

00072 1 HTTP INRB IS

00153 BT HTTP RIETH TSR

00094 ZEEER URL FMARISEEE R

00108 MR URL BT 6‘%
A Wl
00208 RS EREIINE
PN s

00199 BLSEHENEEER W

00198 MR SRENFHTTRRS &S

00194 RESE (MIC) ==y N ‘6&
‘ = N

00026

00202
00080 7N
L4
00101 o, P RS

00009 X t?%%ﬂﬂﬁ@%ﬁﬂz)u SON3I&:

v
00033 \ HEIMES

00136 BEIERE

ARSI 22, W RARBCECEAT A R, 3 B Ik 2R AT TEAT I B s L b A 2 ENGIVERCT



JE. apk A, FEAMD5 : 1bded6ccbce7679247416391b157¢074 IR AR HIIRE

00090 REFHREVAIHET TR =
00182 FIFFHEN RER: SR
00004 IRESIH-Z G ERIN JSON X5 TR RS,
00067 E=AIMSISHS IR - =Y
00138 RESWR (MIC)
00133 FaRE
00083 HiFIMEIS
00104 ELTERERARER
00041 BRHIR AT
3 R BR D
St EEe | SR /§‘<
android.permission.REQUEST _INSTALL PA %’ =
android.permission.READ PHONE STATE 4
TRURIFRIR | 4/30 android.permission.SYSTEM_ALERT W/ i) &%
android.permission.VIBRATE
)
android.permission.INTERNET \
HEERNUR 3/46 android.permission. WRITE L STORAGE
android.permission.R NAL STORAGE
f’“} 7"
R SRR SRR, %
HERR: SRS , '5“29
@ 1 ® N
./ &
AN ‘ N
% 0 \@ ws | wEER | oEEe
N
\Q_ & IPiiht: 87.228.10.221
)x EIR: AR
& X S2oe-1R5E
www.obje e B telirh: ZARASE
457 59.894440
£3FZ: 30.264200
‘% E&: Google i
'/V'
& URL T
, N
URL{ER LT
AAXPEE X 22, W SRR A T e, 1 B I BB 3 FRATTHEAT M Bk B I At A 2E 8/t



JE. apk A, FEAMD5 : 1bded6ccbce7679247416391b157¢074 IR AR HIIRE

e http://gabrielecirulli.github.io/2048
e http://git.io/2048
e https://twitter.com/share

o https://item.m.jd.com/product/5771693.html?wxa_abtest=b&ad_od=share&utm_source=androida EERE[E-A
pp&utm_medium=appshare&utm_campaign=t 335139774&utm_term=CopyURL

* www.objectweb.org

bsh/ClassGeneratorUtil.java

€ $=7SDK

1 Ps
%
SDK&¥Fr e BMER
\Z
AndroLua mkottman AndroLua 2E7F Lualava FFRINZEFERERHAFHHEE LENARES Lua ERSHERTER,
NTHEAERD LR API, AILUEREFH ERERS/)

y 4 & N- -
android-gif-drawable koral-- android-gif-drawable 27E Android LRz WeHIE, @)

~

L) v 4|
iApp iApp 1%%5%@9}@—%#%&%61@%&% Q{( P
] £ 4 4
. . . FileProvider 2 ContentProvider 7:) BB EE contbnif /Wi 4= file:///Uri LUEHZE

File Provider Android SRR,

P ZRFE

\"4is -— kN

EkEAEA ny) D

d4e483d07e2668d0a4540139ec248ff3bc06117b A \ % I
Al i

/.

. _ T4y < )(f/
R R Q%;@ /"7\\

2ol RSN L)

By REHEE,

i EREB TSSO, RN B R R 2R,

IRAHER N, AR N ULRYRDSTET, Ngiﬁzw RS AE . WBHARED, ERETSETEAR.
EZR, TRE

© 2025 ERAEIX - T2 e 7

ARSI 22, W RARBCECEAT A R, 3 B Ik 2R AT TEAT I B s L b A 2 ERDIVER)

THERNEEIN. A FEXERAmEEREHTS KR HTE R



