B e EE | BRSO MIRE | MD5: 0ab08e64082c02a95¢07723488e44362

PHER A BN

ANDROID & i

X
%&é\ﬁﬁﬁa #]: 2025-04-11 16:00:50
R
&’X

S [ O s o RS 7 S E 0 P | 5 e e R R (N 42 | SR E b FATU/HA200



P K2 P& | BORMHTRYE | MD5:

0ab08e64082c022a95c07723488e44362

18 A 58

PGS
AR
IRy
B4
EXCIN
JA S
/NSDK:

H #5SDK:
InEE
TR AHES:
SRR T 2 A A
PR R A :
A
MD5:
SHAT:

SHA256:

mamamax710.apk

17.48MB

£l MAX

mil.blg5m6.fcsj1ckk
com.spaceseven.qidu.activity.SplashActivity
233

21

30

Kne

Java/Kotlin

48/100 (1 X )

1/432

AL T REA 22 A fa

Oa b08e64082c02a95c07723@62

b453821edeefOaba dfv

e79ff583738i1 %}%b%bmﬂbc
5 \'5&

N

8a7220f399879

rd
&
5

26
.

615c0c06eee14e3c1f10c7

ActivityZH 14

131415

xportiff: 94

ServiceZHf:

o

xportff: 04

Receiv%m

Hhexportfiif: 04

Provideréé#: 3,

Hrfexportfifg: 04

S [ O s o RS 7 S E 0 P | 5 e e R R (N 42 | SR E b



B e EE | BRSO MIRE | MD5: 0ab08e64082c02a95¢07723488e44362

# N UEE B

ks 2 A

vl %44 True

v2 %44 True

v3 %44 True

v4 %44 False

J: i C=CG, L=Beijing, O=Creative Labs, CN=Creative Labs
2 0 rsassa_pkes1v15

#09H: 2025-04-02 12:27:59+00:00 -
004 2027-12-28 12:27:59+00:00

%47 \: C=CG, L=Beijing, O=Creative Labs, CN=Creative Labs
4% 0x195f678feec

WAy ik sha256

WE-SMD5: b752bf08ede785a0a6f1a9721d1bdab5s

E-TISHA1: 400ac59fcbbb1d7b1f41b8352b035005b67fa1dc l ;

1E-TISHA256: 559c870084c8d8d3908a88b67f1d7479¢1044544696ce6d04de005ff1541bc4a O

WEFISHAS12:

b1fffaf4b77bf493b3468cff195f83cbed343f47f3847b352f2e83c166597ef7fdd1dbd903471ca9b9f80ea28§01c alcc57e0797 eb660582e4178b

NS rsa

KT 2048

FB40: c140999bc578a0731fa1768805ce7da13299a39a140257ca5044e664308a8d05
HE 1 AME—IER

170
= LR ) 5 A 4 ;)3, )

BURR 44 7K BEER PR NS

android.permission.INTERNET fak 6« LI ] Wi?ﬁd@:m%ﬁﬁ%
«—%

Y Ll g I J
android.permission. ACCESS_NETWORK_STATE %ﬁv FRE R 245 IR 25 W@m&%ﬁ%ﬁﬁﬁm%ﬁ@ﬁ&

N

J | 4
android.permission. ACCESS_WIFI_STATE A d@ ﬁ%Wi—% FVERL L7 2B AT KWI-FRIRZS 115

y 4
4 )%Jz SOV L MLSD K L .
5 YRR
android.permission.WRITE_EXTER % GE fa e FOVF L FRR T 5 NS A
N, FEAE B 2

53
A\
D_IN BACKG V. \
4;, 1 FAHIBUR S android 31 ik SRR,

android.permission.READ_EXTERNAL _ S ek

android.permission.READ, C

r
L4

o drord e \f% RS TION | VPR R 2 6 AR RIS A (S B . TR

P R FE SRR P T 5 AT 6 B PR P AR5 3

- N
android’p ssion.WRITE_CLIPB D& Fxn AR ENBUIR K H android 51 HBIARFIBR .
A
a”dm'd permission. MANAG ALSTORAG | fre SRR | Androidl 1 EHALR, WICAMCH, WMER, BIEE.
| SRR I B AL R A AR R R T
endrotdper AD PRVILEGED-PHONEST | sy | ERTIRERIE e i s s, R EEIE, LU
n oy

, S E PESIRSAS

andr0|d P sion.MOUNT_UNMOUNT_FILESYST ks BB R oV TR A R B T RS 2 S S B

4

S [ O s o RS 7 S E 0 P | 5 e e R R (N 42 | SR E b FH3n/H1257



B e EE | BRSO MIRE | MD5: 0ab08e64082c02a95¢07723488e44362

android.permission.WRITE_MEDIA_STORAGE L (RGE) ggiﬂbﬁw%m FOVFR R 7R A B SD R ik A7 5 N A
) . . FOVFN RS SR G B B 7 T EOE T B 2 e wl A
5 & ARG
android.permission.WRITE_SETTINGS faks BEAR RGN E W B S
ARNARER S G VEN RS e E, . THEES
android.permission.MODIFY_AUDIO_SETTINGS fale TRIEAE | R AR R, A ST
S A Uit
) . X " ) Android 9.0 I so Vi HUS B2 /748 F Service.startForeg
. . i & . e a-s .
android.permission.FOREGROUND_SERVICE i} B4Rl & Service round, Fi Fpodcastifii (JE%ET] 5 1 O
android.permission.RECORD_AUDIO ek SR & BLRR FOVF AR 3R & AR V
) o , s FOVF R AR A9 8 A4 [ AR ISR ARHLEE
android.permission.CAMERA ek AN AL Eﬁﬁﬂb’%?ﬂ@ﬁ’]@{% ‘9
android.permission.VIBRATE S} PRS2 FOVF R T4 ‘ “ygﬂ:?ﬁ%i@%ﬂﬁéiﬂwﬁé
y 4 V'Y
r 4 ¥
android.permission.BLUETOOTH faks BRI m%m%&@d%h
N
) L4l
android.permission.SYSTEM_ALERT_WINDOW el Cilv f\ T JE%%H?% MR B RS
android.permission.SYSTEM_OVERLAY_WINDOW ARFN RENBLR f E )ndrmd %IFHB’HiW
android.permission.FLASHLIGHT Hem i lﬂ]%{ FOVF R AR T Wv

& 17 2538 45 22 4 KUK 23 #

4&29)%\ | A\Zs)‘g\

mfe 1] 0 EE0] 7240
|
5 Ja PE%&%’J
1 * '%XE/ ”ﬁzl-\@ﬂﬁsz?ﬁ‘%ﬁ@ AT SR S

<
== RS U7 e o A %‘?S

B0 1| e '%z {6%;5
b LB ‘=é

B 5N
EEEIVA

A l_ EPSS R W, S =2l KR
D

Bife 0] 11| (55:0 |
5 il g‘/, R skl B

WS 2% AL

raid:usesCleartextTraff
=true]

FEABRT I B O N e

BRIME A true”.
T G {8 FH W SR AR 11 2 R R

LR PP T S FH A SO 2 i &, A B SCHTTP, FTPHRX, DownloadManag
erfliMediaPlayer. #%APIZ 327 sl A ¥ 52 FH LR
PIZL 288 3T s (N R 7, BRAE A false”s
RZ NV, BRI BSR4 Bk R UG T AR R A, JF BT R

EEXFA

S [ O s o RS 7 S E 0 P | 5 e e R R (N 42 | SR E b



BB K ZE e | RS HRE | MD5: 0ab08e64082c¢02a95c07723488e44362
W H 4% 17
5iﬁﬁi*§?j£fff ; it LSBT DL, WIS S b e L
2 onfi =@>;mI/network secyur fF R IR e W B, AT BEAS TN R ARSI 85 B ] LU0 3 44
ontie - VR 2 1 PR AT RO «
ity_config]
W H = H g
. giﬁﬁfﬁfﬁﬁfﬁwe N R A0 VT A adb & 6 AR IOBTI R P 4O . & AP ELZ R T USBHA
: ' P S N DRNING & S =R HIIVASE s e TN
pety Aliss (com spacese B Activity-Alias 5 ¥4 EITIA B IEE, DRIk R 0 4 LA
4 A = A HAB R AL U5 - intent-filter FI7FELE L B IX MActivity-, BT
y) KBRS
FAE—intent-filter.
Cg;‘g%ﬂfgfﬂﬁ;‘;\iﬁg B Activity-Alias’s ¥ 4 L3RI Zg?- e T B 4 LRI
5 N, i Al R AR 71 . intent-filter (I7EAE @(nwty—AhasEﬂfﬁT‘?ﬁﬂ’ﬂ
FE—Aintent-filter. &
Activity-Alias (com.spacese :
) ) ) - KIL Activity-Alias 5 % I %I 3L, Mikik
6 ven.qidu.BaiduAliasActivity | . T TR Vi ] dntent Q17 R Actipity -
) MR o &
fAE—Aintent-filter.
7
Activity-Alias (com spacese I Activity- I AN T LT
7 ven.gidu.DouYinAliasActivit | A 51 Activity-Alias f 3% 5 H )
y) KBRS S -
fE1E—Avintent-filter. A
. ) ‘@
’V*;:"'z:\'Izsaf;‘r’]’:u;ﬁ;‘;f; ctivity-Alias 5 RFR R, B T Bl LA
8 en.qicuL. bue e efb sz AR v i N ey filter iy 77 224 Wi M Activity-Alias & 5.2 F i 0
vity) AR ‘ )
1E1E—Avintent-filter. :
“\~4
Activity-Allas (com.spacese /4{‘ ) % iS5 SRR VR PP, BRBEAL ST BB 4 L O
ven.qidu.TouTiaoAliasActivi i
9 . . A ,ﬁw . intent-filter (/£ 7E & B IX A Activity-Alias & 30 5 H 1)
ty) KPR
TE7E—ANintent-filter. 4% 7
4 A
Activity-Ali \‘ — ‘7r
V:n'V' if;'u \;’:C(Ez’t‘;lfp =, 6& KB Activity-Alias 53 & EROHARRE R 365, BUGEE AT LI & EIOME
10 A " e T H AR ATV . intent-filter (47 7E 2 HIX MMActivity-Alias & i 20 G H 1Y
ty) KPR ‘
FAE—Aintent-fiNg
N s S ohacess B Activity-Alias’5 ¥ 4 ERISLS TR, HIALE T R4 LA
1" ) X y o] FeAd R R 7 7)o intent-filter BOAEFE L B XS Activity-Alias 2 2 30T Y
12— Y intent-filter.
Cg::v'tl(yj:')'(f;;;° R Activity-Alias 5 4 ERIICHB RS, (RIS T DL i 1T
12 Acti.\;]ty) i AT H A R AR 707 Il o intent-filter (977K WX Activity-Alias & 2 305
N
Y g@d’%ﬂ#m
a1 | (FR:3 ] 241 | Bl 0
K5 i) E377 S HFRfE A E
ARENHT %S5 ABE N, 2R TR EEE & SEET/HE1271



B e EE | BRSO MIRE | MD5: 0ab08e64082c02a95¢07723488e44362

CWE: CWE-532: i i
HAESCPER (5 B R
OWASP MASVS: MSTG
-STORAGE-3

87 FH R A FEL AN 2 4 P AL A 1
Eid

CWE: CWE-330: fii ]
ANFEIr HIEALEL
OWASP Top 10: M5: |
nsufficient Cryptogra
phy

OWASP MASVS: MSTG
-CRYPTO-6

OWASP MASVS: MSTG
-STORAGE-10

I A SQLite# AT

CWE: CWE-89: SQLir
A Al R IR TG 3R
SARFEAE Y (SQL
HEAD

OWASP Top 10: M7: C
lient Code Quality

CWE: CWE-200: {5 &,
s

OWASP Top 10: ).
mproper Platfor

)

A BEUES

WA, ERY, EHE

age
OWA
gﬁ%
we IE—312: iB'e

B{E 2
OWASP Top 10:

O
\‘NE[W

>
Y;a 14
é& ASVS: MSTG

ORK-4

)CWE: CWE-327: f ]
T EROANRA L
AN Hk

OWASP Top 10: M5: |
nsufficient Cryptogra
phy

OWASP MASVS: MSTG
-CRYPTO-4

CWE: CWE-200: 15 4
bliI§ S

OWASP MASVS: MSTG
-CODE-2

S [ O s o RS 7 S E 0 P | 5 e e R R (N 42 | SR E b



P K2 P& | BORMHTRYE | MD5:

0ab08e64082c022a95c07723488e44362

10

CWE: CWE-276: BRik
HLBRAN IE

OWASP Top 10: M2: |
nsecure Data Storage
OWASP MASVS: MSTG
-STORAGE-2

11

IR FEFEAE FHSQL Cipher, SQLC

ipher Jysqlite ¥CH i SCHE k2560 | (30

AESI=

OWASP MASVS: MSTG
-CRYPTO-1

22

12

N A H7PKCS5/PKCS73H
A CBC, K5 % FE
sroracleXiti.

CWE: CWE-649: i

ERCAGEWIES/SVIES
BN AN REAT 58 B EAG
i

OWASP Top 10: M5: |
nsufficient Cryptogra
phy

OWASP MASVS: MSTG
-CRYPTO-3

M Native & 224 [ 6 il

dn 3

64

XX )
N &

&

v

7
el
CARRMEOVEN T A>TV ZCX

THaIEHE T OMOVIOUIT Ao XW®

P
A
T
H
%4 (

NX(H - 18 e P 5 3

Wﬂ% 7 s &
> (7 0
X K :
%
D v ;
/J/, 7=
% >
R | R
/% Q’(:
AIENH TS5 EHR), 20 TR AL & . BTT/FE121




B K2 P& | BRI TR S

| MD5: 0ab08e64082c02a95c07723488e44362

True FHEILEX | True Full RELRO N N False Tr
info % (DSO) info info 0 o) warning u
k) info XA T SCEE RS Jii ey O AR n no| RSO AT AT e
SO JERFRAE | AT R 4:J3 ] RELRO. e e T B K. B A in
BT NX | H -fPIC b5 i, VMEE2pEH RELRO #f# GOT | in | in | &4 T4 glibc 9% | fo
filo X BN, 3B A bk i A g2 i X ANETE Gy 2 Wi fo | fo | WAZAWRE (irstr | 7
bR EARERA | ER. XA LLE 1) ELF —fEi = | = | cpy, getsZ) Mgt | 5
PIAFIL HHEESE | fEREOR A2 AT PR bE . 1 | o#E | REHRA. A B
A IR, X | AR RS A 564 RELRO , il | i | #EI-D_FORTIFY.S | #
P, fERHEHR | MR A GOT (.got % | X | OURCE=2 kfnl%t | &
(EELY BTG M .got.plt HiZ) o | o XASEALT Dart/
T ROP) Xt Bebric A H k. # | ¥ | Flutter
AHKishe | BExXERHEM E | B
1 armé4-v8a/librtmp-jni.so llcode AT, | K
ENGIE g &
7. 2R
,?i
N\ LN
y ﬂrP i
: AT
)%k\% H
S — &
\ %
ok
p
4
7 &
V4
True ENASFLERT Full RELR N N False Tr
info % (DSO) info Qﬁ%\o o) warning u
i3k info Jlieis n n RSO A AT AT e
OB L PR AR ey L e e I B K I e A in
BT NX | H-fPIC b3 L in | in | #REETERN glibc E | fo
fir. X PR kA ) % fo | fo | WAZARE (str | 7
N Y sk A = | cpys gets®) mgmd | B
i i ik Tl-fstac T . AR Bl | KEHEE. H B
7 564 RELRO 1, Hl | | BRI -D_FORTIFY.S | #|
A GOT (.got | | OURCE=2 kinfE ke | o
1% Al .got.plt Pi) | | o XA EXT Dart/
Hibrit o R, W W | Flutter EAREH
E(TIE 3 g& E | B
2 arm64-v8a/libsojm.so I N s B %
>n £ \ B | B
7. i | R
0 %4 =l
<?‘ < | N
olP
>S:Q’ %?’ % | AT
{\ # | H
£
> :
p
eg/ AT
H

T

aees —\—\L i:jgﬁ*ﬁ
45 75 e Xt

S [ O s o RS 7 S E 0 P | 5 e e R R (N 42 | SR E b



B e EE | BRSO MIRE | MD5: 0ab08e64082c02a95¢07723488e44362

00054 LA e 25 H A APK
00022 N 5 S Lt B AR AT SO
00121 Bz H
00125 o B 45 7 IR SCA B AT & B ARAE
00063 FalE i (EAEMIT. RIT RIS
00005 PRI SO R AT % 42 45 FLBON JSON it 5
00091 VN 1k % €
00051 ifidsetDatafa N m B (BEEM I, JRITHIEE)
00013 BRI FBON S R
00089 HEPE R URL 20K A4S 28 A TR
00109 HEREF] URL FE3REUm AR
00094 B URL I M b S B s o
/¢
00108 NEE TE 19 URL 55U A\ I
00036 M res/raw H SRIRI G IESCLE
00033 #HiIMEIS
00119 HIMEIS 5 A3 %g Y %‘h\
00096 et 51 URL YORGRTTi% Y
oA |
s L:@%U TN %{% f
00030 % o i
00012 W}?Eﬁl?\éﬁ{q’ﬁ
00132& A IISO[H 54l &
00072 FH RPN LS
\1'
00077 PEHUBUR I A ETEIL R A

S [ O s o RS 7 S E 0 P | 5 e e R R (N 42 | SR E b

FOW/IL1210T



B e EE | BRSO MIRE | MD5: 0ab08e64082c02a95¢07723488e44362

00004 SRICLCHE 4 9F45 SN JSON 3% -
00079 B2 S AR P it

0 BURBUR I 23t

KR VL fc BUFR

-
android.permission.GET_TASKS
android.permission.WRITE_SETTINGS

android.permission.MODIFY_AUDIO_SETTINGS
MR B | 7/30 android.permission.RECORD_AUDIO

android.permission.CAMERA |/-
android.permission.VIBRATE ‘
L)

android.permission.SYSTEM_ALERT_WINDOW

-

android.permission.INTERNET
android.permission. ACCESS_NETWORK_STATE "\
android.permission. ACCESS_WIFI_STATE
android.permission.READ_EXTERNAL_STORAGE \
LEw 8/46 i -
i LR android.permission.WRITE_EXTERNAL_STORAGE @
android.permission.FOREGROUND_SERVICE
android.permission.BLUETOOTH
android.permission.FLASHLIGHT %

A Y,
A 1 - R, 25 5 Ik / N
3 P TR R 0 P B ,(7.;) < ;

e

S AR L0 R P8 3 T B 6&;)9 \'g\

@ & A4 B el / A 2»

g

A\

4 hEEN | MERER

IPHitat: 185.199.111.153
E=xR: £

HX: 4710 e W0

b7y S IEAIE YR A

H[E: 40.065647

438: -79.891724

&E: Google #4

oyl

exoplayer.dev

IPititat: 185.199.111.153
Ezx =5

HIR: 247358 0

tpkB: Al e

58 40.065647

raw.g'thuSisercontent.com
438: -79.891724
BE&: Google i E

IPHiIE: 185.199.111.153
R w243k

dashif.org e i takrs: iRl e T
4E: 40.065647
43[E: -79.891724

B&: Google 14

oy

S [ O s o RS 7 S E 0 P | 5 e e R R (N 42 | SR E b S5100T/46125T



B e EE | BRSO MIRE | MD5: 0ab08e64082c02a95¢07723488e44362

IPHitiE: 172.67.151.45
B=xR: £H
HuX: i AilaE e
apil.qw2as3zc.com w4 7:.“ te: B4l
4 37.775700
43/ -122.395203
BE: Google Jii&
P/ 1\ >
& URL B8 240t -
URL{z & JERG S A %ﬁé
e 127.0.0.1 \{

® https://raw.githubusercontent.com/little-5/backup/master/maxdy

c/n/ale/c.j
%
C spa@w/qidu/activity/SpIashActi

| a

y 4 -

® http://%s:%d/%s

g v

%d/a/k.java
o
' a\?f(/ 3

e 127.0.0.1 g/c/alalb.jav,
\IQ P'/
® https://exoplayer.dev/issues/player-accessed-on-wrong-thread ! c/glalaN2
2
e http://127.0.0.1:%d%s f @&jav
-
VA
® 127.0.0.1
&d/a/g.java
o http://%s:%d/%s & Q
® http://dashif.org/guidelines/trickmode \ c/glalalz2/u0/f java

m/api.php

‘
l
® https://apil.qw2as3zc.com/api.php,https://api3. qw2a€ api. php https: //ap@]zc .co
J‘)A

c/o/a/n/gl.java

® http://dashif.org/guidelines/trickmode
® http://dashif.org/guidelines/last-segm
® data:cs:audiopurposecs:2007

® https://github.com/vinc3m1/rou
® https://github.com/vinc3m
® https://github.com/vinc3

ageview.git ‘

&; c/g/ala/z2/u0/m/d.java

H W] 28-S

o allon

dmageve}(/‘%\\y

iR fE 2

Yy
smz;&‘ TFR -&
N

IJKPlayer

IJKPlayer J&—# 3+ FFmpeg =2 Android/iOS MAIE A, A APL 5 T4k, giikicE ]
BEY. SCREREARIE MRS . DanmakuFlameMaster B2k, 1 5 ) FAE AR 5

‘ >

— X Android & NGB IR FEGS, SCREMAIITRECE . A O & AR, ORI (R

PlctureSeIect LuckSiege or ZE#EEY) . E4i. 8 HE XEERE, KRS SFIR&IE R Android 5.0+ R4 E
Jr I EEHESE

XPopup li-xiaojun WE LR 7 F s, LR R AP shimE, 550 F 3 m 1) B e O8RS e .

. ) . FileProvider j& ContentProvider 455k 125, ‘Bl €& content://Uri 18F file:///Uri LUt %

File Provider Android

o3 55 R IR P ORI K S A

S [ O s o RS 7 S E 0 P | 5 e e R R (N 42 | SR E b

FHNMT/IE120



BB K ZEmNTE | BRIk | MD5: 0ab08e64082c¢02a95c07723488e44362

Jetpack Media Google 5 H A S L A AR . O media2 HUAR.

i 5 = J7 B BRI

R 25 P 1k
Flurry Analytics, Advertisement https://reports.exodus-privacy.eu.org/trackers/25

P U ATVIE 1t 55 A B

V3
4| =2 ‘
] e ) % A
"library_roundedimageview_authorWebsite" : "https://github.com/vinc3m1" &
|

-
16a09e667f3bcc908b2fb1366ea957d3e3adec17512775099da2f590b0667322a g é %5
v

\ v ) )
%‘f%'ﬂ&ﬂl}ﬁﬁ%ﬂ? ,%;S\ ]%'\%/
> YU a1 A@F@x@‘(ﬁ% FR BT R O ] B R

BERL WA P e N R 5 FRATIE AR
WIS KR 2 2 e MM T £ A 3 M RS B3 B R A P53 B 0 22 2V 4 AT S T A B0 DR A AT 72 (KR TR A 2 S BB g

e
© 2025 BRI K - BBl o iF 6 H 3 A A & \Q

At I KRB e i & e, WAEMNBSE, AU
AEHURBEA 3T AR B 48 22 2 7E, A R i N RIER

WS i S A I e e SR T i = <7 P o s 3 T4 W 7 A B SBA201/3125




