B e rE | EARSMIRE | MD5: 08347abd883099¢8¢2912028305b967d

FIHR 4, B

ANDROID &3 7Mrik &5

i @{é’(\%*ﬁﬁ,ﬂﬁ: 2025-04-03 15:04:59

S [ O s o RS 7 S E 0 P | 5 e e R R (N 42 | SR E b FATU/H107T



B e rE | EARSMIRE | MD5: 08347abd883099¢8¢2912028305b967d

IR A

A AFR: ycv8-483059vg0IteyZEIdoij3VjgHk.apk

AR 66.14MB

87 H 4 ZHV9

B4 com.yuncai.luck9 _
BRI com.example.flutter_lty.MainActivity

A 1.0.9 \)8/
#/NSDK: 21 V.

H #57SDK: 34 /§\<
I 2 e %
Sy
ﬁn&

FFRAHELL: Flutter \@ @

IS FH R 22 4 0 B 49/100 (1 JRUK) &/ V&

AR I: AR 224 Z)/é’ /§<

MDS: 08347abd883099c8c2912028305b967 %

SHAT: C17b4621aeca2377e33333fc baff A

SHA256: 01a9c21a402df87caa’8 }%3 6b60c90191%§2ebeba81353

% ~a

DM T 4 S T 43 A &s

A

Actwﬁy@' 2 Hqﬂexportﬂﬁ@

Serwce?E{fF 14, Hrex
N

4
Receiverflff: 24, reaE: 14

Provideraf:;

exportifify: 04

5
)

* )i\z Y jg 1’1[{:':51[:[ Y

RS 2 4

vl %4 True

S [ O s o RS 7 S E 0 P | 5 e e R R (N 42 | SR E b H201/4£1071



B e rE | EARSMIRE | MD5: 08347abd883099¢8¢2912028305b967d

V2 %44 True

v3 %4 True

v4 %54 False

Fdil: C=8HC6K, ST=cU2ZV, L=Sr2S6, O=ct1743661458226, OU=jn1743661458226, CN=buhj
S5 450k rsassa_pkes1v15

WA  2025-04-03 06:24:18+00:00

AN E: 2075-03-22 06:24:18+00:00

KATN: C=8HCEK, ST=cU2ZV, L=Sr256, O=ct1743661458226, OU=jn1743661458226, CN=buhj
4% 0x6b1a7963

WA 75 5 shas12

IEFMD5: 1049ecafc30c144b2a23db5b845f651a

WEFSHAT: f16fe93806f3ec72b3cb7d67654ad4ae5f8dd658 v

IETISHA256: a1c9a65d4195efa58f768a972f1ed43b23fe0b9e58cdb049c4b467f47855083b

WEFSHAS12:

4ca3fc1a7fb3b810109789d50158f303e108df47126715b2a83965c25283a12092ab56c3e264d5477d77e5a6b01e284d49d1¢8] 3cadf9021b926311b33e

ANEEE rsa

FEAK R 4096

1840 d2d4844d53522ce791368743662903b463f5e5b5aaef0899c9a8c52722663666
KB 1 AMEET

S= BUPR 75 B 5 XU 70 2

BUBR 42 B REER PR A2
Ny
android.permission.INTERNET fak SEATRER A" 4
g@
android.permission. ACCESS_NETWORK_STATE ] &W
7 ;*) TR T ~&%’D’H$ﬂ7‘rﬁliﬁ, H A vr B R P SR ARPLLEAT:
android.permission.CAMERA ek EiF s SRR
) (G g SEIfib] RN
V4 D T
android.permission.RECORD_AUDIO e WL S iﬂ’ﬂ%%’dﬁiﬁﬂliﬁﬂmo
4 ya
Vo® ‘ Y. s ey
N = W L& o A , EE WEIES
android.permission.MODIFY_AUDIO_SETTINGS 4" Jevr | YRR EAE R ESRE, W, 2HTHE)
(¢ A fit.
A
N y 4
android.permission.VIDEO_CAPTURE % A % sk android 31 A R .
4 <A
L)
android.permission.AUD|0_CAPTU5@ AN YMWEE JKH android 51 AR FIBR o
N \ ;EEM%E&/)U}HK/%%
STORAGE ﬁ& 1 FVFN TR P 5 NI Ak -
v fiEER Ak
>
NAL_STORAG \1@ BRISD R Py 2% FOVF LR M SD-R i HUE
A J
android.permi AGE_EXTERNAL ek AFFIFEVTHAR | Android VURTHIRCE, SelUAR S, i, WORE R .
Y 4 A
> L
androic@&on.REQUESTJNST _-P&\GES yess RVFLHERIRT | Android8.0 LA I REE A VF 2R MR AR P AL -
1 NN
com.yuncai.luck9.DYNAMIC_| OT_EXPORT . i - ) b g
ED_PERMISSION W AKH AR HBL PR K android 5 F A FBR .
\’7Z,
& % MBS 73 B
et | 20 %40
75 ‘ Yl 7= 2 24 ik
1 * fa FEATC B A 2 A M A o VR B AT A SN A SO A

S [ O s o RS 7 S E 0 P | 5 e e R R (N 42 | SR E b FH3u/31077T



B e rE | EARSMIRE | MD5: 08347abd883099¢8¢2912028305b967d

B it B e a Mo

EfEr 0] | fER
Ay FEERRE RSB
C 4 N BE L AR P A P AR 25 44 E Rt 1725 44

Q Manifest fic B 242t

pafa | T | (50| Bl 0
v
Fe je 5t PR k=L
w7 e 3 LA X 2% 22 /
[fiiﬁn iﬁi’;‘fﬁi;ﬁm I 45 22 4 L B 0y L PR R T uﬁ—f[\@ey S SO s AR
1 ) v 55 M 2% 2 A B, T AN 7 A S ‘Eﬁ’lo 2V AT DUEH O R A AR
nfig=@xml/network_security O PP R
_config] - -+ ! ‘ 7 L)
V3
gf)ﬁﬁ?%ﬁ)ﬁﬁ&%ﬁ?ﬂﬁ%ﬂﬁﬂ AR E [android:allowBa%iﬁﬁﬁﬁfalsec BRINTHE D
2 A% #[android:allowBackup Egﬁg%;%%;ﬁ;b A PR B
W& .
- LZA
Activity (com.pichillilorenzo.f i ‘ VO
lutter_inappwebview.in_app ) 5 mmmmé(ﬂm&i&%mﬁﬁmmﬂmﬁ
3 _browser.InAppBrowserActi i
vity) KPS
[android:exported=true] 4/ &
‘Y AN
Activity (com.pichillilorenzo.f & ; \
lutter_inappwebview.chrom | 1 7 %31 Activity & by 1 PRV RR P St 58, BRLUEG B8 46 A A S R
4 e_custom_tabs.ChromeCust ] Vil
omTabsActivity) AR . \ ’
[android:exported=true] /*
vV
Activity (com.pichillilorenzo.f /ﬁ
! i 4
utter-inappwebview.chrorm ‘% PN Civity t5 i 10 SR BRI S, R T B 4 L S PR
5 e_custom_tabs.Trusted ] o
Activity) KBRS y 8 ; ’
[android:exported=trye \ 4
A
6 RIN Activity 5 14 E IR H Al SRR 3, DR AT B8 o6 b AT At S AR
il
; e_custom_tahe.T RI Activity 514 EI AN AR 3R, DRI el B8 o B AT J LAt B T AR 7
ActivitySi nce) Kk Vil
w, ?
ted=true]

[ n@exp
39\\

S [ O s o RS 7 S E 0 P | 5 e e R R (N 42 | SR E b



B e rE | EARSMIRE | MD5: 08347abd883099¢8¢2912028305b967d

Broadcast Receiver (android
x.profileinstaller.ProfileInsta
lIReceiver) AR IR, (H2
8 Lz A B R ARG 00 o
Permission: android.permis
sion.DUMP
[android:exported=true]

RIL—/ Broadcast Receiverfi St =45 T & LI HABN AR, Fbikemrel
WA BT AL R U7 1) o 8 32 3 —ANE 23 M 1) R AR v 3 5 IR
BRAGERYT o RIE,  RAZAE 52 SCE M7 A6 A AR I AR 200 o S e ot i B Dl 5
SUEk, — AR R A DA SR IR R AR, ISR . R e
W E N4, A AN RRE P24 S AR 5 A RE SRS IX AU »

<> AXAD 2 4 Y I A

a2 | S ERT | a1 | Bk 0

75 i)

£

B b AR E ‘><( N

CWE: CWE-312: B3 A7
U B

OWASP Top 10: M9: Re
verse Engineering
OWASP MASVS: MSTG-
STORAGE-14

(E5)

CWE: CWE-532: ifiid H
BICHIE B AR
OWASP MASVS: MSTG- ¥

STORAGE-3 y
A

AN R i WebView.loa
dDataWithBaseURLJ7Y A
T E|WebView, H§4 i

A
p 10: M1: Im
‘z tform Usag

y,

CWE: CWE-79:
TR

SP MASVS: MSTG- |
PLATFORM-6

CWE: CWE-O¥@NG i
BT S 5
NTA 3L X ioke
p 10: M5: In
S nyCryptograph

ASP MASVS: MSTG-
CRYPTO-3

CWE: CWE-276: BRIAKL
FRAS IE#f

OWASP Top 10: M2: In
secure Data Storage
OWASP MASVS: MSTG-
STORAGE-2

CWE: CWE-330: ffi i A
T3 FIBEHLEL

OWASP Top 10: M5: In
sufficient Cryptograph
y

OWASP MASVS: MSTG-
CRYPTO-6

S [ O s o RS 7 S E 0 P | 5 e e R R (N 42 | SR E b #H50/3610



B e rE | EARSMIRE | MD5: 08347abd883099¢8¢2912028305b967d

7 , N - MITMI“ R OWASP MASVS: MSTG-
NETWORK-4
CWE: CWE-276: ZRIAKL
RS I
8 LA QI SCfE . BURE Bk N OWASP Top 10: M2: In
TEA RLZ 5 I I ST . secure Data Storage
OWASP MASVS: MSTG-
STORAGE-2
CWE: CWE-89: SQLfir
W A ite¥ ST A T IR R G 3 5
9 ASQLTTH#]. JRIASQLET ] P AN 243 N SALTAE Y (SQL vE
AR PN A 22 S HSQUITA. " A
BRSNS N P OWASP Top 10: M7: Cli
ent Code Quality |/.O
2.

M Native F 24 & A

din F

NX(HERR

AP o7

1)

S

Y
M

B
0

L

A S

X s

¢ |H T

4

\ %‘2!9 CANAR \'{\ ﬁ T; FORTIFY (% F & ¥ E'
O\ "i%/ 5| R | mem :
2/ y o |s E

X;f | o D

4 7 | & (
/,<)7,$ B | % ®
7| % 1)
46& ) | & 7%
A\ ) 5
\\ *

)

/AN

S [ O s o RS 7 S E 0 P | 5 e e R R (N 42 | SR E b




B K2 P& | BRI TR S

| MD5: 08347abd883099¢8c2912028305b967d

True AR True Not Applicable No | N False Tr
info % (DSO) info info ne | o info u
kIS info XA Z S RELRO £ 5 /48i& inf | n RSN | e
HiET LT RS ek BT — F Flutter/Dart — o e PR B REGRAEE TE | in
NX £ HfPICH3E | MR, b ST A = | in | X glibe 1 AL 4R fo
XhrEE | MWEM, 1% e 2t iR gt | fo | % (o strepy, gets %5 s
P AE LT br&EEHS [t - () e 2% ol il =) MEMXELEE. £ | 5
AUHAT | HLHETE T X . IXFER] 3| #E | A4 -D_FORTIFY_ | %
, TR ARG, XAl DL 7E R HOR | #l | SOURCE=2 il p&i %L F
dHEEAN | AR E [ 2 717 965 VA A o 30| XAMREX T Dart/Flutt | B
I shellc MgwmfE (RO | Fefse vk H || er BEAEH
1 armé4-v8a/libapp.so ode Aa] P) Bl | Bk ® &
AT - ] EE AT ]
True EAS TN} True Tr
info % (DSO) info n ‘ o arning u
kI S info ﬁ%ﬂly HERN GO 5L n RSO AT INE | e
BERE T | SRR Eﬁtmw X RELRO. RE ,§< R IR R EERE TEE | in
NX 17 H -fPIC bk 3 ; 4 RO #ifk GOT 4 % in | X glibc M WA %48 fo
XhrEE | WER, % 15 5 Z W i) l i fo | %t Clnstrepy, gets & s
A7 DT br&EEHS ¢ (B il =) MEMXEREE. £ | 5
A AT Lrﬁﬂt%aéﬂﬁ 4 3¢ | HE | FHgmiPEiET -D_FORTIFY_ | #
, AR R X{f | #l | SOURCE=2 il p& %L F
HEEN @ﬁm jzau‘_’mﬁ&ﬂﬁ b'd | AT T Dart/Flutt )
1) shellc 4 SR e R R AT f Ho| | er EAEH
) arm64-v8a/libzstd-jni-1.5.6 | ode Au] | P W H / wo| K
-3.50 PAT . ' | A
/,3;\ A
oy R
_& 4% | u
% | N
‘_‘ # | P
\ ® | AT
‘y /j‘ s | H
RP
Z v
Dy H
3 /A
LT T PAA j‘jﬁ*ﬁ?g\
Gi e ﬁ%\%}/ b St
00022 E’Mrz@m%ﬁﬂ FEC s
\l
00013 | SO EIER IR N
00003 445 5 1AL BB N SONSX e AL
00091 NI 37 ke R A = S
AENHTEIEMARE T, 2k AR EERE & FBTT/HE101



P K2 P& | BORMHTRYE | MD5:

08347abd883099c¢8c2912028305b967d

00063 Fa (BB (BT, RITHRIEE
00054 A2 2 HABAPK
00036 M res/raw H SR IS
00132 #1)1SO [F 5 D
00162 812 InetSocketAddress % G- 43E
00163 BIEHT Socket IR T
00161 AT ) 1 AT B AT AT U 1) PR R 5
00173 $HL AccessibilityNodelnfo i %&th #9il S 3R HAT B 1E
00051 jHitsetDatafa N (BEHEMIL. HKITHIES)
00028 Massets H 35 H L EUCA
00102 P FW A7 255 E T IT
00056 BUE S &R
00096 PR URL % B R 57k
00089 FEFEF) URL ISR 1 IR 55 2% 1\ Ui

|
00030 L2 0 URL YE B R R 25 28 6&

& “ -
00109 FEREF] URL 3R A RS / \ s
4779
L/ )
00094 HEER] URL I A LR %a /
;% L} YA X |
00108 M 5E 1 URL it & 6{9
a\
00001 41 LlDJPEGj#ﬁ%%f
00202 i 0
A
00203 %ﬁﬁ%ﬁ()\% e %
y 3

)

0 HUSOBL IR O

4

android.permission.CAMERA
android.permission.RECORD_AUDIO
android.permission.MODIFY_AUDIO_SETTINGS
android.permission.REQUEST_INSTALL_PACKAGES

S [ O s o RS 7 S E 0 P | 5 e e R R (N 42 | SR E b

1t

N

1071



B e rE | EARSMIRE | MD5: 08347abd883099¢8¢2912028305b967d

android.permission.INTERNET
android.permission.ACCESS_NETWORK_STATE
android.permission.WRITE_EXTERNAL_STORAGE
android.permission.READ_EXTERNAL_STORAGE

Hoew FABR 4/46

W DR T2 B BUR -

FUeE IR SRS AL I AR .

@ &I A B

p ]|
4 wE | hEEN | REER &/
default.url YA & No Geomnénation available.
99%6.158.100
g -
s IFIAE B T
docs.flutter.dev & 5 ¥~

dashif.org

i—xg 40.0;5647

43[8: -79.891724
E&: Google 1]

api.flutter.dev

IPitiE: 199.36.158.100
BR: =

HOEX: o Fil4E fe T

e LS

[E: 37.405991

43/E: -122.078514

&E: Google 5]

aomedia.org

£
\%& @‘Y

IPittit: 185.199.108.153
HOEX: 52473 2 T
Sk A 2
[E: 40.065647
43E: -79.891724

& I— &E: Google Hh[&]
s 4 N 4
& u@%@zé X
URLEE Vrygid

vHY

® https://gith iMorenzo/ﬂutter_inappwebview#important—note—for—android
® https://githud’ utter/flutter/wiki/upgrading-pre-1.12-android-projects

com/pichillilorenzo/flutter_inappwebview/

in_app_webview/FlutterWebView.java

£ 4

® httpsf// It.url

z1/n0.java

S [ O s o RS 7 S E 0 P | 5 e e R R (N 42 | SR E b



B e rE | EARSMIRE | MD5: 08347abd883099¢8¢2912028305b967d

® http://dashif.org/guidelines/thumbnail_tile
® http://dashif.org/thumbnail_tile
® http://dashif.org/guidelines/last-segment-number

P -org/guidet g . b3/d java
o file:dvb-dash:
® http://dashif.org/guidelines/trickmode
® data:cs:audiopurposecs:2007
® https://docs.flutter.dev/deployment/android#what-are-the-supported-target-architectures p4/d.java
® https://github.com/baseflow/flutter-permission-handler/issues h1/tjava
® https://aomedia.org/emsg/id3 )

. X p2/a.java
® https://developer.apple.com/streaming/emsg-id3
® https://api.flutter.dev/flutter/material/scaffold/of.html lib/armé4-v8a (o]
Pl _|

£ % =77 SDK A5t \

SDK4 K& iR fEE
Flutter Google Flutter £AEKI0FSE) Ul HESE, muzmq ndroid %
JKPlayer . IJKPlayer f&—3#k 3T FFmpeg %% d/iOS WATHR T A | E‘JT%EE\ S PRIC W)
Y. SCERRE A IEMAS . Danmak aster 42 *’]/ﬁ%kij$
File Provider Android FileProvider /& ContentPr ] %%T X, ﬁdy? nt://Uri f£# file:///Uri LAk 224>
Android S35 R %
'ﬁmf ’&S; p—
App Startu ; VEE:A it} MR FE R Sh R A 0 . BT RN BRI N I FE
Jetpack App Startu Google ﬁ?i}\j'l App Startup Kfiifk ) U B IUAALIY . App Startup Je R E Lt
packapp P =o0Be BTN NG 1L A LT T A0 L 2 SRR I R R . 3%
AN 81
/ i
Jetpack ProfileInstaller Google &P T TR 7 22 i

(44 7/
P USRI Q%\ ‘92()7\\
EEACEL \\‘

‘)

edef8ba9-79d6-4ace-a d21ed

IGZVCIBCaWde

b1366ea957d m2775099da2f590b0667322a
2?

QEF‘:T BB, WERMIESE, AW BUE TR B AT SO HIAS it S e I 51 R IR A L% B ] 4

AN H e P
BIMEA 5T AR E% 2 T IE, AR P N RICHE A DGEBE . A EATEE R, & RIS RATRAR .

LIPS
© 2025 FEIEK- B et 6 B LR

TR IR Bl AT O A 2 PR ASHEZL . B HAT RS TSI M, RSB IR IR AN 2 4 B

S [ O s o RS 7 S E 0 P | 5 e e R R (N 42 | SR E b 55105T/4£ 1058



