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itk

AR com.yutong.xny 4.4.6.apk

STHARAN: 24.25MB

RIFEEHR: FiEHHER

wHEE: com.yutong.xny

FED: com.yutong.xny.activity.homepage.SplashActivity
HRAS: 44.6

&/\SDK: 19

B#rSDK: 29

IEHER:

MD5: 03919914d7ff2c625bfe96a862fa2bsf

SHA1: 634afaf77ac81e8eff16398f770e3d46dce3ad85
SHA256: 82de0477b4b4585a7be5896d94abea8f114e1d0a287a2555970e8d206ea13947
NFEEFRREDEL 36/100 (FSIX\Bs)

PRERERAE:

FRERG:

SERRTEN

i Bfe

= [IXCEIHER

Activity?B{fF: 734, Hepexportida: 31

ServicefBf: 201, Hrpexportidg: 81

ReceiverdE4: 91, Erpexportiyg: 71

ProviderdBf4: 94, Hepexportfyg: 04

#*IEBER

THEIHEES
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vl &4 True
v2 &4 True
v3 &4 True
v4 &4Z: False

R C=86, ST=iFg, L=4B/M, O=APMNFEZERMBIRAE], OU=ZEMFF AL, CN=wuhongyun

BEE L rsassa_pkcs1v1s
BHEAE: 2016-09-14 00:05:39+00:00
BXHEZE: 2041-09-08 00:05:39+00:00

KATN: C=86, ST=iARg, L=XBM|, O=(BMNFE=ERINBIRAT, OU=ZEMHTA S, CN=wuhongyun

FHIS: 0x772cd069

Na#& 8% sha256
IFBMD5: 29e3f226a91b218fdd47c5176a0975¢3

UEBSHAT: 1a83b4cab7aec18882677f1188ce2d9f17194f2a

UFESHA256: ad81f140d1124d866852206641d1a685d8fde725fa61f9e04256bf963b0fe86f

UERSHAS12:

40d4b03a3b54251b88e3f3bd10fccf321839b860968e9efe38fc3cef8cc8bc87dcf81033f8c21683290dcdae86c6f7c456c6f949b1a0e16b8708f41fef77c1a4

PNEAEE rsa
AR 2048

880 7¢75857cce390f18d134f6e12abd5c9d1708ecb4c3cf70277e34e3325068cadd

HE 1 MNEIER

i= RNIFRIR

BERE Re2ER | PURRE BRI
:ndrmd.permlssmn.REQUEST_INSTALL_PACKAGE e SFEERIEREE | AndroidB.0 L RGeS R FRE A,
android.permission.INTERNET el ST EBRIIIE] SR FRE R RS BT,
android.permission.WRITE_EXTERNAL STORAGE | f&i& ?EMI%E%/HHMB%% ORI FRRERRE NINEBIF K.
EIIEZENES
android.permission.READ EXTERNAL STORAGE feha EENSD-RRA FFRIFFERM SD-RIEER.
android.permission.ACCESS NETWORK_STATE @ FREPILEIRTS SRR E AT NSRS,
android.permission.ACCESS_WIFI_STATE =y BEWI-FIRES SN FEREFEEERAWI-FISHER.
AR AT SRR R RIEIRERIFANIIRE, BISBRAS FEERA]
android.permission.READ_ PHONE_STATE feia }; ST R ENSEAIRSIS, EREDES, LRSS
o B,
BEWIFisR RIS RE AR IRESEER, &
android.permission.ACCESS COARSE LOCATION | f&k& SREVHERSAIE HREEABHRERE30~1500K, EErEFa LAFREER
PN A IVA=R
. o ~ g BIGPSEHENBPENERIEE, EAAEEIA10KAA,
android.permission.ACCESS_FINE_LOCATION [ SREVAERRAAIE TR SR R T,
android.permission.CHANGE_WIFI_STATE feks BEEWI-FilkZS TR FRRERFBEEWI-FIlR S,
android.permission.CHANGE_CONFIGURATION J[eXios BEEURRE ﬁﬂ:ﬁjﬁ*ﬁ SRR RIRE, PIIESEH
BRI,
android.permission. WAKE_LOCK feia R LESFAARR TR LSRR, EFMFRRARR ST

ETT.
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FEVFRFIREFF MRGEHI S B RSEUER. IXPFENAETE

android.permission.READ LOGS feia ERREGASE | FRLRIEIFIERER, XEERERREE2REF
NEEFRZES, 1EISFALURITEE.
droid oermiscion. GET TASKS - RLEE TN | AV AR SR TSRS, T
P R = P IR LRIV X B R PR,

android.permission.ACCESS_LOCATION_EXTRA C - B S IHEEMUERMIERFS S, TR AR ERER
OMMANDS = EREETRES | FafPsay s BRI e,

. i TR FENARRE S EIIENE. SERAEFE

5 EMLBRS

android.permission.WRITE_SETTINGS feks ERERERRE RIS,

. . NS SR RS e Y Android B, EERERE
android.permission.INSTALL_PACKAGES TBRLEEAPP TR R T B A SRR R P,
android.permission.BROADCAST PACKAGE_ADDE s BUGHEAPPRIE | BRTF—MNAREFREIEMN AR (B
D = 0 FAURTHATIE) R BER.
android.permission.BROADCAST PACKAGE CHA s RWAPPIMYRYE | BT — M AEFEKE RS RSN (5. EBE
NGED . il . BB BIBER
android.permission.BROADCAST PACKAGE_INST | . = RBAPPLECHIE | BRI AREFRKEIENARRERFESE (BH%
ALL = 0 FRRURTHUTI) BT iEEE.
android.permission.BROADCAST PACKAGE REPL o HAPPERZRIIE | BRI 2R e E e 15
ACED - il HE.

SRR ER R Rk/aERI BT, XESERF
android.permission.RECEIVE BOOT COMPLETED | i@ FNERE MAYEERGE, MENRNEEF—BIET, SEEFNN
BINEE,
android.permission.VIBRATE s hltRanes YN e AR, PR A EARAITIRE,

. . ~ s SR e FERAT TRIE. ERieFaERPARAAIER
android permission.CALL_PHONE e BERTRE | emeniing, ERRIHETESEIE,

. . N . VTR B R AR, BT R e IEEtEE
android.permission.CAMERA J[eXios HRERFIR BRI AR,
android.permission.FLASHLIGHT ZiB FEHIRERT FOYFRL FRRE A=A EAT .
com-androidlauncherpermission.READ SETTING | rege TS, | MR R A R RS R R,
android.permission.BLUETOOTH fels BREIE I VTN e FEE IR EE.

. . e
-?- E I(\j/l I’;)Id. permission.MOUNT UNMOUNT FILESYS P iﬁ?ﬁﬂﬁﬂ%&f{ﬁ:ﬁ”& S R R AR S TR S R ASR ST 5,
android.permission. ACTION_MANAGE_OVERLAY_ - . ¢
PERMISSION ES FREIPR B8 android 3| FERIARKINSR,
com.yutong.xny.permission.MIPUSH_RECEIVE =0 SREIR 3kE8 android 35 |FAYARAISER.

7% VIRUSTOTAL 13#H

TR Re
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& PiEZehE

a1 0|E2:0|%£0
Fs et =
1 * = BEARER e E NIRRT AR R E.
— 4
==RNS:Yarin
S| 11361
o] EEEE | WRER
[SEox=zE! =8 N FRERFEERNIEESIEEHTESR
Q MANIFEST%S
S5 7|25 19|55 0| B 0
FS -] fEEEE ERMER
v FRFE e T . N - . NN
iAo RIS A RIS R B Android . SEARER
1 Andi)id 4.4-4.4.4, [minSdk 2 M Google ISR EEH. BF Android fR7A => 10, API 29 LI
_19] o BENREE.
WY, EFE 1R 2
gﬂifjﬁfﬁﬁffc RS RRE AL AILIE— R, AR PERE Nt
2 onfige @xml Jnetwork S(Zcu =8 IHINELEIRE, MRS EFARE, XELERT LS REERTEE
g== - AR PR TR,
rity_config]
?tci\tlli\t”t);iﬁzziz::;?\gé);:nyéz Activity FREGEEEIERES "singleTask/singlelnstance”, EIXa
3 d Ac'z;/a tion Activity)' . =ie HpE/9R Activity, FHeTaeSEERFEFEEUEMA Intent NAA. EIt, =X
Ft R Estandardist - Intent BIASEMSERT, FE/HEMA "standard" [EEMERENL.
cAtci\tli\:lt);iE;Z::iz::ic:) r:}gg:ﬂyg Activity RRHGEEBIHREE N "singleTask/singlelnstance”, EX£(H
4 rdQu); Activit )E’\J)t.‘iﬂffﬁit =i HpL/9tR Activity, FHeJRESEENFEFEEERA Intent INE. EIt, =
S etondordiat Intent SIABIEEE, TR "standard” EAHERELL,
?tci\t/';'t{}écrzem"af“teofg”i‘:/{zi Activity FRHGEEMERILZESR "singleTask/singlelnstance”, EIXaf
5 vity) B Betandar | P EALAIR Activity, FATRESECRFRFEEAR Intent HORE, L, X
d*%t = = Intent EAHEMSER, BE(EA "standard” EEEEM.
gci\tlli\;lt{]écrzzg;:::i::/ﬁa) Activity ARHSEIMENBIHRES "singleTask/singlelnstance”, ERIXE(E
6 E’\JF%JE ﬁastan dar difiy =ie HpE/9tR Activity, FHeIRESEER SRR Intent NAA. EIt, =
Etn AR Intent BIRHBMSERT, BEEA "standard" SHHEEL.
Activity (com.yutong.xny.p Activity FRHSEIMENEMRES "singleTask/singlelnstance”, ERIXE(E
7 ush.PushActivity) IiEztE | &/ HpE/9tR Activity, FHeIRESEERFERFEEUERA Intent IAE. EIt, =
A EstandardiEz Intent BEEURMEERT, FEEFA "standard” EaEEM.
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Activity (com.yutong.xny.p

8 ush.PushActivity) ZR#{FIF K Activity Sig FRVEBNEEFRES, EIFEENEE EAYHTE B
. TERFARRTAA,
[android:exported=true]
Activity (com.yutong.xny.te Activity RASEIMERBIHEE S "singleTask/singlelnstance”, EJIiX&fE
9 st.push.PushActivity) B9/5 HpLJ/9tR Activity, HeJRESEE N FEFEEER Intent FINE. EIt, =
B R EstandardiEzt; Intent EJSBURYERERT, FEEMA "standard” EaEEL.
Activity (com.yutong.xny.te
10 st.push.PushActivity) &# KU Activity 5185 FROEMN FERERHS, RLFEERSIRSE YRR
CSin TERFERATAIA),
[android:exported=true]
Broadcast Receiver (com.y
utong.android.push.PushB &I Broadcast ReceiverSigss FRIEBN FRERFHE, EFErILIIRS
1 roadcastReceiver) FAFIF LAY ES R FERERAEL, intent-filterfU7EIESRABXMBroadcast Receiver
. EESHN.
FE—Nintent-filter,
i\;ti\/itz (C(:.m..tyuLtJ(,)vrlwg‘an'\(li r;). Activity RS ERMEEIHRE N "singleTask/singlelnstance”, FEXEE
12 . fcﬂfvi'taf ot et ER1R Activity, FFATRESHBURtRFRERAEER Intent HORES. HHit, X
YACIVTY) ISR Intent ESEURMEEET, TEEA "standard” IR
andardi&=t;
Activity (com.yutong.andro
13 id.push.activity.UMengNoti BRI Activity 5iggg FRIEAIR RS, EILEEENRE FAMHITE MR
fyActivity) RIFHFIF. TERFABRTAA,
[android:exported=true]
y iirvice (com‘.taoba‘o.accs. K Service 5i%E FRIE MMV FIEFES, B FEEXNSE Y HTE R
annelService) AR, - e
o - TERFERRTIE,
[android:exported=true]
Service (com.taobao.accs.d
15 ata.MsgDistributeService) &I Service 5igE FAVEMMNEREFER, EIFEENLE CAYHITE BN
SRR, FERFERRTAIa),
[android:exported=true]
Broadcast e oo #%70 Broadcast Receiver'Sig HURERATER A, R CAILISE
16 . )ﬁﬁ.é} - ’ FHYHATE N FRRERAIE), intent-filterBfFEZRIFIXMBroadcast Receiver
FHE—intent-filter, REASHA.
o #7] Broadcast Receiver5igs HURIRAER S, RHACALIRES
17 *3 )3‘21%? o ’ FHUHRTE N FRRERAIE), intent-filterA7EEZRIEIXMBroadcast Receiver
FHE—intent-filter, RESHHA.
Service (org.android.agoo.
18 accs.AgooService) SRR &I Service 51 FRVEMBNAFERFESE, REIFEERNSE FRYHEEBRA
. FERFERRTIAIa),
[android:exported=true]
Service (com.umeng.mess
19 age.UmenglntentService) BI Service 5ireg FMEMNARFHE, FEIEEER RS FAYHAEMRFA

AR,

[android:exported=true]

TERFERRTITIIE,
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Service (com.umeng.mess
20 age XiaomilntentService) &I Service 5igE FAVEMMNEREFER, EIFEENEE ST
AR, FERFERRTAIa),
[android:exported=true]
Broadcast Receiver (com.ta
21 obao.agoo.AgooCommon &I Broadcast Receiver5ig# FREMENAEFHE, REIFEEEE LY
dReceiver) FHHFI. (ATt R PR R AT i5ia).
[android:exported=true]
Service (com.umeng.mess
2 age.UmengMessagelntent B Service 5ireg FMEMNARFHE, FEIEER RS FAYHAEMRFA
ReceiverService) FRAIRIF. TERFERRTIIE,
[android:exported=true]
Service (com.blankj.utilcod
3 e.util.MessengerUtils$Serv B Service5ireg FAEMMNAREFHE, EiiErLiRE EAYHTED
erService) FRAERIF. RIFEFERAIE, intent-filterfHFHERBAXNService 2B SHAY.
FE—intent-filter,
roadcast Recelver (01g.2n #71 Broadcast Receiver 5ig HTEIFNEFE, EMILEALMGE
24 -agoo. o AR R, intent-filterf9f2{EZRRX Broadcast Receiver
PushReceiver) F45{FF, Sesteyhg
TFHE—Nintent-filter, AEEET R
Service (com.xiaomi.mipus
25 h.sdk.PushMessageHandle BRI Service5irgg FMEMNARFHE, BEIEER RS FAYHIEMRFA
r) IR, TERFABRTAA,
[android:exported=true]
Broadcast Receiver (com.xi
aom|.push.semce.rec.elver &I Broadcast Receiver5igg FAVEMIN e, EIEEXSRE LAY
26 s.NetworkStatusReceiver) o NN
, {HATEf bR FFERFERR IR,
AR,
[android:exported=true]
Broadcast Receiver (org.an
. o 7] Broadcast Receiver'5i&s HAUEUBAIFRIZFAE, EIEERARE LAY
e {HATEA bR FIFERFERRTAIE),
[android:exported=true]

</> I8

=5 6 | 8| ER 3|22 k0
Fs -] Fh SEINE X{HuE
. _ . (=
(av:f CWE-200: 52 com/yutong/android/utils/NetworkUtils java
1 IPHEHEHEE e com/yutong/basehttp/util/SunJCE java

OWASP MASVS: MST
G-CODE-2

org/android/spdy/SpdyRequest.java

ARSI 22, W RARBCECEAT A R, 3 B Ik 2R AT TEAT I B s L b A 2

com/azhon/appupdate/utils/LogUtil java
com/baidu/b/c.java

com/baidu/b/g.java
com/ccolorchen/listlibrary/lib/MultiTypeAdapter.java
com/ccolorchen/listlibrary/refresh/utils/LogUtils.java
com/github/gzuliyujiang/dialog/DialogLog.java
com/github/moduth/blockcanary/BlockCanary.java
com/lzy/okgo/utils/OkLogger.java
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com/scwang/smartrefresh/layout/SmartRefreshLayout.jav
a
com/taobao/tlog/adapter/TLogConfigSwitchReceiver.java
com/taobao/tlog/adapter/TLogFileUploader.java
com/tbruyelle/rxpermissions2/RxPermissionsFragment.jav
a

com/yutong/android/push/PushManager.java
com/yutong/android/utils/ActivityUtils.java
com/yutong/android/utils/AdaptScreenUtils.java
com/yutong/android/utils/AppUtils.java
com/yutong/android/utils/BitUtils.java
com/yutong/android/utils/CacheDiskULtils java
com/yutong/android/utils/ContactUtils.java
com/yutong/android/utils/CrashUtils.java
com/yutong/android/utils/FlashlightUtils.java
com/yutong/android/utils/FragmentUtils.java
com/yutong/android/utils/KeyboardUtils.java
com/yutong/android/utils/LogUtils.java
com/yutong/android/utils/NetworkUstils.java
com/yutong/android/utils/ProcessUtils.java
com/yutong/android/utils/SpanUtils.java
com/yutong/android/utils/ThreadUtils.java
com/yutong/android/utils/ToastUtils.java
com/yutong/android/utils/UriUtils.java
com/yutong/appmodule/bean/AppModuleBean.java
com/yutong/appmodule/download/BackgroundExecutor.j
ava

com/yutong/base/utils/BackgroundExecutor.java
com/yutong/base/utils/ImageUtil java
com/yutong/base/utils/SharedPreferencesUtils.java
com/yutong/base/utils/TimeUtil java
com/yutong/imagepicker/ImageDataSource.java
com/yutong/imagepicker/ImagePicker.java
com/yutong/imagepicker/ui/ImageGridActivity.java
com/yutong/jsbridge/JsApi.java
com/yutong/jsbridge/WebViewActivity.java
com/yutong/jsbridge/WebViewFragment.java
com/yutong/jsbridge/bridge/YTWebView.java
com/yutong/jsbridge/location/ContinuityMapBean.java
com/yutong/jsbridge/location/MapBean.java
com/yutong/mobile/android/appupdatesignhttp/widget/
UpdateDialog.java
com/yutong/qrcode/activity/CommonCaptureActivity.java
com/yutong/shakesdk/ShakeClient.java
com/yutong/shakesdk/http/HttpClient.java
com/yutong/shakesdk/processor/packet/response/Conne
ctProcessorBase.java
com/yutong/shakesdk/util/LogUtil.java
com/yutong/xny/activity/alarm/CapacityActivity.java
com/yutong/xny/activity/carmonitor/vehicle_mvp/map_m
anager/GaodeMapViewManager.java
com/yutong/xny/activity/energy/EnergyDescriptionActivit
y.java
com/yutong/xny/activity/newscenter/NewsCenterActivity.j
ava

com/yutong/xny/activity/tree/CarTreeFragment.java

CWE: CWE-532: i&¢ com/yutong/xny/activity/wirelesscharging/WirelessChargi

RS RSS e B N O EaRE ngQueryListActivity.java
2 RY=ES (== OWASP MASVS: MST com/yutong/xny/utils/Logger.java
G-STORAGE-3 com/yutong/xny/utils/pinyin/DoubleArrayTrie.java

com/yutong/xny/view/charts/GridLineChartView.java
com/yutong/xny/view/charts/MultiAxisChart03View.java
com/yutong/xny/view/codepicker/WheelUtil java
com/yutong/xny/widget/roundprogressbar/RoundProgres
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sBar.java
com/yutong/xny/widget/scrollauthcode/ScrollAuthCodeVi
ew.java

com/zhy/autolayout/utils/L.java
me/weishu/reflection/Reflection java
me/yokeyword/fragmentation/TransactionDelegate.java
me/yokeyword/fragmentation/debug/DebugStackDelegat
ejava
me/yokeyword/fragmentation/exception/AfterSaveStateTr
ansactionWarning.java
org/android/spdy/NetTimeGaurd.java
org/android/spdy/ProtectedPointerTest.java
org/android/spdy/spdulLog.java
org/greenrobot/eventbus/Logger.java
org/greenrobot/eventbus/util/ErrorDialogConfig.java
org/greenrobot/eventbus/util/ErrorDialogManager.java
org/greenrobot/greendao/AbstractDao.java
org/greenrobot/greendao/DaoException.java
org/greenrobot/greendao/Daolog.java
org/greenrobot/greendao/DbUtils.java
org/greenrobot/greendao/async/AsyncOperationExecutor
Java
org/greenrobot/greendao/internal/LongHashMap.java
org/greenrobot/greendao/query/QueryBuilder.java
org/greenrobot/greendao/test/AbstractDaoTest.java
org/greenrobot/greendao/test/AbstractDaoTestLongPk.ja
va
org/greenrobot/greendao/test/AbstractDaoTestSinglePk.j
ava

org/greenrobot/greendao/test/DbTest.java
org/xclcharts/chart/ArcLineChart.java
org/xclcharts/chart/ArcLineData.java
org/xclcharts/chart/AreaChart.java
org/xclcharts/chart/BarChart.java
org/xclcharts/chart/BarChart3D.java
org/xclcharts/chart/BubbleChart.java
org/xclcharts/chart/CircleChart java
org/xclcharts/chart/DialChart.java
org/xclcharts/chart/FunnelChart.java
org/xclcharts/chart/GaugeChart.java
org/xclcharts/chart/LineChart java
org/xclcharts/chart/PieChart.java
org/xclcharts/chart/PieChart3D.java
org/xclcharts/chart/RadarChart.java
org/xclcharts/chart/RangeBarChart.java
org/xclcharts/chart/RoseChart.java
org/xclcharts/chart/ScatterChart.java
org/xclcharts/chart/SplineChart.java
org/xclcharts/renderer/CirChart.java
org/xclcharts/renderer/EventChart.java
org/xclcharts/renderer/LnChart.java
org/xclcharts/renderer/RdChart.java
org/xclcharts/renderer/axis/RoundAxisRender.java
org/xclcharts/renderer/bar/Bar.java
org/xclcharts/renderer/bar/FlatBar.java
org/xclcharts/renderer/info/DyInfo.java
org/xclcharts/renderer/line/PlotCustomLine.java
org/xclcharts/renderer/plot/LabelBrokenLine.java
org/xclcharts/view/GraphicalView.java
top/zibin/luban/Checker.java
top/zibin/luban/Luban.java
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CWE: CWE-312: BB
FHESURMER

OWASP Top 10: M9:
Reverse Engineering
OWASP MASVS: MST
G-STORAGE-14

com/lzy/okgo/cache/CacheEntity.java
com/Izy/okgo/exception/CacheException.java
com/yutong/android/utils/constant/RegexConstants.java
com/yutong/base/utils/Consts.java
com/yutong/basehttp/util/DES java
com/yutong/mobile/android/MpisPush.java
com/yutong/qrcode/decoding/Intents.java
com/yutong/xny/BuildConfig.java
com/yutong/xny/common/Constants.java
com/yutong/xny/common/NetUrl java
com/yutong/xny/common/NetUrl_Overseas.java
org/android/spdy/SpdyProtocol.java

CWE: CWE-330: {&5/H

com/baidu/b/c/b/b.java
com/hjg/permissions/PermissionFragment.java
com/yutong/android/httphelper/util/DownloadUtil.java

RIS RIETEY com/yutong/android/utils/DeviceUtils.java
OWASP Top 10: M5: | | com/yutong/mobile/android/appupdatesignhttp/utils/Col
N FEEE S eHIbE nsufficient Cryptogra | orUtils.java
phy com/yutong/shakesdk/util/SystemUtil java
OWASP MASVS: MST | com/zhy/autolayout/widget/MetroLayout.java
G-CRYPTO-6 org/android/spdy/SpdyBytePool.java
org/greenrobot/greendao/test/DbTest.java
org/xclcharts/common/DrawHelper.java
CWE: CWE-89: SQL# | com/Izy/okgo/db/DBHelper.java
N FEEE SQLite# 1T ShFERIERTRYE | com/lzy/okgo/db/DBUtils.java
SQL& SQLE S MAMEARIESE ('SQL org/greenrobot/greendao/AbstractDao.java
3 AAT[AESERSQAL EN) org/greenrobot/greendao/DbUtils.java
RYERNIEHES OWASP Top 10: M7: org/greenrobot/greendao/database/StandardDatabase.ja
Client Code Quality va
CWE: CWE-327: {3
EWISEFENIEAY | com/azhon/appupdate/utils/FileUtil java
FEFEE com/baidu/b/d/b.java
MD5.2 (A2 ESHEEA S OWASP Top 10: M5: | | com/yutong/base/utils/EncryptUtil.java

nsufficient Cryptogra
phy

OWASP MASVS: MST
G-CRYPTO-4

com/yutong/basehttp/Utils.java
com/yutong/xny/utils/MD5Utils java
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com/baidu/b/g.java
com/baidu/vi/VDeviceAPl java
com/lzy/okgo/convert/FileConvert.java
com/Izy/okserver/OkDownload.java
com/orhanobut/logger/CsvFormatStrategy.java
com/yutong/android/httphelper/HttpUtils.java
com/yutong/android/httphelper/impl/OkGoHttpProvider.j
o ava
CWE: CWE-276: B\ com/yutong/android/httphelper/util/DownloadUtil.java
ABRAIER droid/utils/CleanUtils.
OWASP Top 10: M2: | com/yutong/an ro! /u !s ean !sl‘!ava
7 nsecure Data Storag com/yutong/andro!d/ut!Is/Cras.hUt|I§.Ja?va
com/yutong/android/utils/DeviceUtils.java
e S L
OWASP MASVS: MST com/yutong/andro!d/ut!Is/LogUtllf.Jéva
G-STORAGE-2 com/yutong/android/utils/PathUtils.java
com/yutong/android/utils/SDCardUtils.java
com/yutong/android/utils/UriUtils.java
com/yutong/base/utils/SystemUstil.java
com/yutong/imagepicker/ImagePicker.java
com/yutong/mobile/android/appupdatesignhttp/utils/Up
dateUtils java
com/yutong/shakesdk/util/SystemUstil java
com/yutong/xny/h5/photoview/PhotoViewerActivity.java
— SSL Pinning ekl com/lzy/okgo/https/HttpsUtils.java
8 | R MITME T OWASP MASVS: MST | com/yutong/android/httphelper/impl/OKGoHttpsUtils.jav
G-NETWORK-4 a
CWE: CWE-276: ZRiA
RPRALERS
N = . OWASP Top 10: M2: |
9 = nsecure Data Storag com/azhon/appupdate/utils/SharePreUtil java
e
OWASP MASVS: MST
G-STORAGE-2
o 52| oo wsis v | STTGmAOdU .
G-RESILIENCE-1 :
CWE: CWE-327: {58
EHRIHEFEREAY
ERFEEA
s . OWASP Top 10: M5: | | com/yutong/basehttp/Utils.java
11 EEIEA=R =e - : .
nsufficient Cryptogra | com/yutong/basehttp/util/DES.java
phy
OWASP MASVS: MST
G-CRYPTO-4
CWE: CWE-649: {fift
FRESINZEZ2EX
BN T2 e
N FHFE [rrPKCS5/PKCS7 =)
12 JhnEER CBC BEZEE | B OWASP Top 10: M5: | | com/yutong/basehttp/Utils.java
FroracleIfzh, nsufficient Cryptogra
phy
OWASP MASVS: MST
G-CRYPTO-3
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CWE: CWE-327: &8

EHRIHEFERBEAY
ERFEEE

OWASP Top 10: M5: |
nsufficient Cryptogra
phy

OWASP MASVS: MST
G-CRYPTO-4

com/baidu/b/d/c.java
com/yutong/shakesdk/util/DeviceldUtil java
org/repackage/a/a/a/a/c.java

13

14 =8 OWASP MASVS: MST | com/yutong/android/utils/ClipboardUtils.java

G-STORAGE-10

CWE: CWE-749: &8=
BT IEEEREL
OWASP Top 10: M1: |
mproper Platform Us | com/yutong/jsbridge/bridge/YTWebView.java
age

OWASP MASVS: MST
G-PLATFORM-7

FZWebiMEISCH, EIAHZIE

15 WebViewWF= oI TRE

CWE: CWE-919: %5
N FFFERFHAYSEM
OWASP Top 10: M1: |
IS mproper Platform Us | com/yutong/jsbridge/bridge/YTWebView java
age

OWASP MASVS: MST
G-RESILIENCE-2

16

CWE: CWE-295: IF
IIEATA

OWASP Top 10: M3: |
=i nsecure Communicat | com/yutong/jsbridge/bridge/YTWebView.java
v e MITMI ion

OWASP MASVS: MST
G-NETWORK-3

17

CWE: CWE-73: #hepizs

18 WebViewlsiZHIAT=SimR = BT ERERR

com/yutong/jsbridge/bridge/YTWebView.java

IR FRFERRERASQL Cipher, SQLC
19 ipherAsqliteSURRESIHHRH2561 | S5 OWASP MASVS: MST
AESHNZE G-CRYPTO-1

M SRR

org/greenrobot/greendao/database/DatabaseOpenHelper
$EncryptedHelper.java
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True True Full RELRO No N False Fal
info info info ne o se
BN | RNTHEENOER | EHENSRERSER | inf | n | THESURSEIHTINERE]
RE T NX BRI —MEIBE | RELRO, RELROFR | o e . DNEREGRE TERT glibc
fiI, Xtr& | B, LMFeswad | GOT Aata=E Kt - in | ENALZEEE (90 strcpy
ENGIE | RO X | 89 ELF BRSSP | fo | , gets %) HETXEEIEE | &F
AT, BS. XFrLiEd | B, 5 RELRO il Z | . (FFE%miFER -D_FORTIFY_ | &
EEREE | EREREZAEDE |, B4 GOT (got X | # | SOURCE=2 SRNMEF&, X | &
JENRY shel | HRIBEROSENMEKNG | 0 .gotplt /&) #R | 4 | & | MEEXIT Dart/Flutter ER | F
Icode A&<m] | Mg ICARIE, pd X | &8
BT, 5 | &
2 | arm64-v8a/libconceal.so R’ g
E | B
= ®
T | B
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# U
= N
& P
7 | A
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PA | H
TH
True True Full RELRO No N | True Fal
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THEINE | XAPATHENH R | EERsEReER | inf | n | THESEELITINEREL [
WET NX EHmT— M&IEE | RELRO, RELROMR | o e | _strrchr chk',' strlen_chk'
i, Xin& | B LMEeSHad | GOT A8raSWE — | in |, _sprintf chk,' strchr c
ERNFRHE | REHARETX | 89 ELF Z3EIS0EE | 3 fo | hk',"__strcpy_chk’] fF
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android.permission.REQUEST INSTALL PACKAGES
android.permission.READ_PHONE_STATE
android.permission.ACCESS_COARSE_LOCATION
android.permission.ACCESS_FINE_LOCATION
android.permission. WAKE_LOCK
android.permission.GET_TASKS
android.permission.WRITE_SETTINGS
android.permission.RECEIVE_BOOT_COMPLETED
android.permission.VIBRATE
android.permission.CALL_PHONE
android.permission.CAMERA

TR ERLER | 11/30

android.permission.INTERNET
android.permission.WRITE_EXTERNAL_STORAGE
android.permission.READ_EXTERNAL STORAGE
android.permission.ACCESS_NETWORK_STATE
android.permission.ACCESS WIFI_STATE
android.permission.CHANGE_WIFI_STATE

i
Y}
gl

FERR 9/46

android.permission.FLASHLIGHT
android.permission.BLUETOOTH

android.permission.ACCESS_LOCATION_EXTRA COMMANDS

R SRS 2RISR,
HEERIR: CArSER L SRR,

L 1 il

t= wE

REIRA | EER

mc.yutong.com Ze

IPHiik: 222.85.67.167
E=x: +E

HX: 4t

tR: dbae

£5FE: 39.907501

2R 116.397102
BE:

il

eubus.vehicleplus.net Ze

IPitiit: 18.65.3.88
ER: =B ERE
HEX: IR tERTE

b IR

45E: 34.052570
4278 -118.243904

&E: Google H#E

iy

mcloudtest.yutong.com ze

IPHtil: 222.85.67.167
B hE

HhEX: ;ATRg

575 s RS UM

Y- 34.757778
£21E: 113.648613
BE: SEiE

Jalil
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fim

cloud.yutong.com Ze

IPitthit: 222.85.67.172
E=R: E

HEX: SRy

I5kr: £B

4= 34.757778
£2F=: 113.648613
=T

i

static.vehicleplus.net Ze

IPHisik: 222.85.67.172
E=x: +E

X ;AlEg

Ikirs: B

45FE: 34.757778
43/E: 113.648613

BE: 5EiE
/N
< otk
FIHER BRI
e http://www.winimage.com/zLibDII BA5[E8-A

e 223555

com/yutong/android/utils/NetworkUtils.

java

e https://cloud.yutong.com/security/mpis/app/version/check/update

e https://mcloudtest.yutong.com:20443/security/mpis/app/version/check/update
e https://cloud.yutong.com/mpis/open_app/version/check/update

e https://mcloudtest.yutong.com:20443/mpis/open_app/version/check/update

com/yutong/mobile/android/appupdate
signhttp/constant/Urls.java

e https://cloud.yutong.com
e https://mcloudtest.yutong.com:20443

com/yutong/shakesdk/http/api/Api.java

e https://cloud.yutong.com/barbie/app/home.do?

e https://cloud.yutong.com/

e https://eubus.vehicleplus.net/

o https://static.vehicleplus.net/web/main/resource/codebase/app/xny/privacy_policy.html

e https://static.vehicleplus.net/web/main/resource/codebase/app/xny/permission_usage_specifica
tion.html

e https://static.vehicleplus.net/web/main/resource/codebase/app/xny/user_agreement.html

com/yutong/xny/BuildConfig.java

e https://mc.yutong.com/wxvin

com/yutong/xny/common/Constants.ja

va

e https://eubus.vehicleplus.net/

com/yutong/xny/common/NetUrl_Overs

eas.java

€ §=5SDK

EEFREENT, RAIRERFRER.

SDK&## FRE HER

e e S BRI AR AR, SR B, (UBHUE. WEEH. SoRTERESELe N,
e R E R EER N A INENE AR EN S ERSS.

B &R Bugly, FBsiFREREETINSEE DRINZERLT, BEHARERELNARARE, RN

ugly Tencent
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C++ H=pE Android £ Android RIS TIREED,

MMKV Tencent ZIMKV BET mmap RFIREIRY key-value B, REFIIL/RFFILEER protobuf S, 4

fem, TREMEE.

U-App {EI—= &N, REEfgaisitothr-m. ERRWSHEEMRRETMEYRERT, mEk
Bt Umen ERESEE. WSl BRTADT. App REtHisiERIINSMNEELES. BRI
ROSIRAFT/OEEENE, HEF-REMERTTR, SUEREE, SEEFHISSIEIRNEE.

AndroidUtilCode 2—MEAZANRETERE, CEEERTREFRTERINERY, B

AndroidUtilCode Blang 2549 Demo FIESTIR, FIFIEEEEITH) APls BTLUCKIERTTANEE,

&8 Google Play fR55, SAIRIFIRTLARIFEE Google IRAASERFINRE, BAMithE, Google+ &,
Google Play Service Google FH@iE Google Play MIELA APK IR S RBNFEEH. XHFE—K, BHRAFELERIERIE
#. FFEALIERIMEERL Google MRHEAIGFIER.

HMS Core Huawei HMS Core RHENEIHAIRSSIRIEINR. ~HMBEINESE, BEESEEERAE.

HJ9HERARSS (HUAWEI Push Kit) E8AATFFRERMITHEIEETS, &7 7 NSnEIEmANH
Huawei Push Huawei SHEXNEE, FFAEBIER HUAWE Push Kit ATLISERHEXEEEIRFLIRNAE, WREIFRA
FXRR, BARPORREFTEERE.

HMS Update Huawei F3F HMS SDK 5|5H%% Huawei Mobile Services(APK), i2{i4A R FLaesE BRI,

e Umen ETRE+ SRR ASENHEIEETE, AMARERHUERE. B, EEERIEES
- R, BRI, 125 App iEEKE.

Mi N NKRBERIERIRSE MIUI EARGRRIBE, HESFEEBA, TLUIFREREISE. IR, 5%
iPush Xiaomi X

AOHEIEARSS.

Jetpack Lifecvcle Goodle SanRHARRIELB AT HY TR BRI S —MEM (40 Activity #1 Fragment) BIZERRREIERAZSAYZE
P y =oodie . BB TS B RIR R TSRS, XA SES T4,

File Provider Android FileProvider 2 ContentProvider R FE, BIBIEIE content://Uri X% file:///Uri LE#Z

> E SN R RERAT
Jetpack Media Google SEMRN FAHZRAA SIS, 24 media2 B,
= HEFE

EMAIL LIS

loc-bugs@baidu.com com/yutong/xny/utils/map/Lbs.java
=1 1]

i 1EIres

&5 %31 it

AutoNavi / Amap Location https://reports.exodus-privacy.eu.org/trackers/361

Baidu Location https://reports.exodus-privacy.eu.org/trackers/97

Baidu Map https://reports.exodus-privacy.eu.org/trackers/99

Bugly https://reports.exodus-privacy.eu.org/trackers/190
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Huawei Mobile Services (HMS) Core

Analytics, Advertisement, Location

https://reports.exodus-privacy.eu.org/trackers/333

Umeng Analytics

https://reports.exodus-privacy.eu.org/trackers/119

Yueying Crash SDK

Crash reporting, Analytics

https://reports.exodus-privacy.eu.org/trackers/448

P ZRRIE

RIRERYEEERA

SEER=> "com.amap.api.v2.apikey" : "0e8f8aede7a87a4c5bbec7d2ac0132ac”

EIHMEE=> "com.google.android.geo.API_KEY" : "AlzaSyDMH4a3YvkfKXLZyFogMArY7zFq50IN2J4"

RBSH0=> "UMENG APPKEY" : "5¢19d832f1f556abed0003ce"

REBSEITHAY=> "UMENG_CHANNEL" : "channel_name"

BEMER=> "com.baidu.lbsapi.API_KEY" : "4mgSgfwtPw9jc51u8Mc2b5BW18I6ViHO"

#HIHMS Core FAIDAY=> "com.huawei.hms.client.appid” : "appid=100107303"

1250544c49f548bf843477bc5¢c296928

2469dc0eb7684b479679caf84c269c25

5dd4f6710cafb2057f000457

57¢9eb705e3fd08b68c0bd5b8b95091e

252 ) M o

KNiREHEEEX

BIREDITFaEER, REMHEE, NMIBHTEESNEEN. N FEXERA mMEREHS KA HIE

EERIRIROIATE. MREADNHNEZ LM, NMEERPEARERREEIAN. EEHURER), BRATSHIEER.

[E3EE=G
=2

Sho

© 2024 AR - B e ntTFa EEER

Bk en el EWIRn SRR O HIREITEHESE. CRBHITHSOTIEISOTT, RN EEIsRRIR 2R
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